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1. Ilesiu OCBOEHUSA TMCHUNIUHBI
dopMHUpOBaHHWE KOMIETCHIIMH CTyIEHTa B 00JIACTH COBPEMEHHBIX OIEPAIMOHHBIX CHCTEM,
M3y4eHUE OCHOBHBIX THUIIOB U BHUJOB ONEPALIMOHHBIX CHUCTEM, MPHUHIIUIIOB MOCTPOCHHUS ONEpPAlMOHHBIX
CUCTEM, ToIJIep KaHusl PabOTOCTIOCOOHOCTH M IMTOCTPOSHHUS 3aIUTHI OTIEPAIIMOHHBIX CHCTEM.

2. MecTo nucuuminibl B cTpykType OIT

Hacrosimas aucnumuimaa b1.0.37 «OnepannoHHbIe CUCTEMBD) OTHOCUTCS K 00s3aTelbHON YacTu
y4eOHOro IulaHa, u3y4yaercs Ha 2-M Kypce B 3 cemectpe. Kypc omupaercss Ha ciieayromue Kypcbl:
«OcHOBBI HH(POPMAITMOHHON OE30MACHOCTH» B «APXUTEKTYpa BIYUCIUTEIBHBIX CUCTEMY. JIUCIUIUIHA
UrpaeT BaXHYIO pOJb B pa3BUTUM IOHMMaHUS OyIyIIMMM CHelHaIucTaMu (yHKIHMOHUPOBAHUS
KOMITBIOTEPHOU CHCTEMBI.

3. IlllanupyemMble pe3yJbTaThl 00yYeHHs 10 JTHCHHUIIJIHHE

3.1. Komnerenuun, popMHPOBAHUIO KOTOPHIX CMIOCOOCTBYET THCIMIIIINHA

[Tpu ocBOCHMYU TUCIMITIMHBI (YOPMUPYIOTCS CIEAYIOUIHE KOMIIeTeHIIMU B cooTBeTcTBUU ¢ PI'OC
BO no nanHOMY HanpaBJIeHUIO TOJTOTOBKH:

a) obmenpodeccuonansubie (OIIK):

OIIK-2.  Cpnoco0eH  NpUMEHATh  MH(MOPMALMOHHO-KOMMYHUKAI[MOHHBIE  TEXHOJOIHUHU,
IPOTPaMMHBIE CpPEACTBA CHCTEMHOTO M MPHKJIAIHOTO HAa3HAYCHHS, B TOM YHCIE OTEYECTBEHHOTO
IPOU3BOJICTBA, JJIsl PELICHUS 3a1a4 MPO(HECCHOHATLHON JIESITEbHOCTH.

OIIK-7. CrnocobGeH uCHOMB30BaTh SI3bIKM I[POrPAMMHUPOBAHMUS M TEXHOJOTHMHM pa3pabOTKU
IPOTPaMMHBIX CPEJICTB JJIS pellleHus 3a/1a4 MPOo(peCCUOHATbHON AEATEIbHOCTH.

3.2. IlepeyeHb NJAHHPYEMBIX Pe3yJbTATOB O00y4YeHUS] MO AMCHUILUIMHE, COOTHECEHHBIX C
HHAMKATOPAMHM A0CTHKEHUS] GOPMHUPYEMBbIX KOMIIETCH M
B pe3ynbraTe 0CBOGHUS TUCIMITIIMHBI 00y4atoUIHiics JOIKEH:
3HaTh:
— NPUHLUNBI TOCTPOEHHUS, ApXUTEKTYpYy, (YHKIMH OIEPAllMOHHBIX CHCTEM, pacHpeaeieHHbIX
OIEpPAIIMOHHBIX Cpell U 000JI0UEK;
— TpeOOBaHUS K 3alUIIEHHBIM ONEPAMOHHBIM CHCTEMaM;
— METOJIbl ¥ IPUHIMIIBI IPOCKTUPOBAHNS KOMIIOHEHTOB 3aIUIIICHHBIX ONEPALlMOHHBIX CUCTEM;
— OCHOBBI IIOCTPOEHUS MTOJIUTHUK YIIPABIECHUS JOCTYIIOM B KOMIIBIOTEPHBIX CUCTEMAX;
YMerTs:
— TIOJb30BAaTbCA CEPBUCHBIMH (DYHKIMSAMU OIEPALMOHHOM CHCTEMbl MpPHU OLIEHKE KadecTBa
(GYHKIIMOHUPOBAHUSI aJITOPUTMOB YIIPABJICHUS PECYPCAMU BHIYMCIUTENILHON CUCTEMBI;
— olIeHUBaTh 3()(HEKTUBHOCTD U HAAEKHOCTH 3aIUTHI ONEPAIIIOHHON CHCTEMBI;
— TIPOEKTHPOBATh U pa3pabaThIBaTh KOMIIOHEHTHI 3aIIUILEHHBIX OMEPALIMOHHBIX CUCTEM;
— TIMPUMEHATh TEXHOJOTHMH alllapaTHOM BUPTyAIM3alUU Ul pealu3aliyd MEXAHU3MOB 3alllUThl
ONEPAlMOHHOM CUCTEMBI;
— OCYIIECTBIISATh AJMHHHUCTPUPOBAHHE U TPOBEPKY pabOTOCHOCOOHOCTH CHUCTEM  3aIlMUTHI
nH(pOpMallMi B KOMIIBIOTEPHBIX CHCTEMAX
— HacTpaMBaTh 3alUTHbIE KOMIOHEHTHI, (YHKIMOHHUPYIOIIME HA YpPOBHE sJpa OIEpallMOHHOM
CHUCTEMBI.
Wwmetsb npakTuyeckuii onbIT/MIMeTh HaBBIKH:
— YCTaHOBKHM, JKCIUTyaTalluM, 3alIUThl M BOCCTAHOBJIEHHS pPabOTOCMOCOOHOCTH OMNepalMOHHBIX
CUCTEM IIPHU €€ HAPYLICHUU
— TIPOBEIEHUsS OPraHU3ALMOHHBIX TEXHUYECKUX U IPOTPAMMHBIX MEPONPUATHM IO 3alUTe
uHpopMaun
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IMOCTPOCHHUA 3allIUThI OHepaHHOHHOI;’I CHUCTCMBEI.

4. O0beM U coiepKaHMe TN CHUTITIHHbBI

OO0beM ITUCIHMILIMHBI COCTaBIsACT 3 3aueTHbIC equHuIbl (108 akageMuyeckux 4acos).

4.1. Conep:xkaHue JAUCHUNIMHBI

no pasgenam (Temam),
TPYAOEMKOCTHI) 3aHSATHIl JIeKIHOHHO-CEMUHAPCKOI0 THIIA

OO0beM MHOW KOHTAaKTHOH pabOThl M CaMOCTOSTEIBHOW paOOThl 00YYarOUIerocs MO TUCIHUILIHHE
yKa3aH B y4eOHOM IJIaHEe 00pa30BaTEIbHON TIPOTPaMMBI.

COOTHECEHHOE€ ¢ BHJIaMH H

Ne Buaer 3ansaThii, ux @DOpMBI TEKYILETO
/1 Paznensr (Tembl) = 00BEM (B ak.gacax, 1o KOHTPOJISI YCTIEBAEMOCTH (110
JIACIUATUINHBI 3 04yHOH hopme 00ydIeHu) ouHOH popMme 0OyUdeHN)
5 3ansTus aHsaTus
© JeKIHOH- cemmHap- ®OpMBI IPOMEKYTOUHOM
HOT'O THIIA CKOT'0 THUIIa aTTecranuu

1. | BrogubIii. Beenenne B 4 2 BxonmHas muarHocTHka: TECT ¢

MpoOIeMaTUKy JVCIUTITUHEI, MOCIIEAYIONMM  00CYKIACHUEM
npeacTaBieHue paboueii pe3yIbTATOB.
MIPOTPaMMBI, OCMBICIICHHE Crcox BOTIPOCOB,
TpeOoBaHUit K OpraHu3alyu MHTEPECYIOINX CTYyJCHTa IO
mporecca o0y4eHus, COJIep KaHUIO JUCIIUILTAHBI
camocTosTeTbHOH paboTel U opm (cmaercs B MICbMEHHOM BUJIE)
aTTecTarun

2. | OGmias XapaKTePUCTHKA OC. 4 2 2 OO6cyxeHue pe3yJIbTaToOB
Haznauenne OC. 3amauu, pernracmbie BBITIOJIHGHUS  J1a0OpaTOPHOU
OC. Knaccugukanus OC. paboTsI

3. | Ynopasinenue pecypcamu OC. 4 2 2 Ob6cyxnenue pE3yIBTaTOB

BBITIOJIHGHUS  J1a0OpaTOPHOUH
paboThI

4. | YnopaBieHue ycTpoiCcTBaMH. 4 2 2 Ob6cyxnenue pE3yIBTaTOB

BBITIOJIHGHUS  JIaOOpaTOPHOU
paboThI

5. | Teoperuueckue ocHoBBI 3amuThl OC. 4 2 2 Ob6cyxnenue pE3yIBTaToOB
[onsTre 0e3omacHOCTH BBHITMIONIHEHUsT  J1abopaTopHOU
“H(OPMAITHOHHBIX cucTeM B paboThl
HOPMATHBHBIX JIOKyMEHTAaX.

6. | Knaccudukanus 3alUIIEHHOCTH 4 2 2 OO6cyxenue pe3ynbTaToOB
(MexTyHApOTHBIE CTaHJAPTHI). BBHIMIOJIHEHUsT  J1abopaTopHOU
O0630p CBOWCTB OCHOBHBIX KJIACCOB. paboThl

7. | MaHgaTHBII W TUCKPEIIMOHHBIN 4 2 2 OO6cyxeHue pe3ynbTaToOB
noctyn. [lonmutuka Oe3omacHoCTH, BBINIOJTHEHUST  JIAOOPATOPHOM
dhopmanbHOE MIpeICcTaBICHNE paboThI
MOJIMTUK OE€30aCHOCTH.

8. | Meroapr 3ammtel OC. Hapymienus 4 2 2 OO6cyxenue pe3ynbTaToOB
0e30macHOCTH. BBINIOJTHEHUST  JIAOOPATOPHOM

paboThI

9. | U3bsubl 3amutel. Knaccudumkanuys 4 2 2 OO6cyxeHue pe3yiIbTaTOB
W3BSHOB 3alIUTHI TI0 Pa3MEIICHUIO B BBHIMIONIHEHUST  J1ab0opaTopHOU
BEIYHCIATENRHON cucteme. OC kak padoThI
cpega HapyuieHHd O0e30MacHOCTH.
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Kareropun n3pgnoB 3amutsl B OC.

10. | Ionsitue JIOBEPEHHOTO 1o 4 2 2 OO6cyxnenue pe3yIbTaTOB
OTICPAIIHOHHBIX  CHCTEM, TCB. BBITIOJTHCHUS ~ JTa0OpaTOPHOM
CBoiicTBO 0e3omacHOCTH OcC, paboTshl
rapaHTHPOBAHHOCTH  OE30MaCHOCTH.

[IpuHITATIBE pa3paboTKu
nosepenHoro 110.

11. | Crpykrypa 6e3omacuoit OC. OOmue 4 2 2 Ob6cyxnenue pe3yIbpTaToB
TPUHIAIIET MOCTPOCHHUS BBINIOJIHEHNST  JTa0OpaTOPHOM
samumeHHsx OC. paboTHI

12. | Peanuzaiusi MEXaHW3MOB 3allUThHI 4 2 2 OO6cyxeHue pe3yIbTaTOB
OC cemeiictBa Windows. BBINIOJTHEHUSI  JIAOOPATOPHOM

paboTHI

13. | Opranuzanus KOHTPOJIA 4 2 2 O6cyxnenue pe3yIbTaToOB
6e3onacuoctu B OC Windows. BBINIOJTHEHUSI  JIAOOPATOPHOM

paboThI

14. | OGecneuenue 0e30ImacHOCTH 4 2 2 O6cyxnenue pe3yIbTaToOB
cepBepHbIX nmpuioxkenuit OC. BBIMIOJIHGHUSL  J1a00paTOpHOU

paboThI

15. | Peamuzamusi MeEXaHW3MOB 3allUTHI 4 2 2 O6cyxnenue pe3yIbTaToOB
OC na ocHoBe sigpa Linux. BHIMIONIHEHUsT  JabopaTopHOU

paboThI

16. | Kontpons goctyna B8 OC Ha ocHOBe 4 2 2 Ob6cyxnenue pe3yabpTaToB
sapa Linux. BBINIOJIHEHUST  J1a0OpaTOPHOM

paboTHI

17. | Kpunrorpaguueckast 3amuTa 4 2 2 O6cyxnenue pe3yIbTaToOB
CETEBOI0 B3aUMOJICHCTBHS. BBIMIOJIHEHNST ~ JlabopaTopHOU

paboTHI

18. | 3axmrounrensHelii. [loxBeneHue u 4 2 OrneHKa KOHTPOJIBHON PabOTHI
aHam3 MPOMEKYTOYHBIX
PE3yJIbTaTOB OCBOCHHMSI TUCIUILIIHHBI

Hroro 3a cemecTp: 36 32 3auer

HTOro mno JUCHUILINHE: 36 32

4.2. Pa3BepHyTO€ ONMCAHUE COAEPKAHUSA AUCHMILIMHBI N0 pa3ienaM (TeMam)
Obmas xapaktepuctuka OC. Hasnauenne OC. 3agaum, pemaembie OC. Knaccuduxamms OC.
Vnpasnenne pecypcamu OC. VYmpasineHue ycrpoiictBamu. Teopermdeckne oOcHOBBI 3amuTel OC.
[Tonstue OGe3omacHOCTH MH(OPMAIIMOHHBIX CHCTEM B HOPMATHUBHBIX JNOKyMeHTax. Kiaccugpukarus
3aIUMIEHHOCTH (MEXIyHapoaHble cTaHAapThl). O030p CBOWCTB OCHOBHBIX KJIAcCOB. MaHIATHBIN |
JTUCKpeuoHHbIH  poctyn. IlomuTtuka Ge3omacHocTH, (opManbHOE MPEACTABICHHE  MOJUTHK
0€30I1aCHOCTH.
Mertoap! 3amutsel OC. Hapymenus 6e3onacHoctu. M3bsaubl 3amuThl. Kinaccudukaiys n3bsHOB 3alUThI
10 pa3MelleHHIo B BeIuucauTenbHol cucreme. OC kak cpefia HapyuieHuit 0ezonacHoctu. Kateropuun
n3bsaHOB 3auThl B OC. I[lonsatue noepennoro 110 onepaunonneix cucreM, TCB. CBolicTBo
6e3omacHoctu OC, rapaHTUPOBaHHOCTH Oe3onacHOCTH. [IpuHIHIBI pa3padborku goBeperHoro I10.
Crpykrypa 6e3onacHoit OC. OOmmue npuHIMIEI ocTpoeHus 3anmmeHHbx OC.
Peammsanmsa mexaamsmos 3amutel OC cemerictBa Windows. Mogens 0e3onacaoct OC ceMelicTBa
Windows. Kontpons goctyna k oobexkraM Windows. TUIBI CyOBEKTOB  0OBEKTOB 3aIIUTHI.
ATpuOyTHBHAsI IPUPOJA KOHTPOJIA AOCTyNa K 00bekTaM 3amuThl. CIIMCKU U 3alIMCU KOHTPOJISI JOCTYHA.
[TpoBepka goctyna. DddexTuBHble mpasa goctyna. Opranuszanus KOHTpois 6ezonacHoctu B OC
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Windows. [11a6nons! 6e30nacHOCTH. AHaIM3 0€30MaCHOCTH ¢ MOMOIIBIO 111a0IoHOB. [TogcucTema
ayauTta. 3amuTa gaHHbix npu xpanenuu B OC, EFS. 3amuTa ganubeix npu nepenaue, noaiaepxka VPN.
KonTpons nenoctaoctu B OC. LenoctHocTs sigpa OC. ObecniedeHne eJI0CTHOCTH Koia. YTIpaBJIeHHe
YUETHBIMHU 3anucsIMU. MaHAAaTHBIN KOHTPOJIb LENOCTHOCTH. V30Is1Ks MPUBUIIETUH MOJIH30BATENCKOTO
uHTepdeiica. 3amumieHnsle npoueccel. OdecneueHne 6e30macHOCTH cepBepHbIX mpuioxennuit OC.
Cepgep IIS, ero mexanusmsl 3anuThl. 3amura DNS. 3amura RDS.

Peanu3zanus mexann3moB 3amutel OC Ha ocHOBe siapa Linux. O6ecnieuenune 6ezonacHoctu OC Ha
ocHoBe spa Linux. 3amura OC Ha 3tane 3arpy3ku. [lludpoanue daiinoeix cucrem B OC Ha OCHOBE
snpa Linux. 3amumennsie TepmuHansl. Ayrentudukanus B OC Ha ocHOBe siipa Linux. Ynpasienue
YUETHBIMHU 3aMHUCSIMU U JOMAIIHUMHU KaTajnoramu. JJucKkpermoHHblii KoHTposb goctyna B OC Ha ocHOBE
sapa Linux. butel 3amutel. Y cunenne 6azoBoit 6ezonacaoctu OC Ha ocHoBe spa Linux. MexaHU3MbI
SELinux, RSBAC, GRSecurity. [Ipumenenue noaxioyaeMbix Moayiei ayrentudukanuu PAM. Ayaut
U xypHanmupoBanue coosituii B OC Ha ocHOBe siipa Linux. AHanu3 )KxypHaJIoB, yIIpaBIeHUE MU
3amuTa. 3amura cereBoro B3aumoeiicteus B OC Ha ocHoBe sipa Linux. @unpTpanus Tpaduxa.
Hcnons3zoBanue npokcu-cepBepoB. Kpunrorpaduueckas 3anmra CETEBOro B3auMOICHCTBHS.
Texnonoruu Open SSL, SSH. Obecrnieuenne 6€30MacHOCTH Ha YPOBHE MPUIIOKEHU. 3a1aHue
KoH(purypamuu 6e3onacHoctu. Daiinel koHpuUTrypanuu. Hactpoiika 6e3omacHoctu cepepa Apache,
MOJIyJIM, CO3/IaHHE€ 3aMKHYTOU CpeJibl BBITIONIHEHUs. AHanu3 ys3BuMocTei Ha mpuMmepe OC Ha ocHOBe
sapa Linux.

5. O6pa3zoBare/ibHbIe TEXHOJIOTHHI
Opranu3zanus yueOHOro Mpoliecca OCyIIeCTBIsSeTCs B popMe NeKIHid, 1a00paTOPHBIX 3aHATUN U
WHIUBUTYAIbHOU CAMOCTOSITEIbHONU PAOOTHI CTY/IEHTOB.
VY4eOHblIii nporecce o auciuruimae «HanMeHoBaHUE NUCHUTUIHHBDY OCHOBAH Ha UCTIOJIb30BAaHUU
CJIEIYIOIINX WHHOBAIIMOHHBIX 00pa30BaTEIIbHBIX TEXHOJIOTHI:

1. Texuomorus mpoOJIeMHOr0 0Oy4YeHHs] — OCHOBHBIE TEMBI Kypca Ha JIEKIIUSIX U J1a00paTOPHBIX
3aHATHUSIX PACKPBHIBAIOTCS Ye€pe3 OCTAaHOBKY M MOCIIEAYIONIEE pa3pelieHne MpoOIeMbl CO3/1aHus
aNropuTMa pelIeHHs 3a/1a4H U €€ pa3pelieHne B BUe (YHKIIMOHUPYIOIIEH TPOrpPaMMBL.

2. TexHOJIOTHS TECTOBOTO KOHTPOJISI KaueCTBa 00pa30BaHMSI — B TIPOIECCE U 10 3aBEPIICHUU
TEOPETUUECKOT0 00YUEHHUS BHITIOMHSAETCS KOMITBIOTEPHOE TECTUPOBAHUE.

3. NubopMannoHHO-KOMIBIOTEPHBIC TEXHOJIIOTUH — MPUMEHSIOTCS TIPH BHITIOJTHCHUH
1ab0paToOpHBIX paboT, CaMOCTOSATENHHON BHEAYTUTOPHOM MOATOTOBKE B BHJIE
CaMOTECTUPOBAHUS 10 ceTU Internet ¥ MCMIOTB30BaHMS YIEOHBIX MATEPHAIIOB B AJIEKTPOHHOM
dopme.

4. TexHONOTHS CMEIIAaHHOTO OOyYEHHS.

6. YueOHO-MeTOAHYECKOE OfecTeYeHne CAaMOCTOSITeIbHOM PadoThl 00y4aIOLIUXCS
Metoauka rpernogaBaHus yaeOHOH TUCIUILIMHBI PEIIaeT CIeIyIoNie OCHOBHBIE 3a1a4H:
— ompezenser 3a7aud 00y4eHus CTyI€HTOB 110 IUCHUIIIMHE;
— Hay4HO OOOCHOBBIBAaET COJEpXaHHWE Y4EeOHON mporpamMMbl, HaMedaeT I0CIeI0BaTEIbHOCTh €€
U3Y4YCHHSI B KOMIUIEKCE C IPYTUMH JTUCIMILTMHAMM,
— OMIPEACIIACT IMMYTH pCain3alilii IMPHUHIIUIIOB 06yquH51 Py U3YYCHUUN AVCHUILINHBI, q)OpMI)I 1 METO/JbI
o0OydeHus;
— BbIpabaThIBaeT TPeOOBaHMs K METOAMUECKOM MOJATOTOBKE MpernoiaBarenei;
— M3YyYaeT UCTOPUIO METOAUKHU MPENOJAABaHUS TUCUUILINHEL,
— BHE/IPSIET NEPE0BOM OMBIT 00y4EHUS;
- BLIpa6aTI>IBaeT PEKOMCHOANU 110 BOCIIUTAHUTIO OGy‘I@.GMI:IX B IpoHCCCC U3YUCHUA NUCHUILINHBI.
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B cooTBeTcTBHM C 3TUMU 3a7jauaM# OCYIIECTBISICTCS OTOOP HAYYHOTO MaTepHaia, €ro CUCTEeMaTU3aIs
u niepepaboTKa B MHTepecax pa3BUTHUS U COBEPIICHCTBOBAHUS COJIEPKaHUS yUeOHON JUCIUILINHBIL.
Metoauka pa3paboTaHa NPUMEHUTEIFHO K YTBEPXKICHHOH paboueil mporpamMme Ui CTYICHTOB C
yaeroM TpeboBanuii ®I'OC Beicmiero oOpa3oBaHUsS W BOOPYKAET MperojaBaTeileii HEOOXO0IUMBIMU
3HAHUSIMH, CIOCOOCTBYET MX BHEJIPEHHUIO B IPAKTUKY O0YyUEHHS U BOCIIUTAHUS CTYACHTOB.
Brei6op MeTo0B mpoBeneHUS 3aHATUNA OOYCIOBJIEH Y4E€OHBIMU IENIIMH, COJAEpKaHHEM Y4eOHOro
MaTepuaia, BpEMEHEM, OTBOJIUMBIM Ha 3aHATHUS.
Ha 3aHATHSX B TECHOM COYETAaHUM NPUMEHSETCS HECKOJbKO METOJOB, OJUH M3 KOTOPBIX BBICTYIAET
BeayuuM. OH onpenesseT OCTPOCHUE U BU 3aHATH.
Ha nexuusix u3nararorcs JUIIb OCHOBHBIE, UMEIOIME MTPUHIMIAAIBLHOE 3HAaUeHNEe U Hauboee TPy IHbIe
JUIsl IOHUMaHMs U YCBOCHUS TEOPETUUECKHUE U IPAKTUUECKHUE BOIPOCHI.
Teopernueckue 3HaHUS, MOJYYECHHbIE CTYIEHTaMHM HA JIEKUMSIX W IPU CaMOCTOSITEIBHOM HM3YyYE€HUU
Kypca I10 JTUTepaTypHbIM UCTOYHUKAM, 3aKPETUISIOTCS IIPH BBITIOJHEHUH Ja00paTOPHBIX PadoT.
Lensimu ipoBeieHUs 1a00PaTOPHBIX PAOOT SABISAIOTCA:
— npuoOpeTeHne MPaKTHUECKUX HABBIKOB MOJICPXKaHMs padOTOCIOCOOHOCTH M MOCTPOCHHS 3aIUTHI
ONEPALIMOHHBIX CUCTEM,;
— KOHTPOJIb CaMOCTOSTEIbHON pabOThI CTYAEHTOB 110 OCBOEHHUIO KYypca;
— 00y4eHre HaBbIKaM NMPOPECCUOHATBHON AESITEIbHOCTH.
[{enu nabopaTOpHBIX pabOT AOCTUTAIOTCA HAMIYYIIUM 0O0pa3oM B TOM Ciydae, €ClId UM MPEAIIECTBYET
olnpezesieHHas MOArOTOBUTENbHAS BHeayJauTopHas padora. [losToMmy mpenonaBarens 00si3aH JOBECTH
JI0 BCEX CTYAEHTOB IpaUK BBIMOIHEHUS JIAOOPATOPHBIX PadOT C TeM, YTOObI OHM MOTJIM 3aHUMAThCS
1[eJICHaIIPaBICHHON CaMOCTOATEIbHOU paboTOM.
PaboTsl pekoMeH1yeTcsl BBIIOJIHATH B TON MOCIIE0BATEIbHOCTH, B KOTOPOM OHU HAIlMCAHbI, TOTOMY YTO
B HEKOTOPBIX pabOTax MCIIOJIb3YIOTCS AIEMEHTBI, TOJIyY€HHbIE B IPEAbIAYLIEH padoTe.
Ha 3aHATHSAX CO CcTyaeHTaMu JOJDKHBI HIMPOKO MCIMOJB30BaThCs pa3HOOOpa3HbIe cpelcTBa 0OyueHHs,
crocoOcTByroLME OoJiee MOJTHOMY M MPAaBUIBHOMY MOHHUMAaHHMIO TE€Mbl JIEKIUU WM JabOpaTOpHOIo
3aHATUS, a TAKKe BRIpaOOTKe MPaKTUYECKHX HAaBBIKOB 110 padote c [1I10.
K cpencrBam oOyueHus: CTyJJ€HTOB OTHOCSATCS:

— peub ImpenojaBaTels;

— TEeXHUYECKHE CPeACTBa 00yUeHUs: IePCOHANIbHbIE KOMIBIOTEPHI C YCTAaHOBIEHHBIM IMPUKJIIAIHBIM

IPOTrPaMMHBIM 00€CTIEYeHHEM;
— y4eOHUKH, yuyeOHbIe TOCOoOUs, JIEKIUHU B JIEKTPOHHOM BH/IE.
[TomHOCTBIO BECh METOAMYECKHUN MaTepHal IO OOECIEeUEHUI0 CaMOCTOSITEILHON palboThI

cTyaeHToB npuBoautcs B ITpunoxxenun 1 k PIL.

7. XapaKkTepuCTHKAa OLICHOYHBIX CPeACTB /UIA TeKYILIero KOHTPOJIsl YCIeBaeMOCTH M
NPOMEKYTOYHOH aTTeCTAMHN 00y4aloIUXCs M0 JMCIUIITTUHE
JUis KOHTpOJIA yCBOEHUS Marepuajia IUCUUIUIMHBI «HanMeHOBaHME IUCHUIUIMHBD) NPESyCMOTPEH
TEKYIIUA W TNPOMEXYTOYHBIM KOHTpPOJIb. TEKyImMil KOHTPOJIb OCHOBAaH Ha AaHAJIM3€ pe3yJbTaTOB
BBITOJIHEHUST JTa0OpaTOpHBIX PabOT M coleceloBaHMM MO MX TemaM. [IpoMexyTOUYHBI KOHTPOJb
3aKJIF0YAETCS B CAa4e 3a4eTa 10 JUCHUIIINHE.
Jlnis mpoBeieHus 3a4eToB (9K3aMEHOB) B MUCHbMEHHOW MM TECTOBOH (hopMe pa3pabaThiBaeTcs MepeueHb
BOIIPOCOB, YTBEPKIAeMbIN 3aBenyronuM kadeapoit. B mepeueHb BKIFOYAIOTCS BOMIPOCH U3 PA3IMIHBIX
paszenoB Kypca, MO3BOJIIOLIUE IIPOBEPUTh U OLICHUTh TEOPETUYECKHUE 3HAHUS CTYACHTOB U yMEHHUE
MPUMEHSTh UX JUJISl peLIeHMs] TPAaKTUYECKUX 3a]1ay.
3ayer (9K3aMEH) B MUCHBMEHHOM (opMe TMPOBOAUTCS OJHOBPEMEHHO JUISI BCEX CTY/ACHTOB
aKaJeMU4ecKkol rpynmnsl. BpeMs BBINOJIHEHUS 3aaHUs COCTaBJIsSIET HE Oojiee OJTHOrO aKaJeMHUYECKOTO
qaca.
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[Tpu mpoBeneHuu 3avera (9K3aMeHa) B MHUCbMEHHOW (hopMe OlLleHKa BBICTABIIIETCS HA OCHOBE IMPaBHJI,
OpUHATEIX Kadeapod, KOTOpble JOJDKHBI OBITH COOOIIEHBI CTYACGHTaM JO Hadala 3adeTHOH
(3K3aMEHAIMOHHOI) CecCuu.

AHanorn4yHbIe IpaBUia MOTYT OBITh 3aJI0KEHBI B IIPOIPaMMbI KOMITBIOTEPHOT'O TECTHPOBAHUSI.

[Ipyu koHTpOJEe 3HAaHMI B YCTHOH Qopme NpenojgaBaTelb HCIOIb3YET METOJ] HWHAWBUAYAIBHOTO
cobecetoBaHus, B X0/1€ KOTOPOT0 00CYK/IAeT CO CTYAEHTOM OJIMH WM HECKOJIBKO BOIIPOCOB U3 YUEOHOM
ImporpaMMal. HpI/I HCO6XOHI/IMOCTI/I MOT'YT 6LITL MNPCAJIOKCHBI OOMMOJIHUTCIBHBIC BOIPOCHI, 3aJa4u U
npumepsl. [lo okoHYaHNM OTBeTa Ha BONPOCHI MTPETIOABATENb OOBSIBISCT CTYACHTY PEe3yIbTaThl CAaYH
3auera (IK3aMeHa).

8. YueOHO-MeTOIMUYECKOE 1 HH(POPMALIMOHHOE 00ecnedeHne TUCIUTTHHBI
OcHoBHas nuTeparypa:

1. Bmacenko, A. 1O. Onepannonsasle cucteMbl : ydeOHOe mocobue : [16+] / A. FO. Biacenko,
C. H. Kapa6ues, T. C. Peiin. — Kemeposo : KemepoBckuii rocyapcTBeHHbIN yHuBepcurert, 2019.
— 161 c. : ui., TadmI. —  Pexum JOCTYTIA: o MO/IMHCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=574269 (nata obpamenus: 04.12.2022). —
bubmuorp. B kH. — ISBN 978-5-8353-2424-8. — TekcT : 2IeKTpOHHBIH.

2. Kyns, T. II. Onepaunonssie cuctemsl : yuebnoe mocobue : [16+] / T.II. Kynb. — Munck :
PUIIO, 2019. - 312 ¢ : wun, Tabn. — Pexum gocrtyma: 1O MOAMUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=599951 (nata obpamuenus: 04.12.2022). —
bubmuorp. B kH. — ISBN 978-985-503-940-3. — TekcT : 2IeKTpOHHBIH.

3. I'punenxko, }O. b. OneparnuonHsie cucteMsl : yaeOHoe nocobue : B 2 yactsx / FO. b. I'punenko ;
®enepalibHOE areHTCTBO MO 00pa3oBaHHI0, TOMCKUN MEXBY30BCKUI LEHTP IUCTAHIIMOHHOTO
obpazoBanus (TYCVYP), Kadenpa aBromaruzauuu o6pabotku nnpopmanuu (AON). — Tomck :
ToMckuil rocy1apCTBEHHBI YHHBEPCUTET CUCTEM YIPABIECHUS M paauoIeKTpoHUKH, 2009. —
Yactb 2. - 235 c. — Pexum JOCTyIa: o MIOATINCKE. -
URL.: https://biblioclub.ru/index.php?page=book&id=208655 (nata obparienus: 04.12.2022). —
Texcr : 21eKTPOHHBIN.

JononHuTenpHas tuTeparypa:

1. Ucaesa, I'. H. OneparnmonHble CUCTEMBI, Cpe/ibl U 000JI0YKU: IPAKTUKYM : ydeOHoe rmocodue :
[16+] /I'. H. Ucaesa, H. II. Cunoposa ; TexHonoruueckuii yausepcurer. — Mocksa : J{upexr-
Menua, 2022. — 51 c. : un., cxeM. — Pexxum f1octyna: no nogmnucke. —

URL.: https://biblioclub.ru/index.php?page=book&id=693549 (nata obpamenwus: 04.12.2022). —
bubmuorp.: c. 49. — ISBN 978-5-4499-3324-9. — TekcT : 27€KTPOHHBIM.

2. KooOsurstackuit, B. I'. OnepaninoHHbIe CHCTEMBI, Cpeibl U 000JI0UKH : yaeOHoe mocoowue : [16+] /
B.T'. KoGpusHckuit. — HoBocubupck : HoBocuOupckuil rocyaapcTBEHHBIH TEXHUYECKHNA
yauBepcuter, 2018. — 80 c. : wum, Tabn. — Pexum pgocTynma: mno TOANUCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=576354 (nata ob6pamenus: 04.12.2022). —
bubmuorp.: c. 77. — ISBN 978-5-7782-3517-5. — TeKcT : 2IeKTPOHHBIH.

Pecypcobl nHpOpMaIIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTu «HTepHEeT»:
Cuctema D2JIGKTPOHHOW TIOJJICPKKHA 00pa3oBaTebHOTO Tpoliecca «Moil  yHHUBEPCHUTET»
https://uni.ivanovo.ac.ru

ITpodeccronanbHblie 6a3bl JAHHBIX U HHPOPMAITHOHHO-CITPABOYHBIC CHCTEMBI:
ObC «YHuBepcureTckas Oubmnorexa ommam» Www.biblioclub.ru
OnekTponnas oubnmoreka MBI'Y _http://lib.ivanovo.ac.ru

Dnexrponnsiii katamor Hb UBI'Y  http://lib.ivanovo.ac.ru/index.php/ek

CIIC «Koncyabrantllnrocy http://www.consultant.ru/
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[Tporpammuoe oOecriedueHne: omepanuonHas cucrema Microsoft Windows, maker oduCHBIX
nporpamm Microsoft Office u(umm) LibreOffice, unrepuer-opaysep Microsoft Edge m(unm) Yandex
Browser.

9. MatepunajibHO-TeXHHYecKoe o0ecneyeHue T CIUTIIHHBI

YueOHble ayTUTOPUHU:

- JUIA TIPOBEJCHUS 3aHATUH JIGKLIMOHHOTO THUINA C KOMILJIEKTOM CIEHHAIM3UPOBAHHONW yueOHOM
MeOenM M TEXHUYECKUMH CpEACTBAMHM OOYYEHHUs, CIyXallUMH JUIsl [PEelOCTaBICHUs y4eOHOU
uHpopManuu O0JIBIION ayIUTOPHH;

- 7 TpOBEACHUS 3aHATUH CEMUHAPCKOrO THIA, KOHCYNbTALMi, TEKYIIEro KOHTPOJIA M
POMEKYTOYHOU aTTECTAIlMH ¢ KOMIUIEKTOM CHEIMaTH3MPOBAHHON yueOHON MeOenn U TeXHHYECKUMHU
CpeACcTBaMu O0y4YeHHS.

JlaGopaTopusi, ocHalieHHas: Jab0paTOPHBIM 000PYI0BaHUEM, KOMIUIEKTOM CIICIIHAIM3UPOBAHHOM
y4eOHOI Mebenu U TeXHUYECKUMU CPEeICTBaMH 00y4eHUsl.

[Tomenienue aJis CaMOCTOSITENILHOM pabOThI, OCHALIEHHOE KOMILJIEKTOM CHEIHaIN3UpOBAaHHON
yueOHOIl Mebenn, KOMITBIOTEPHOM TEXHUKOH ¢ BO3MOKHOCTBIO HOJKIIOUEHHs K cetu «VHTepHeT» H
obecnieuenuneM gocryna B QOC.

JleMoHCcTpanoHHOe 000pYyJOBaHHE U Y4E€OHO-HAIVIAJHBIE MOCOOUS JUIsl 3aHATHH JIEKIIMOHHOTO
THUIIA, 00ECIIEYNBAIOLINE TEMATUYECKUE WILTIOCTPALINH.
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ayn., | HasBanue [lepeyeHb OCHOBHOTO HCIIOJIB3YEMOTO 000PYAOBAHUS
nab. | ayauTOpuH,

nabopaTtopuu
125 | cnenuanbHO pabourie MecTa Ha 6a3e BBIYMCIUTEIBHON TEXHUKU C MOJKIOYCHHEM
102 | obopynoBaHHBIC K cetn "VHTEepHET" M JOCTYNOM B 3JIEKTPOHHYIO MH(POPMALMOHHO-
202 | xkaOuHeTHI (KJIacchl, 00pa3zoBaTeNbHYIO CpEly OpraHu3aIiuy; MPOEKTOP, IKpaH Ha TPEHOTE,
321 | aymuTopun) CeTeBOE MpOrpaMMHOE obecreueHue, oOydaromee MPOorpaMMHOE
319 | undopmaTuku, obecrieueHue
307 | rexHONOTH H
305 METONOB
1 IIPOTrPpaMMHUPOBAHUS

KOPII.
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ABTOp(bI) padoueii mporpammsl aucuuninHbl: Arynosa H.C., bykun JI.A., nouent Llentpa
HOJArOTOBKH CHELMAIMCTOB B cepe MHPOPMALMOHHOM 0€3011aCHOCTH U IPOTUBOAEHCTBUS
TEXHUUYECKHUM CPEJICTBAM pa3BeAKH, 3apyouH M.A., HauanbHUK LleHTpa NOArOTOBKY CHELMATIUCTOB B
cdepe MHGOPMAIMOHHON O€30I1aCHOCTH U MPOTUBOIEHCTBUS TEXHUUECKUM CPE/ICTBAM Pa3BEAKH.

IIporpamma paccMOTpeHa U yTBEpKICHA Ha 3acefaHuu LleHTpa MoAroTOBKY CIIEHATINCTOB B cdepe
MH(POPMALMOHHOM 6€30M1aCHOCTH U IPOTUBOAEHCTBHSI TEXHUYECKUM CPEACTBAM Pa3BEIKU

« » 20 1., npoTokoa Ne

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne OT « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne 0T « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oGHOBIIEHA

npoTtokoi 3acenanus Llentpa Ne OT « » 20 1.
CornacoBaHo:

PykoBonutens OI1 E.B. MenpHuKOBa

(moamnuce)




