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1. Ilesin ocBOeHUsI AUCHMILINHBI

Ienpto ocBoenus aucuuiuinHbl «IIporpamMmHo-annaparHbsle CpeicTBa 3allUThl MH(DOpMaLum»
sBnseTcs (POPMUPOBAHHME y CTYIEHTOB 3HAHUM M YMEHUH 1O 3alIuTe MHPOPMALUU C MPUMEHEHUEM
COBPEMEHHBIX IIPOIPaMMHO-AIIIAPATHBIX CPENICTB.

2. MecTo nucuuminibl B cTpykType OIT

Hacrosimas auctumuimaa b1.0.33 «[IporpammHO-anmapatHbeie CpeAcTBa 3aIIUThl HHPOPMALIUN
OTHOCHUTCS K 00s3aTenbHON yacTW ydeOHOro IuTaHa, u3ydaercs Ha 3-M Kypce B 6 cemecrpe. Kypc
OTIHPAETCs Ha CIEAYIOUINE KypChl: «3amuTa HHPOpPMaIui OT YTEUKHU 110 TEXHHUECKUM KaHajmam», «Cetn
U CUCTEMBl TIiepelaud WHPOpPMAIMKU», «APXHTEKTYpa BBIYUCIUTEIBHBIX cUCTeM». JlucuurumHa
SIBIISICTCS. OCHOBOM JIJISI cienyrotero kypca: «OCHOBBI yIipaBiieHHs] HH)OPMAIIMOHHON 0€30IaCHOCTHION.

3. IlllanupyemMble pe3yJbTaThl 00yYeHHs 10 JTHCHHUIIJIHHE
3.1. Komnerenuuu, pOpMHPOBAHNIO KOTOPBIX CIIOCOOCTBYET AUCHUILINHA
[Tpu ocBOE€HMH AMCLHUILIMHBI (POPMUPYIOTCS CIEAYIOLIME KOMIIETeHIMU B cooTBeTcTBUU ¢ PI'OC
BO no nanHOMY HanpaBJIeHUIO TOJTOTOBKH:
a) obmenpodeccuonansubie (OIIK):
OIIK-9 Cnoco0eH mNpUMEHATh CpEACTBA KPUNTOrpapUUecKOW M TEXHUYECKOM 3alUThI
UHPOPMALIUK TS pEIICHHs 3a/1a4 TPO(PECCUOHATBHOMN IATEIIbHOCTH
OIIK-10 CnocobeH B KayecTBE TEXHHYECKOIO CIELUUAIUCTa MPUHUMATh y4yacTue B
(GOpMHpPOBAaHUN TONUTUKA HWHPOPMALMOHHONW OE30MacHOCTH, OpPTaHMW30BBIBATH M IOAJCPKHBATH
BBIIIOJIHEHHE KOMIUIEKCa Mep M0 o0ecnedyeHu0 HHPOPMALMOHHOM 0e30IacHOCTH, YIpPaBIATh
IPOLIECCOM UX pealn3aly Ha 00BEKTE 3aIUThI
OIIK-12 Cnoco0eH npoBOIUTHh NOATOTOBKY MCXOJHBIX JaHHBIX ISl HPOEKTHUPOBAHUS MOJICUCTEM,
CpelICTB o0ecrneueHus 3amMThl HHQOpMAMM U JUISI  TEXHUKO-DKOHOMHYECKOIO0 OOOCHOBaHUS
COOTBETCTBYIOIUX MPOEKTHBIX PELICHUN
OIIK-1.1 Cnocoben pa3pabaTbiBaTh M pPEATU30BbIBATh IMOJUTUKU YIPAaBJIECHUS JOCTYIIOM B
KOMIIBIOTEPHBIX CHCTEMAX
OIIK-1.2 CnocobeH aAMMHHUCTPUPOBATh CPEJICTBA 3alIUThl HMH(OPMALKUKU B KOMIIBIOTEPHBIX
CHUCTEMAX U CETAX
OIIK-1.3 Cnocoben obecrnieunBath 3alIUTy MH(pOpMauuu npu padore ¢ 0a3amMM JAaHHBIX, NPU
nepegade Mo KOMIBIOTEPHBIM CETAM
3.2. [lepeyeHs NJIAHHPYEMBIX Pe3yJLTATOB O0y4YeHUs] MO AMCHUILUIMHE, COOTHECEHHBIX C
HHIUKATOPAMU IOCTHKeHHUsA GOPMHUPYeMBbIX KOMIeTeH i
B pe3ynbraTe 0CBOSHMS TUCHUIUIMHBI 00yYarOIUICs TOJKEH:
3HaTh:
— IporpaMMHO-aNmapaTHbIE CPEICTBA 3AIIUTH HHPOPMAIIMH B TUIIOBBIX ONEPAIIMOHHBIX CUCTEMAX,
CUCTEeMax yIpaBiieHHs 0a3aMU JaHHbBIX, KOMIBIOTEPHBIX CETAX;
YMerTs:
— KOH(UTrypupoBaTh MpOrpaMMHO-aNapaTHbIe CPEICTBA 3aIIUTHI HH(OPMALIUK B COOTBETCTBUU C
3aJJaHHBIMU MOJIMTUKAMU O€30MaCHOCTH
Wwmetsb npakTuyeckuii onbIT/MIMeTh HaBBIKH:
— METOJMKOW aHaiM3a CceTeBoro Tpaduka, pe3yiabTaToB paldOThl CpPEACTB OOHapyKEHHUS
BTOP’KECHU;
— METOJIaMU U CPEeJICTBaMH BBISBIIEHUS yTrPo3 0€30MaCHOCTH aBTOMAaTU3UPOBAHHBIM CHCTEMaM;
— HaBBIKAMU OLIGHKM CETeBOro Tpauka C 1LEedb0 BBIACIEHUS IOTEHLIHAIbHO OINACHBIX
MH(POPMALMOHHBIX IOTOKOB;
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— HaBbIKaMH OIPCACIICHUA NPU3HAKOB NOTCHIHAJIBHO OIIACHBIX ITIOTOKOB U (I)OpMI/IpOBaHI/ISI IIpaBHJI
MEXKCETCBOT'O OKpaHUPOBAHUSA, TAKHUE ITIOTOKHU UCKIHOYAIOIIUX.

4. O0beM U coiepKaHue TN CHUTITIHHBI
OO0beM TUCHMILIMHBI COCTaBisieT 4 3aueTHbIe equHULb (144 akageMUYecKux Jaca), B T.4.
npaktuueckas nogaroroska (I111) —6 akagemMudyeckux 4acoB B 04HOM Gopme.

4.1. Conep:xkaHue AUCHUIUVIMHBI 10 pa3genam (TeMaMm), COOTHECEHHOe C BHJIAMH U
TPYI0EMKOCTHI0 3aHATHH JIEKIIMOHHO-CEMHHAPCKOI0 THIIA

OO0beM MHOW KOHTAKTHOM pabOThl M CaMOCTOSITENBHON paboOThl 00yYaIOUIErocs Mo IUCIUILUINHE
yKa3aH B y9eOHOM IJIaHEe 00pa30BaTEIIbHON TIPOTPaMMBI.

Ne Bunel 3amaTuil, ux DopMBI TEKYIIETO
/1 Paznensr (Tembn) = 00BEM (B ak.gacax, 1o KOHTPOJISI YCTIEBAEMOCTH (110
JIACIUTUINHBI 3 0o4yHOH hopme 00ydIeHu) ouHOH popMme 0OyUdeHN)
5 3ansTus ansaTus
© JEKIHOH- cemmHap- ®OpMBI IPOMEKYTOUHOM
HOT'O THIIA CKOT'0 THUIIa aTTecranuu
1. | BrogusIii. Beenenne B 6 2 BxonmHas muarHocTHka: TECT ¢
pOoOJIEMaTUKY JUCITUTUTHBL, MOCJICAYIONIMM  O0CYKIACHUEM
MIpEeACTaBICHHE paboueii pe3yabTaToB.
MIPOTPaMMBI, OCMBICIICHHE Crcox BOTIPOCOB,
TpeboBaHMIA K OopraHu3aIuu WHTEPECYIOMUX CTYyJCHTa II0
mporiecca o0y4eHus, COJIEPKAHUIO JUACITATLTHBI
camocTosTeTbHOH paboTel U opm (cmaercs B MICEMEHHOM BUJIE)
aTTecTalun
2. CyObeKTbl, OOBEKTBI, METOJBI MU 6 2 2 (JIP) OO6cyxaenue pe3yIbTaTOB
mpaBa JOCTylla B COBPEMEHHBIX BBITIOJIHGHUS  J1a0OpaTOPHOUH
OTIepaIOHHBIX CUCTEMaX. paboTs

OCHOBHBIE KOMIIOHEHTHI IOICUCTEM
samuTel Linux 1 Windows.

3. | YnopaBnenue JIOCTYTIOM, 6 2 2 (JIP) Ob6cyxnenue pE3yIBTaTOB
ayTeHTH(UKaNus, BBINIOJIHEHUST  J1a0OpaTOPHOM
MIPOTOKOJIUPOBAHHE (ayawmr). paboThl
OcHOBHEIE poOIeMBbI c
0€30IacHOCTBI0O W BO3MOJXKHBIE
peleHus B COBPEMEHHBIX
OTIEPAIMOHHBIX CHCTEMAX.

4. | Obecrieuenue 0e3omacHOCTH 6 2 2 (JIP) Ob6cyxnenue pe3yIbTaToB
MEXCETEBOTO B3aUMOJICHCTBUSL. BBINIOJTHEHUSL  J1IAOOPAaTOPHOM
ATaky Ha ceTeBble CIYXKObI, THITBI paboThl
yrpo3, KiaccuuKaius arak 1o OreHKa KOHTPOJIBHON PabOTHI
OCHOBHBIM MEXaHH3MaM pealln3aliu
yIpos3.

5. | CereBoie  ckaHepbl. AanTHBHAS 6 2 4 (JIP) O6cyxnenne pe3yabTaTOB
0€30IaCHOCT, B BBIYMCIIUTEIBHBIX BBINIOJTHEHUSL  JIAOOPATOPHOM
cerax. Ilakernele ¢QuubTpel paboTsl
MEKCETEBBIE SKpaHbl, 150:¢ OrneHKa KOHTPOJIBHON PabOTHI
Kraccupukamus ©W  O0COOCHHOCTH
MPUMEHEHHUSI.

6. | [Iporokonbl ayTeHTU(UKAIIUK HA 6 2 2 (JIP) OO6cyxeHue pe3yiIbTaTOB

MPUKJIATHOM  YPOBHE, MPOTOKOI BBIMIOJIHEHNsT  J1abopaTopHOU
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Kerberos. paboThI
OreHKa KOHTPOJIBHON PabOTHI

7. | Ilporokombl ayTeHTH(UKAIMK HA 2 2 (JIP) O6cyxnenne pe3yIbTaToOB
TPaHCHOPTHOM YPOBHE, MPOTOKOJN BBHIMIOJIHEHUST ~ J1ab0paTOpHOU
SSL/TLS. paboTHI

8. | Bupryanbnbie vactaeie cetu (VPN). 2 4 (JIP) O06cyxnenue pe3yIbTaTOB
Cucrembl OOHapyXeHHs] aTak W BBHIMIOJIHCHUsT  J1ab0paTOpHOU
BTOPIKCHUM. paboTshl

OreHKa KOHTPOJIBHON PabOTHI

9. | Yrpo3sl Oe3omacHOCTH 0a3 JaHHBIX: 2 2 (JIP) O06cyxnenue pe3yIbTaTOB
obme u crneuuduyHsle. Monenu BBIMIOJIHGHUSL  J1a00paTOpHOU
0€30IacHOCTH CHCTEM YIPaBIICHUS paboThI
6azamu naHHBIX (CYB/).

10. | CpenctBa m MeToABl OOECTICUSHUS 2 2 (JIP) O6cyxnenue pe3yIbTaToOB
uenoctHoctd  daHHeIx B CYB/I. BBINIOJTHEHUSI  JIAOOPATOPHOM
Poneroe pasrpanuueHue JOCTyma K paboThI
JaHHBIM B coBpeMeHHbIX CYB/I. OrneHKa KOHTPOIBHON PabOTHI

11. | [ToHsTHE BPEIOHOCHOW MPOTPaAMMBI 6 2 2 (JIP) OO6cyxeHue pe3yIbTaTOB
u ux knaccupukanms. [IpuHIUTBL BBITIOJTHEHUSI  JIAOOPaTOPHOM
MOCTPOCHUS MOJTUTUKA paboThI
0€301acHOCTH, o0ecneunBaroIein
BBICOKYIO S3alIUIIEHHOCTDb oT
BPEIIOHOCHOTO MPOrpaMMHOTO
obecrieyeHust: TIPUHIIHIT
MUHUMU3aAIIUN IIporpaMMHOTO
oOecriedyeHus, TIPUHIHIT
MUHHMHU3AIAN MOJTHOMOYHIA
10JIb30BATENEH.

12. | Cneumnanu3upoBaHHbIE CPEICTBA U 6 2 2 (JIP) OO6cyxaenue pe3yIbTaTOB
METOJbI BBISIBIICHHUS BPEAOHOCHBIX BBITIOJTHEHUSL  JIAOOPATOPHOM
MpOrpaMM: CUTHATypHOE u paboTEhI
IBPUCTHYECKOE CKaHMpOBaHUE,

KOHTPOJIb [IEJIOCTHOCTH, MOHUTOPHHT
MH(POPMAIMOHHBIX MOTOKOB,
W30JIMPOBAaHHAS POTPaMMHasl CpeJia.

13. | 3akmrouuTtenbHblii. [loaBeneHue u 6 2 OrieHKa KOHTPOJIBHON PabOThI
aHaIn3 MTPOMEXKYTOUHBIX
PE3yJIbTaTOB OCBOCHUS JIUCITUTUINHBI

Wroro 3a cemectp: 26 26 OKk3ameH

Hroro no nucuuruimye: 26 26

4.2. Pa3BepHyTO€E ONMUCAHME COIEPKAHNS TUCHHUIJIMHBI MO pa3aeaaM (TeMaMm)

CyOBeKThl, 00BEKThI, METO/IbI U TIPaBa JIOCTYNa B COBPEMEHHBIX OINEPALMOHHBIX cucTeMax. OCHOBHBIE
KOMIIOHEHTHI mojacucteM 3amuThl Linux u Windows. VYmopaBineHue nocTymoM, ayTeHTHQHUKaIuS,
npoTtokosmpoBanue (ayaut). OcHOBHBbIE TpoOieMbl ¢ 0€30MaCHOCTBIO W BO3MOJKHBIE DPELICHHS B
COBPEMEHHBIX OINEPAIIMOHHBIX CUCTEMaX.

Obecneuenne 6€30MaCHOCTH MEXCETEBOTO B3aUMOJIEHCTBHA. ATaKH Ha CETEBBIE CIYXKObI, TUIIBI YIpO3,
KJaccu(uKalus aTak Mo OCHOBHBIM MeXaHHM3MaM peanu3anuu yrpo3. CereBble cKaHepbl. AlanTHBHAS
0€30MaCHOCTh B BBIYMCIHMTEIBHBIX ceTsAX. [lakeTHble QUIBTPHI M MEXKCETEBBIE OKPAHBI, HX
KJaccuukanus 1 0cOOEHHOCTH MpUMeHeHus. [IpoToKobl ayTeHTH(HUKAIIMKY Ha MPUKIAJIHOM YPOBHE,
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npotokos Kerberos. IIpoTokonbl ayTeHTH(HUKAIMM Ha TPAHCHOPTHOM ypoBHE, mpotokon SSL/TLS.
Bupryanbasie yactabie cet (VPN). Cuctembl 00HapyKEHUS aTak U BTOPKEHUH.
Yrpo3el 0Oe3omacHOCTH 0a3 JaHHBIX: oOmme u crnenuduyHbie. Mogenu 0€30MacHOCTH CHCTEM
ynpasneaus O0azamu naHHbix (CYBJl). CpemcrtBa m MeToapl 0OECHEUYEHHS IEJIOCTHOCTH JaHHBIX B
CVYB/. PoneBoe pa3rpanrueHue JOCTYIA K 1aHHBIM B coBpeMeHHbIXx CYB/I.
[TonstTue BpemoOHOCHON mporpaMmbl M uX Kiaccuduxanus. [IpUHIMNBI TOCTPOEHUS MOJUTHKU
0€30M1aCHOCTH, O00ECIeUMBAIONICH BBICOKYIO 3alIMIIEHHOCTh OT BpPEAOHOCHOTO MPOTPAMMHOTO
o0OecrieyeHUs: NPUHLUI MHMHUMH3AIMM TPOrpaMMHOrO OOECIHeYeHHUs, MNPUHIUI MUHUMHU3ALUU
MOJIHOMOYMH moJb3oBareneil. Crnennanu3upoBaHHbIE CPEJICTBA U METOJAbl BBISIBJIICHUS BPEIOHOCHBIX
IpOrpaMM: CHUTHATYpHOE U HBPUCTUYECKOE CKAaHHUPOBAHUE, KOHTPOJIb ILETOCTHOCTH, MOHHTOPUHT
MH()OPMAIIMOHHBIX TOTOKOB, U30JIMPOBAHHAS ITPOTpaMMHasi Cpeia.

5. O6pa3oBare/ibHbIE TEXHOJIOTHHU
Opraamzanus y4eOHOTO MpoIecca OCyIEeCTBIsETCS B (hopMe JIEKIui, 1a00paTOPHBIX 3aHATHIA U
WHAUBUIYAIbHON CAaMOCTOSTEIbHOM PabOThI CTYIEHTOB.
Y4eOHbrii mporiecc no auctuiuimHe «lIporpaMMHO-ammapaTHbple CpelcTBa 3allUThl MHHOPMAITUN)
OCHOBaH Ha HMCIOJIb30BAHUH CIEAYIOIINX WHHOBAIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHIA:

1. Texnomorus nmpoGieMHOro oOy4yeHHs — OCHOBHbBIE TEMbl Kypca Ha JIEKIUSX U J1a00paTOPHBIX
3aHATUAX PACKPBIBAIOTCS Yepe3 MOCTAHOBKY M IMOCIEAYIONIee pa3pelieHne mpooieMbl co3qaHus
ITOPUTMA PEIICHHMSI 33/1a9U U €€ Pa3pelieHue B BUIC (QYHKIIMOHUPYIOIICH TPOTrPAMMEI.

2. TexHomorus TECTOBOrO KOHTPOJIS KadecTBa OOpa3oBaHMSI — B IPOLIECCE W IO 3aBEPIICHUU
TEOPETUUECKOT0 O0yUEHHUSI BHIOIHSAETCS KOMITBIOTEPHOE TECTUPOBAHUE.

3. HNubopMannoHHO-KOMIBIOTEPHBIE  TEXHOJIOTHMM  —  NPUMEHSIOTCSA TNPU  BHINOJHEHHUH
mabopaTOpHBIX  paboT,  CaMOCTOSITEIbBHOW  BHEAYyJUTOPHOW  TOATOTOBKE B  BHJIE
CaMOTECTUPOBaHUA MO ceTu Internet u HMCMONBb30BaHUS Y4EOHBIX MaTEpHANOB B DIEKTPOHHOMN
dbopwme.

4. TexHOJOrus CMEIaHHOTO O0YYEHHSI.

6. YueOHO-MeTOAMYeCKOe 00ecneYeHne CaMOCTOSITeIbHOM padoThl 00y4aroLIUXCst
Metoauka rpernogaBaHus y9eOHOH TUCIUILTIHBI PEIIaeT CIIeTyIONe OCHOBHBIC 3a1auH:
— ofpeenseT 3a1a41 00yueHHsl CTYICHTOB 10 AUCLUIUIIHE;
— Hay4HO OOOCHOBBIBAaET COJEpKaHWE YYEOHON MpOrpamMMbl, HaMEYaeT IOCIEeI0BaTEIbHOCTh €¢
U3y4EHHsI B KOMIUIEKCE C JIPYTUMH TUCIHILTHHAMHY;
— ofpeieNeT MyTH pean3aluyl MPUHIUIIOB 00Y4YEHUs MPH U3YYSCHUH JUCLHUILINHBI, (POPMBI U METO/IbI
00yJeHUs;
— BeIpabaThIBaeT TpeOOBaHUS K METOAMYECKON TOATOTOBKE Mpero/jaBaTeiei;
— U3y4yaeT UCTOPUIO METOJUKH MPETOAaBaHuUs AUCIUILTHHBI;
— BHEJIPSIET MIEPE0BOM OMBIT 00YICHUS;
— BeIpabaThIBaET PEKOMEH/IAINH TI0 BOCITUTAHUIO 00yYaeMbIX B IPOIIECCEe U3YICHUS TUCIUILTHHBI.
B cooTBeTcTBHM C 3TUMU 337jauaMH OCYLIECTBISETCS OTOOP HAYYHOTO MaTepuaia, ero CUCTeMaTH3aIs
U riepepaboTKa B MHTEpECcax pa3BUTHS M COBEPIICHCTBOBAHUS COACPIKAHUS YICOHON TUCITUTIIAHBL.
Metoauka pazpaboTaHa MPUMEHUTENBHO K YTBEP)KICHHOH paboueil mporpaMme Ui CTYIEHTOB C
ygeToM TpeboBaHuil ['ocymapcTBEeHHOro 00pa30oBaTEIbHOTO CTAaHAApTa BBICHIETO OOpA30BAHUS IO
Hanpasienuto noarorosku 10.03.01 «MupopmarronHast 6€301MacHOCThY», U BOOPYXKAeT MperoiaBaTeneit
HEOOXOJMMBIMU 3HAHUSIMH, CIIOCOOCTBYET WX BHEAPCHHIO B MPAKTHKY OOydYeHHS] M BOCIHTAHHS
CTY/ICHTOB.
Br16op MeTOmOB mpoBeneHUS 3aHATHH OOYCIOBJICH YYE€OHBIMHU IEISIMH, COJEpKaHHUEM Y4eOHOTO
MarepHaia, BpeMEHEM, OTBOJUMBIM Ha 3aHSATHSL.
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Ha 3aHATHSAX B TECHOM COYETAaHHUU MPUMEHSETCS HECKOJIBKO METO/OB, OJUH M3 KOTOPBIX BBICTYIAET
BeayiuM. OH ornpeienser NOCTPOSHNE U BUJ| 3aHITUH.
Ha nexumsx m3nararoTcs JUIIb OCHOBHBIE, UMEIOIIME NPUHIUIHAIBHOE 3HaUeHUEe U HauboJsee TpyIHbIe
JUI IOHUMaHMsS U YCBOCHUS TEOPETUYECKUE U ITPAKTUYECKHE BOIIPOCHI.
TeopeTnuecknue 3HaHUS, MOJIYYEHHbIE CTYACHTAMU Ha JIEKUHAX U IIPU CaMOCTOSITEJIbBHOM H3y4eHUU
Kypca I10 JIUTepaTypHbIM UCTOYHHUKAM, 3aKPEIUISIOTCS MIPH BBIIOJIHEHUH Ja00paTOPHBIX padoT.
Llenssmu poBeieHust 1a00PATOPHBIX PAOOT SABIAIOTCS:
— IpuoOpeTeHre MNPAKTUUECKUX HAaBBIKOB IO 3alUTe HH(OpMauM C HNPUMEHEHHEM COBPEMEHHBIX
IIPOrPaMMHO-aIIIAPaTHBIX CPENICTB;
— KOHTPOJIb CaMOCTOSATEIbHOIN paboThI CTYICHTOB 110 OCBOCHUIO KypCa;
— o0y4yeHHe HaBbIKaM MPOQPeCcCHOHATBHOMN 1€ TETbHOCTH.
[{enu nabopaTOpHBIX pabOT AOCTUTAIOTCA HAWJIyYLIMM 00pa3oM B TOM CIydae, €CJIM UM MPEAIIECTBYET
olpeieieHHasl MOArOTOBUTENbHAs BHeaynuTopHas paborta. [losTromy mpenojaBarens 00s3aH JAOBECTH
JI0 BCEX CTYAEHTOB IpaUK BBINOIHEHUS J1aOOpaTOPHBIX pabOT ¢ TeM, 4TOObl OHM MOIJIM 3aHUMAThCS
LeJIEHANPaBIEHHONW CaMOCTOSATENIbHOW PabOTOM.
Pabotbl pekoMeHayeTCs BBINOIHATH B TOM MOCIEI0BATEIbHOCTH, B KOTOPO OHU HAMKMCAHBI, IOTOMY YTO
B HEKOTOPBIX pab0Tax MCIIOJIb3YIOTCS JIEMEHTBI, [T0JyYeHHbIE B IPEAbIAYLIeH padoTe.
Ha 3aHATHSX CO CTyIeHTaMu OJDKHBI HIMPOKO HMCIONB30BAThCS pa3HOOOpasHbIE cpencTBa OOydeHMUs,
crocoOCTByIoIIME 0OoJiee MOJHOMY M IMPAaBUIBHOMY MOHUMAHUIO TEMbl JIEKLIMU WM J1aOOpaTOPHOTO
3aHSTHS, @ TAKXKe BbIpaOOTKE MPAaKTUYECKUX HaBbIKOB 1o padote ¢ [1I10.
K cpencrtsam o0yueHHs CTYZEHTOB OTHOCSTCSL:

— peub IpenojaBaTes;

— TEXHHYECKHE CPE/ICTBAa O0YUEHHS: IEPCOHAIBHBIE KOMIIBIOTEPHI C YCTaHOBIEHHBIM NPUKJIIAIHBIM

MIPOrpaMMHBIM 00€eCIIeYeHUEM;
— y4eOHUKH, yueOHbIE TOCOOHS, JIEKIIMU B SJIEKTPOHHOM BHJIE.
[TonrHOCTBIO BECh METOJIMYECKHUH Marepuan MO OOECIEeYeHUI0 CaMOCTOSTEIbHON paboThI

cTyneHnToB npuBoautcs B [Ipunoxxenun 1 x PII.

7. XapaKkTepHCTHKA OLICHOYHBIX CPeICTB /UIS TeKyllero KOHTPOJISI YCIIeBAeMOCTH H
NPOMEKYTOYHOM aTTecTANMU 00y4YAI0IIMXCS 110 JMCHHUILIMHE
JUis KOHTpOJNS yCBOEHHS Marepuaia AUCHMIUIMHBL «[IporpaMMHo-anmapaTHble CpelCTBa 3alllUThI
UHPOPMALIUN» NPETyCMOTPEH TEKYIIMNA U TPOMEKYTOUHBIH KOHTPOJIb. TeKyIHii KOHTPOJIb OCHOBaH Ha
aHaJIW3€ pE3yJbTaTOB BBIIOJIHEHUS J1A0OpPAaTOpHBIX paboT M coOeceoBaHMM IO HMX TEMaM.
ITpoMexKyTOUHBII KOHTPOJIb 3aKIIIOYAETCS B CJa4€ dK3aMeHa 110 AUCLUIIINHE.
Jlns mpoBeneHus 3a4€ToB (9K3aMEHOB) B MMCbMEHHOM WK TECTOBOM (hopMe pa3pabaThiBaeTcs NepeueHb
BOIIPOCOB, YTBEP)KIAeMbIil 3aBeyroMM Kadeapoil. B nmepeueHb BKIIOYAIOTCS BOMPOCHI U3 Pa3IMYHBIX
pa3ziesioB Kypca, MO3BOJISIIOIINE MPOBEPUTH U OLIEHUTh TEOPETHYECKHE 3HAHMS CTYIEHTOB U yMEHHE
IPUMEHSTH UX JUIS PELICHUS] IPAKTUYECKUX 3a]1a4.
3ader (PK3aMeH) B MHCHbMEHHOW (¢oOpMe TMPOBOAUTCS OJHOBPEMEHHO I BCEX CTYJEHTOB
aKaJeMU4ecKol rpynnbl. Bpems BBINOJIHEHUS 3aJaHus COCTaBJIsIET HE Oojiee OJTHOrO aKaJeMHYECKOTO
yaca.
[Tpu mpoBeneHuu 3avera (9K3aMeHa) B MHUCbMEHHON (hopMe OlLleHKa BBICTABIISETCS HA OCHOBE IMPaBUII,
OPUHATBIX Kadeapoil, KOTOpble JOJDKHBI OBITH COOOIIEHBI CTyJEHTaM JO0 Hayaja 3a4eTHOU
(9K3aMEHAIIMOHHOW) CECCHUH.
AHaJOrMYHbIe PaBUIa MOTYT OBbITh 3aJI0’KEHBI B IPOTPaMMbl KOMIIBIOTEPHOT'O TECTUPOBAHUSI.
[lpu xoHTpoje 3HaHMI B YCTHOH (QopMme mpenojgaBaTeib HCHOIb3YET METOJI HWHIUBUAYAIBLHOTO
cobecenoBaHusI, B X0€ KOTOPOTO 00CYKIAET CO CTYICHTOM OJHMH HJIM HECKOJILKO BOIIPOCOB M3 yU4eOHOM
nporpamMmsbl. [Ipu HE00XOAUMOCTH MOTYT OBITH NMPEATIOKEHbI JAONOJHHUTENbHBIE BOIPOCHI, 33aMadud U
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npuMepsl. [1o OKOHUYaHWU OTBETa Ha BOIPOCHI MPEMOAABATENh OOBIBISICT CTYCHTY PE3yabTaThl CIaYl
3auera (IK3aMeHa).

8. YueOHo-MeTOo1MYecKOe U MH(OPMAIIMOHHOE o0ecriedeHHe TUCIUTIHHbI
OcHoBHas nuTeparypa:

1. Cepreesa, 0. C. 3ammra uHpOpMaNMH: KOHCIEKT JCKIMWA : ydyeOHoe mocooume : [16+] /
1O. C. CepreeBa. — Mocksa : A-Ilpuop, 2011. — 128 c¢. — (Koucnekr nekuuii. B momois
CTYICHTY). — Pexum JOCTYyIIa: o MTOATIUCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=72670 (nara obpamenus: 04.12.2022). —
ISBN 978-5-384-00397-7. — TeKcCT : 2JIEKTPOHHBII.

2. Wwmeiinos, B. . MadopmanmonHas 6€30MacHOCTh U 3aIIyuTa HHPOPMAITH: TCOPUS U IPAKTHKA :
yuebHoe nocobue : [16+] / B. f. MmelinoB. — Mocksa ; bepaun : Jupexr-Meaua, 2020. — 271 c.
: CXeM., Tabi1. — Pexum roctyna: mo noanucke. —

URL.: https://biblioclub.ru/index.php?page=book&id=571485 (narta oopamenus: 04.12.2022). —
bubauorp. B kH. — ISBN 978-5-4499-0496-6. — DOI 10.23681/571485. — TekcT : 3MEKTPOHHBIH.

JononHuTenpHas IuTeparypa:

1. Cucremsl 3amuThl HHPOPMAIIMHM B BEAYIIUX 3apyOeKHBIX cTpaHax : yuyebHoe mocobue : [16+] /
B. . ABepuenkoB, M. 0. PeitoB, I'. B. Kongpammn, M. B. Pynanosckuii ; Hayud. pen. B. U.
ABepueHKOB. — 5-¢ wu3m., crep. — MockBa : ®JIMHTA, 2021. — 224 c. : wi, cXem. —
(Opranmzanyst ¥ TEXHOJOTHS 3alMTHl MHQOpManuu). — Pexxum gocTyma: mo MOAMHCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=93351 (nara obpamenus: 04.12.2022). —
bubmuorp.: c. 192-193. — ISBN 978-5-9765-1274-0. — TekcT : 2neKTpOHHBIH.

2. Tlpoxoposa, O. B. UnpopmanronHast 6e300acHOCTb M 3aliuTa HHPOpPMALUH : yueOHUK : [16+] /
O. B. IIpoxoposa ; Camapckuii rocyaapCTBEHHBIH apXUTEKTYPHO-CTPOUTEIbHBIA YHUBEPCUTET.
— Camapa : Camapckuil rocyapCTBEHHBIM apXUTEKTYPHO-CTPOUTENbHBIN yHUBEpcUTeT, 2014. —
113 «c. :  Tabm, cxem., wi. — Pexum  pmoctyma: 1o TOANMHMCKE.  —
URL.: https://biblioclub.ru/index.php?page=book&id=438331 (nata obpamenus: 04.12.2022). —
bubmuorp. B kH. — ISBN 978-5-9585-0603-3. — TeKCT : 2IeKTpOHHBIH.

3. Cwmupnos, B. W. 3amura nadopmaruu: nadopatopuslil npaktukym : [16+] / B. M. CmupHOB.
Momkap-Ona : TIoBOKCKHMIT FOCYIapCTBEHHBII TeXHONOrHYecKnii yausepentet, 2017. — 67 ¢. :
WL — Pexum J0CTyna: o MOJIITHCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=476512 (nata ooOpamenus: 04.12.2022).
bubmnuorp. B kH. — ISBN 978-5-8158-1866-8. — TekcT : 371€KTPOHHBIH.

Pecypcbl nHpOpMaIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTu «HTepHEeT»:
Cucrema »5JIEKTPOHHOM MOJAEpPKKH oOpa3oBareiabHOro rmpouecca «Moil yHUBEpCUTET»
https://uni.ivanovo.ac.ru

[MpodeccnonanbHbie 0a3bl JAaHHBIX U HHOOPMAIIHOHHO-CIPABOYHBIC CHCTEMBI:

OBbC «YHuBepcureTckas Onbmnorexa omtam» Www.biblioclub.ru

Onekrponnas oudnanorexa MBI'Y _http://lib.ivanovo.ac.ru

Dnextponnsiii kataror Hb UBI'Y  http://lib.ivanovo.ac.ru/index.php/ek

CIIC «Koncynprantllmroc» http://www.consultant.ru/

[Iporpammuoe obOecniedeHue: omepanuoHHas cuctema Microsoft Windows, maker o¢uCHBIX
nporpamm Microsoft Office u(unm) LibreOffice, unrepner-6pay3ep Microsoft Edge n(umn) Yandex
Browser.
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9. MatepunajbHO-TeXHHYeCKoe o0ecnedeHue T CIUIITHHBI

YueOHble ayTUTOPUHU:

- JUIA TIPOBEJCHUS 3aHATUH JIGKLIMOHHOTO THUINA C KOMILJIEKTOM CIEIHAIU3UPOBAHHONW yueOHOM
MeOenM M TEXHUYECKUMH CpEACTBAaMHM OOYYEHHUs, CIyXallUMH JUIsl [PEelOCTaBICHUs y4eOHOM
uHpopManuu O0JIBIION ayIUTOPHH;

- JUId TPOBEICHMS 3aHATHM CEMUHApCKOrO THIA, KOHCYJIbTALMM, TEKYIIEro KOHTPOIA H
IPOMEXYTOYHOU aTTECTAIlMHM ¢ KOMIUIEKTOM CHEIMaIM3UPOBAHHON yueOHON MeOenn U TeXHHYECKUMHU
CpeAcTBaMu O0y4YEeHHUS.

JIabopatopus, OCHallIeHHas J1a00paTOPHBIM 00OPYAOBaHNUEM, KOMIUIEKTOM CIEHHAIN3UPOBAHHOM
y4eOHOI MeOenu U TEXHUYECKUMU CPEeICTBaMH 00y4eHusl.

[Tomemmenne a1 caMOCTOATENBHOM padOThI, OCHAIIEHHOE KOMIUIEKTOM CIIEHUAIN3UPOBAHHON
yueOHOIl Mebenn, KOMITBIOTEPHOM TEXHUKOH ¢ BO3MOKHOCTBIO MOJKIIOUEHHs K cetu «VHTepHeT» H
obecnieuenuneM gocryna B QOC.

JleMoHCcTpanoHHOE 000pYJOBaHUE W Y4e€OHO-HAIVIAJHBIE MOCOOUsS JUIsl 3aHATHH JIEKIIMOHHOTO
THUIIA, 00ECTIEYNBAIOIINE TEMATUYECKUE UIUTFOCTPALIUU.
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CrenpanbHO 000pYAOBAaHHBIE KaOWMHETHI (KJIAcChl, ayJUTOPUH) - ayIUuTOpHs (3aluinaeMoe
MOMEIIEHUE) Ui NPOBEACHHS Y4eOHBIX 3aHATHI, B XOA€ KOTOPBIX /10 OOYYaroIIMUXCS JTOBOJIUTCS
uHpOpMaLKs OTPAaHUYCHHOTO JIOCTYIA, HE COJEprKallas CBEJACHUN, COCTABIISIOMINX TOCYAAPCTBEHHYIO
TallHy

CrennanbHO 000pyHIOBaHHBIE KaOWHETHI (KIACCHl, AyIUTOPHH) - CIHEIHallbHas OubImoreka
(OubnuoTeka aUTEpaTyphl OrPAaHUYEHHOIO JOCTYyIMa), MpeHa3HauYeHHas JUId XpaHeHHUsI U o0ecrieueHus
UCTIONIb30BaHUsI B 00pa30BaTEIbHOM TIPOIECCE HOPMATHUBHBIX M METOJUMYCCKUX JTOKYMEHTOB
OTPaHUYEHHOTO JIOCTYTIA.

ayn., | Ha3Banme ayauropum, [lepedeHb OCHOBHOTO HCIIOJIB3YEMOTO 000PYAOBaAHUS
nab. | mabGopaTopun

457 | JlaGoparopust cereii u | 11 paboumx ™ect Ha 0a3e BBIYUCIUTEIBHOW TEXHHKH C
3 CUCTEM nepenavyu | mogkiaoYeHneM K cetu "MHTepHeT" U JOCTYIOM B DIIEKTPOHHYIO
KopI. | mHpOpMaIH nH(OPMATMOHHO-00pa30BaTEIHLHYIO cpeny OpraHu3aIny;
MPOEKTOP, DOKpaH Ha TpPEHOore;, CTEHAbl CeTe mepeaayu
nH(OpMAIMK C KOMMYTAaIlMel TMaKeTOB M KOMMYTAlMel KaHAJIOB
(mapripytusaropsr Cisco 881, xkommyraropsr Cisco Catalist 2960),
AMYJISITOPOM (AMYJIATOpPAMH) aKTHBHOTO CETEBOTO O0OpYIOBaHUS
(ITO CPT, IIO GNS), oOyuaromiee mnporpaMMHOE oOOecreyeHue
[10 Putty nuis ynpasieHust ceTeBbIM 000py10BaHUEM, JIP.

485 | JlaGopaTopus 11 pabounx Mect Ha 0a3e BBIYHUCIUTEIBPHOM TEXHHUKH C
3 TEXHUYECKOM  3allWThl | MOJAKIOYeHHEM K ceTd "VHTepHeT" M IOCTYIOM B 3JIEKTPOHHYIO
KOpII. | H”HPOpMALUU UHGOPMAaIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3aIumy;

MIPOEKTOP, SKPaH Ha TPEHOTE, CIICIIUATM3UPOBAHHOE 000PY/IOBaHHE
Mo 3amuTe MHQOPMAIMM OT YTEUKH IO aKyCTHUECKOMY KaHaly,
KaHaIy TOOOYHBIX JJIEKTPOMArHUTHBIX M3IIyYEHHH W HABOJIOK,
TEXHUYECKHE CpeACcTBa KOHTPOJs 3(P(PEKTUBHOCTH  3aIIUTHI
nH(POPMAIMY OT YTEUKH MO YKa3aHHBIM KaHaJaM

485 | Jlaboparopus 11 pabGoumx wmect Ha 0a3e BBIYMCITUTENBHON TEXHUKHU C
3 IIPOTrpaMMHO- MoJKItoueHueM K cetd "VHTepHeT" M JOCTYNOM B 3JEKTPOHHYIO
KOPII. | almapaTtHeIX  CPeICTB | MHPOPMALMOHHO-00pa30BaTEeNbHYIO cpeny OpraHu3aIumy;
obecrieyeHus MPOEKTOP, JKpPaH Ha TPEHOTe, aHTUBUPYCHBIE IPOrPaMMHEIE
MH(OPMAaIMOHHOM KOMILJIEKCHI, anmaparHble CpeicTBa ayTeHTU(UKALUU
0€301MacHOCTH MOJTb30BATENsl, IMPOTPAMMHO-AIAPATHBIE KOMILIEKCHl 3alllUThI

nH(popManuY, BKIIOYAIOIINE B TOM YHCIE KpUOTOrpaduyueckue
cpeanctBa  3aumThl  uHGopmauuu  (AIIKII  «KonTuHeHTY,
ITAK VIPNet Coordinator, Secret Net Studio), Crenp
“Ilu¢poBanpHbie  Kpumnrorpaguueckue  cpencrsa’,  CreHa
“Kpunronunto3sr”’, Crena “bnoku HCTOYHHUKOB PE3EpPBHOIO
MMUTaHHS Crenn “CucTeMsl TEJICBU3UOHHOTO
BUJICOHAOMIOACHUS ', CTEHIBl JUISI UW3YYEHHUs TMPOBOJIHBIX U
OEeCTIPOBOHBIX KOMITBIOTEPHBIX CETEH, BKIFOUAIOIINE a00OHEHTCKHE
YCTPOMCTBA, KOMMYTATOPbI, MAPUIPYTU3aTOPhl, CPEICTBA aHATIU3A
ceTeBoro Tpaduka, MEKCETEBBbIE dKPaHbBI, CUCTEMbI OOHAPYKECHUSI
atak (VIPNet IDS, ITTAK COB), MexceTeBble 2KpaHbl, ammapaTHO-
MpOrpaMMHBIE CpEACTBAa YIPABJICHUS JOCTYIIOM K JaHHBIM,
nmdposanus (KPUIITO ITPO), np.
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CHEIHAIBEHO
000pyIOBaHHBIC
KaOMHETHI (kmacchl,
ayJIUTOPHH)
HH(pOpPMATHKH,
TEXHOJIOTUM W METOJ0B
IPOrpaMMHUPOBAHUS

11 pabGoumx wmecT Ha ©Oa3e BBIYUCIUTEIBHOM TEXHUKH C
MoJKIroYeHneM K cetu "MHTepHeT" W JOCTYyNOM B 3JIEKTPOHHYIO
nH(}OPMAaLIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3allNy;
MPOEKTOP, DJKpaH Ha TPEHOTe, CETeBBIM  IMPOTPAMMHBIM
obecrieueHreM, 00yJaromyM MPOrPaMMHBIM 00eCTIeueHUEeM
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ABTOp(bI) padoueii mporpammel AucuumimHbl: Arynosa H.C., bykun JI.A., nouent Llentpa
HOJArOTOBKH CHELMAIMCTOB B cepe MHPOPMALMOHHOM 0€3011aCHOCTH U IPOTUBOAEHCTBUS
TEXHUUYECKHUM CPEJICTBAM pa3Beaku, 3apyouH M.A., HauanbHUK LleHTpa NOArOTOBKY CHELMAIUCTOB B
cdepe MHPOPMAIMOHHON O€30I1aCHOCTH U MPOTUBOICHCTBUS TEXHUYECKUM CPEACTBAM Pa3BEIKU.

IIporpamma paccMOTpeHa U yTBEpKICHA Ha 3acefaHuu LleHTpa MoAroTOBKY CIIEHATINCTOB B cdepe
MH(POPMALMOHHOM 6€30M1aCHOCTH U MPOTUBOAEHCTBHSI TEXHUYECKUM CPEACTBAM Pa3BEIKU

« » 20 1., npoTokoa Ne

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne OT « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne 0T « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oGHOBIIEHA

npoTtokoi 3acenanus Llentpa Ne OT « » 20 1.
CornacoBaHo:

PykoBonutens OI1 E.B. MenpHuKOBa

(moamnuce)




