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1. Ilesin ocBOeHUsI AUCHMILINHBI

OCHOBHOH LI€NbI0 OCBOCHUS JUCLHMIUIMHBI «3amura MHGOpMALUU OT YTEUKU 10 TEXHHYECKUM
KaHaJam» sBJsieTcss JOPMHUPOBAHME 3HAHUN IO OCHOBAM TEXHHYECKOW 3alMThI WH(POPMAIINH, a TaKXKe
HAaBBIKOB M YMCHMI B IPUMEHEHUH 3HAHUN JUI1 KOHKPETHBI YCIOBHM.

2. MecTo qucuuminHbl B cTpykType OIT

Hacrosimas gucunmmmna b1.0.37 «3ammra nHdopManuy OT YyTEUKH 1O TEXHHYECKUM KaHalam»»
OTHOCUTCSI K 00s3aTesIbHOM 4YacTH y4yeOHOro IulaHa, u3ydaercs Ha 3-M Kypce B 6 cemectpe. Kypc
OTMpaeTcs Ha cieayronue Kypebl: «OCHOBBI HH(MOpMAIIMOHHOK O6e30nacHocTu» U «OpraHn3aluoHHOE U
npaBoBoe oOecrneyeHne HHGOPMALMOHHOM Oe3omacHoCcTH». JIMCLUIUIMHA WIpaeT BaKHYIO poOJib B
pa3BUTHH MOHUMAHUS Oy yIIMMHU CIIEHUAATACTAMH ()YHKIIMOHHUPOBAHUS KOMITBIOTEPHON CUCTEMBI.

3. IlllanupyemMble pe3yJbTaThl 00yYeHHs 10 JTHCHHUIIJIHHE

3.1. Komnerenuuu, popMHPOBAHUIO KOTOPBIX CIIOCOOCTBYET AUCHMIIINHA

[Tpu ocBOE€HMH AMCLHUILIMHBI (POPMUPYIOTCS CIEAYIOLIME KOMIIETeHIMU B cooTBeTcTBUU ¢ PI'OC
BO no nanHOMY HanpaBJIeHUIO TOJTOTOBKH:

a) obmenpodeccuonansubie (OIIK):

OIIK-1 Crocoben oueHuBatb poib HHGOpMALMM, HWHPOPMALMOHHBIX TEXHOJIOTMH U
nH(pOpMaAIIMOHHOW OEe30MacHOCTH B COBPEMEHHOM OOIIECTBE, HMX 3HAUYCHHUE IS OOECTICUCHHS
00BEKTUBHBIX IOTPEOHOCTEN JTMYHOCTH, OOIIECTBA U TOCYAapCTBa

OIIK-4 CniocoOeH mpuMeHSITh HE00X0AUMBbIEC (PH3MUECKUE 3aKOHBI M MOJEIH JUIS PEHICHUs 3a/1a4
npodeccuoHaIbHOMN e TeTbHOCTH

OIIK-5 Cnoco0OeH npuMeHSATh HOPMATHUBHBIE MPABOBHIE AKThl, HOPMAaTUBHbIE U METOAMYECKUE
JIOKYMEHTBI, PErJIaMEHTUPYIOIIME AEATEIbHOCTD 110 3aliuTe HHpopMauuu B chepe npodeccuoHanbHON
JeSITEIIbBHOCTH

OIIK-6 CrocobeH mnpu pemeHud Npo(ecCHOHANbHBIX 337ad  OPraHU30BbIBATh  3ALIUTY
UHPOpPMALIMK OTPAHUYEHHOTO JOCTYNa B COOTBETCTBUM C HOPMATHUBHBIMU IIPABOBBIMH aKTaMH,
HOPMAaTHUBHBIMU M METOJIMYECKUMHU JoKyMeHTamu DenepanbHOi ciyk0bl O6e3onmacHocTu Poccuiickoit
Oenepannn, DenepabHON CITYKOBI 10 TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOJTIO

OIIK-9 Cnoco0eH mNpUMEHATh CpeICTBAa KpUNTOrpapuuecKko U TEXHUYECKOH 3alluThl
uH(pOpMaLuu AJIs peleHus 3a1a4d IpoecCUOHATbHON NesTeIbHOCTH

OIIK-11 Cpoco0eH NpPOBOAUTH SKCIEPUMEHTHl IO 3aJaHHOM METOAMKE M 00paboTKy HX
pe3ysbTaToB

OIIK-12 Cnoco0OeH nmpoBOIUTh MOATOTOBKY MCXOJHBIX JaHHBIX ISl IPOSKTUPOBAHUS MTOICUCTEM,
CpeIcTB oOecrneueHus 3amMThl HMHQOpMAMM U JUII  TEXHUKO-DKOHOMHYECKOIO0 OOOCHOBaHUS
COOTBETCTBYIOLIMX MPOEKTHBIX PELICHUN

OIIK-1.2 Cnoco0OeH aJIMUHUCTPHUPOBATH CPEACTBA 3alIUTHl WHPOPMAIMU B KOMITBIOTEPHBIX
CHCTEMax U CeTAX

OIIK-1.3 CnocobeHn obecriednBarh 3amuTy WHGOpMAIMH TpU padoTe ¢ 0a3amMH NaHHBIX, MPU
nepeade o KOMIbIOTEPHBIM CETAM

OIIK-1.4 CnocobeH olLeHuBaTh YpOBEHb 0€30IaCHOCTH KOMIIBIOTEPHBIX CHUCTEM M CEeTeil, B TOM
YHCIIe B COOTBETCTBUU C HOPMATUBHBIMU U KOPIIOPATUBHBIMU TPEOOBAHUSAMMU.

3.2. [lepeyens NJIAHHPYEMBIX Pe3yJLTATOB OOy4YeHHUs] MO AMCIHUILUIMHE, COOTHECEHHBIX C
HHIUKATOPAMU JTOCTUHKeHUsS GOPMHUPYEMBbIX KOMIeTeH i

B pe3ynbraTe 0OCBOSHUS TUCHUIUIMHBI 00yYarOIUICs TOJKEH:

3HaTh:

— KJaccU(UKALUIO M KOJIMYECTBEHHBIE XapaKTEPUCTUKUM TEXHUUYECKUX KaHAJIOB YTEUKU
uHpOpMaLnu;
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— CcHocoOBI ¥ CPEJCTBA 3alIMTHl HHPOPMALIUK OT YTEUKH 10 TEXHUYECKUM KaHajlaM, KOHTPOJS UX
3¢ exTUBHOCTH;

— OpraHu3alyio 3alUThl WHGOPMAIMM OT YTEYKHM IO TEXHWYECKMM KaHajlaM Ha OOBeKTax
uH(pOpMaTU3ALINN;

— THUIOBBIE METOJMKH TPOBEICHHUS WM3MEPEHHH MapaMeTpoB, XapaKTePU3YIOIUX HaIUYue
TEXHUUYECKUX KAaHAJIOB yTeUKU MHOpMaIUy;
YMeTs:

— aHaJM3UpoOBaTh U  OLEHUBATh  yrpo3bl  HMHPOPMAIMOHHOM  0€30MacHOCTH  O0beKTa
UHpOpPMAaTU3AIIH;

— TMPOBOJUTH KOHTPOJHHO-U3MEPUTENbHbIE pPabOThl B  IENAX OIEHKH KOJIUYECTBEHHBIX
XapaKTEPUCTHK TEXHUYECKUX KAaHAJIOB YTEUKU HH(OPMAIIH.
Nwmets npaktuueckuii onbIT/MIMeTh HaBBIKHU:

— HaBBIKAMH  OpraHM3alld  3alUThl  WHGOpPMALMKM  OTPAaHMYCHHOTO  JOCTyna B
ABTOMATH3UPOBAHHBIX CHCTEMAX B COOTBETCTBHU C HOPMAaTHUBHBIMU IPABOBBIMH aKTaMH;

— HaBbIKAMH  OpraHM3aliy  3alluThl  WHGOpMAalMM  OrPaHUYEHHOro  JOCTynma B
ABTOMATH3UPOBAHHBIX CHCTEMaX B COOTBETCTBHU C HOPMAaTHUBHBIMU IPABOBBIMH aKTaMH;

— HaBBIKaMH pelIeHHs 3a/1a4 MpodecCHoHaNbHON JesITENFHOCTH C YY€TOM TEKYIIErO0 COCTOSHUS U
TEHJCHIIUN Pa3BUTUS NHPOPMAIIMOHHBIX TEXHOIOTHMA.

4. O0beM U coiepKaHHe TN CHUTITIHHBI
OO0BbeM IUCHMILIMHBI COCTaBIsIeT 3 3aueTHbIe enuHuIlbl (108 akageMuuecKix 4acoB), B T.4.
npaktudeckas noarotroska (I1I1) — 6 akagemuyeckux yacoB B O4HOI Gopme.

4.1. Copep:kanue AUCHUILIMHBI MO pa3xenam (TeMaM), COOTHECEHHOe ¢ BHIAMH WU
TPYA0E€MKOCTbHIO 3aHATHH JIeKIIHOHHO-CEMHUHAPCKOI0 TUIIA

OO0beM MHOW KOHTAKTHOM pabOThl M CaMOCTOSTENBHON pabOThl 00YYAIOUIErocs MO TUCIUILINHE
yKa3aH B yueOHOM IUTaHe 00pa30BaTEIHLHOM MPOTPaMMEI.

Ne Bunsl 3anaTHI, HX @OpMBI TEKYILETO
/1 Paznensl (Tembl) = 00BEM (B ak.qacax, 1o KOHTPOJIS yCIIEBaEMOCTH (1o
JIACIUATUINHBI 3 04yHOH popme 00ydIeHN) ouHOH popMe 0OyUeHN)
O-E) 3ansTus ansaTus
© JeKIHOH- cemmHap- MDOpMBI IPOMEKYTOUHOM
HOI'O THIIA CKOT'O THIIa arTecTaluu

1. BBoaHEbIH. BBenenue B 6 2 BxoagHas muarHocTHKa: TECT C
pOoOJIEMaTUKY JTUCIMILINHBI, MOCIIEYIONIMM  00CYyKICHUEM
npeJcTaBiIeHue paboueii pe3yIbTATOB.
MIPOTPaMMBI, OCMBICIICHUE Crucok BOIIPOCOB,
TpeboBaHUit K OpraHU3aINN WHTEPECYIOIIUX CTyJeHTa IO
nporiecca o0y4eHus, COJICPIKAHUIO JUCIUILTAHBI
CaMOCTOSITEIbHON paboTel u opm (cmaetcsi B MMCBMEHHOM BHJIE)
aTTecTalun

2. | Konmermius, OpraHu3anus u 6 2 2 (JIP) OO6cyxaenne pe3yIbTaTOB
METOJIOJIOTUSI TEXHUYECKON 3alllMThI BBITIOJTHEHUST  JIAOOPATOPHOM
uHpopmanuu (T3N). paboThI

3. | HopmaTtuBHBIE  TIpaBOBBIE  aKTHI, 6 2 2 (JIP) OO6cyxenue pe3ynIbTaToOB
METOINYECKHE JOKYMEHTBI, BBIMIOJIHEHUsT  J1a00paTOpHOU
HaIlMOHAJHHBIE CTaHIaPThI B paboThI
objacTh  3amUTBl  WHQOpPMAIHH OreHKa KOHTPOJIBHON PabOTHhI
OTPaHUYEHHOTO JocTyma,
MIPOEKTHPOBAHUSl CPEJICTB 3aIIHTHI
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WHPOPMALUH, cepTuUKaUH
CPEICTB 3alIUTHl HMHpOpPMANUU Ha

COOTBETCTBHE  TpPeOOBaHUAM O
O0esonmacHocTd  HMHGOpPMALMU |
aTTecTarun 00BEKTOB
WHPOpPMATU3AIIMA HA COOTBETCTBHE
TpeOOBaHUSIM 1o 3aIuTe
nHpOpMaIuu.

4. | Uenwu u 3agaun T3U. 2 2 (JIP) O06cyxnenue pe3yIbTaToB
BBHIMIOJIHEHUST  J1ab0paTOpHOU
paboThI

5. | Onpenenenne TEXHUYECKOTO KaHaia 2 2 (JIP) O6cyxnenune pe3yIbTaToOB
yreuku uHMopMarmu. CTpyKTypHas BBINIOJTHEHUST  JIAOOPATOPHOM
cxeMa TeXHHYECKOTO KaHajla yTeuKH paboThl
nHPOpPMALINH. O1eHKa KOHTPOJIBHOW PabOTHI

6. | Kimaccudpukanms m XapakTepHUCTHKH 2 2 (JIP) OO6cyxnenue pe3yIbTaToOB
TEXHUYECKUX  KaHAJOB  yTCYKH BBINIOJTHEHUST  JIAOOPATOPHOM
nHPOpPMALIUH. paboThI

7. | Meronsl u cpencTaa T3U: 2 4 (JIP) OO6cyxenue pe3yIbTaTOB
coJiepyKaHue pabor, BHIMIONTHEHUsT  JabopaTopHOU
OpraHHU3alMOHHO- paboThl
pacropsaAuTeNbHbIE JOKYMEHTHI, O1eHKa KOHTPOJIBHOW PabOTHI
aTTecTanus, cepTudukanus,

OpPraHU3allMOHHbIE KM TEXHUYECKHE
CpEACTBA M CHCTEMBI 3all[UTHI.

8. | B3ammoneiicTBue CpeACTB 3alUTHI. 2 2 (JIP) Ob6cyxnenue pe3yIbTaToB
OCHOBHBIE W  BCIIOMOTATEelbHbIC BBIMIOJHEHUST  JIAOOPATOPHOMA
cpeacTBa  3amUTHL.  [IpUHIWTIBL paboThl
MOCTPOCHUS CPEJICTB 3aIUTHI.

9. Texnnueckas 3ammyTa NOMEMIEHUHA U 2 4 (JIP) OO6cyxnenue pPEe3yIbTaTOB
TEXHUYECKUX CPEJCTB 00pabOTKH BBITIOJTHEHUST  JIAOOPATOPHOM
uHpopManui. TUTIOBbIE HapyIICHUS paboThl
B OpraHu3allid M OCYIICCTBICHUH O1ieHKa KOHTPOJIBHOW pabOThHI
T31.

10. | Ilokazarenu 3 eKTUBHOCTH 2 2 (JIP) Ob6cyxnenue pE3yIBTaTOB
3aIUTEI uH(pOpMaIVH, BBITIOJIHGHUS  J1a0OpaTOPHOMH
obpabaTbiBaeMOi TEXHUYECKUMHU paboThI
CpeACTBaMH.

11. | Metomasl KOHTPOJIA 3(PPEKTUBHOCTH 2 2 (JIP) OO6cyxaenne pe3yIbTaTOB
3aUThl HHQOPMAIIMK OT YTEUKH TI0 BBINIOJTHEHUST  JIAOOPATOPHOM
TEXHW4YecKUM KaHamaM. CpexacTa paboTsl
KOHTPOJISI 3(PQPEKTUBHOCTH 3aIINUTHI O1eHKka KOHTPOJIbHOW PabOTHI
nHpOpMaMl  OT  YTEYKH IO
TEXHUYECKHUM KaHaJIaM.

12. | MeTonsl ¥ METOAWKHU TPOBEICHUS 2 2 (JIP) OO6cyxeHue pe3ynbTaToOB
W3MEpPEHU, OIIEHKH 1 00pabOTKH UX BBITIOJTHEHUST  JIAOOPATOPHOM
pe3yIbTaTOB. paboThI

13. | 3axmrountensueiii. IlogBenenune u 2 OreHKa KOHTPOJIBHON PabOTHI
aHamn3 MPOMEXKYTOUHBIX
pe3yIbTATOB OCBOCHUS TUCIIHTUIAHBI

Hroro 3a cemecTp: 26 26 3a4eT

Htoro nmo qucuuILINHE: 26 26
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4.2. Pa3BepHyTO€ ONUCAHHE COJIePKAHUS TUCHMIIMHBI MO pa3aesam (TeMmam)
Konuemnus, opranuzanys 1 METOIOJIOTUSI TeXHUYecKoi 3amutel nHpopmamu (T3M1). HopmatuBHbie
IIPaBOBbIE AaKTbl, METOJMYECKHE JOKYMEHThI, HALMOHAJbHbIE CTaHIApThl B 00JACTU 3aILUTHI
UHPOpPMALlUM  OTPAaHUYEHHOTO  JOCTYNa, MNPOSKTUPOBAaHMUSA CPEACTB  3allUTHl  HH(pOpMaIuy,
CepTU(PUKALMU CPEJICTB 3alIUThl MH(MOPMALMM Ha COOTBETCTBHE TPeOOBaHMUAM I10 OE30IaCHOCTH
uHpOpPMALIUK U aTTeCTallMd OOBEKTOB MH(OpMATH3aIMM HAa COOTBETCTBUE TPEOOBAHUSM IO 3aIIUTE
uHpopmanuu.
enu u 3agaun T3U. OnpeneneHue TEXHUYECKOTo KaHaia yTeuku MHpopmanuu. CTpykTypHas cxema
TEXHUYECKOro KaHasa yreuku uHdopMmaruu. Knaccudukanus u XapakTepUCTUKN TEXHUYECKUX KaHAJIOB
YTE€UKH HH()OPMAITIH.
Mertonsl u cpenctBa T3U: coxmepkanue pa®oT, OpraHMW3aLMOHHO-PACIIOPAIUTENbHBIE JTOKYMEHTHI,
aTrecTanus, cepTu(uKanus, OpPraHW3alMOHHBIE M TEXHUYECKHUE CPEICTBA M CHUCTEMBI 3allHUTHL.
B3aumoneiictBue cpeacts 3aumurbl. OCHOBHBIE W BCIOMOTAaTEIbHBIE CPEICTBA 3alUTHl. [IpUHIMIIEI
MOCTPOCHHS CPEJICTB 3alIUTHI. TeXHWYecKas 3alluTa MOMEIICHUH U TeXHUYECKUX CPEACTB 00pabOTKU
uHpopmanuu. TUNOBbIE HApYILIEHHsI B OpraHu3aluu U ocyuectieHun T3U.
[Tokazarenn 3(hpeKTHBHOCTH 3aIUTHl HHPOPMAIIH, 00padaThIBAEMON TEXHHUECKUMHU CPEICTBAMHU.
Metoabl KOHTPOJI 3PPEKTUBHOCTH 3aLIUTHI HH(POPMALIUU OT YTEUKH [0 TEXHUYECKUM KaHaJlaM.
CpencTBa KOHTPOJIS 3PPEKTHBHOCTH 3aIIUTHI HHPOPMALIUK OT YTEUKH MO0 TEXHUIECKUM KaHAJIaM.
MeToabl U METOAMKH ITPOBEAECHUS U3MEPEHHH, OLIEHKU 1 00pabOTKH UX Pe3ysIbTaTOB.

5. O6pa3oBare/ibHbIE TEXHOJIOTHHU
Opranuzaiys yueOHOro mporecca OCyIecTBIsIeTcs B popme JeKIni, 1a0OpaTOPHBIX 3aHATUN U
WH/IMBUYaJIbHOM CaMOCTOSATENIbHON pabOThl CTYICHTOB.
Y4eOHbIH mporiece 1Mo TUCIHILIHHE «3amuTa HHPOPMAIUY OT YTEUKH MO TEXHUIECKAM KaHaIaM)
OCHOBAH Ha MCIOJb30BaHUHU CIIEAYIOIINX HHHOBAIIMOHHBIX 00Pa30BaTEebHBIX TEXHOJIOTHIL:

1. TexHomorus npo6ieMHOro 00y4eHHs] — OCHOBHBIE TEMBI Kypca Ha JIEKIUSAX U J1a00paTOPHBIX
3aHATHUSAX PACKPBIBAIOTCS Y€pe3 MOCTAHOBKY U MOCIEAYIOIIEe pa3peiieHre MpooaeMbl CO3TaHHs
QITOPUTMA PEIICHUS 33/1a49H U €€ pa3pelieHre B BUIE PYHKIIMOHUPYIOMIEH POTPaMMBL.

2. TexHonorus TeCTOBOro KOHTPOJIS KayecTBa 00pa30BaHMsI — B POLIECCE U 10 3aBEPILICHUN
TEOPETUIECKOTO OOYUCHHUS BBITOIHAETCS KOMITBIOTEPHOE TECTHPOBAHNUE.

3. NH}popMalmoHHO-KOMIBIOTEPHBIE TEXHOIOTUN — IPUMEHSIOTCS IIPH BHINOJIHEHUH
1ab0paTOPHBIX pabOT, CAMOCTOSITEILHOM BHEAYTUTOPHOM MOATOTOBKE B BUJIC
CaMOTECTUPOBAHUS 110 ceTH Internet U UCMOIb30BaHUS YU€OHBIX MAaTEPHAIOB B AJIEKTPOHHON
dbopwme.

4. TexHONOTHs CMEUIaHHOTO O0YYEHHUS.

6. YueOHO-MeTOAMYECKOe 00ecreyeHne CaMOCTOSITeIbHOM padoThl 00y4aroLUXCst
Metoauka npenogaBaHusi y4eOHOM TUCHUIUIMHBI pelIaeT CIeIyIole OCHOBHBIE 331a4u:
— ompeenseT 3a/1a4i 00y4eHHsI CTYIEHTOB 10 AUCLUIIINHE;
— HayyHO OOOCHOBBIBAET COJAEpKaHME Y4YEeOHOW MporpamMmbl, HaMedaeT IOCIe0BaTEIbHOCTh €€
HN3YUCHUA B KOMIIJICKCE C APYTUMH TUCHUIITIMHAMM
— ofpeieNieT MyTH pealn3aluyl MPUHIUIIOB 00YUYeHHUs NPU U3YUYEHUH AUCUUIUIMHBI, ((OPMBI U METOIBI
00yJeHUs;
— BeIpabaThIBaeT TpeOOBaHUS K METOAMYECKON TOATOTOBKE MPENojaBaTeiei;
— U3y4acT UCTOPHUIO MCTOAWKHU ITPCIIoAaBaHusd TUCIIUTIIIMHBI;
— BHEZIPSIET NIEPE0BOM OMBIT 00y4EHUS;
— BbIpa0aThIBaeT PEKOMEHALNHU 110 BOCIIUTAHUIO 00y4aeMbIX B IPOLECCe U3YyUEHUs AUCHUILINHBL.
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B cooTBeTcTBHM C 3TUMU 3a7jauaM# OCYIIECTBISICTCS OTOOP HAYYHOTO MaTepHaia, €ro CUCTEeMaTU3aIs
U rnepepaboTKa B UHTEpecax pa3BUTUS U COBEPIICHCTBOBAHUS COAECPKAHUSA YIEeOHONW AMCHUIUINHBL.
Metoauka pa3paboTaHa NMPUMEHUTEIBFHO K YTBEp)KIECHHOM paboueil mporpamMme Ui CTYAEHTOB C
yaeroM TpeboBanuii ®PI'OC  Breicmero oOpazoBanus 1o HampaiaeHuto moaroroBku 10.03.01
HNudopmannonnass 0e30MaCHOCTb, M BOOPYXKAeT MpernojaBaTeiei HEOOXOAMMBIMH 3HAHUSMH,
CIOCOOCTBYET UX BHEJIPEHUIO B IPAKTUKY OOYyUEHMsI U BOCIIUTAHUS CTY/AEHTOB.
Breibop MeTon0B mpoBeneHHs 3aHATHH OOYCIOBIEH Yy4eOHBIMU LENSAMH, COJACpKAHUEM Y4eOHOTO
MarepHaia, BpeMEHEM, OTBOJUMBIM Ha 3aHATHSL.
Ha 3aHATHSAX B TECHOM COYETAaHWU IPUMEHSIETCS HECKOJIBKO METOJI0B, OJUH M3 KOTOPBIX BBICTYNAET
BeayiiuM. OH omnpeenser NOCTPOSHNUE U BUJ| 3aHITUH.
Ha nexuusx m3nararorcs JIMIIb OCHOBHBIE, UMEIOIME IPUHIMIIMAIBHOE 3HAaU€HUE U HauboJiee TpyaHbIe
JUIS HOHUMaHMS U YCBOCHUS TEOPETUUECKUE U TPAKTUYECKHE BOTIPOCHI.
TeopeTnueckue 3HaHUS, MOJIYYEHHbIE CTYACHTAMM Ha JIGKUMSIX M NPU CaMOCTOSATEIbHOM H3Yy4E€HUU
Kypca I10 JJUTepaTypHbIM HCTOYHHUKAM, 3aKPEIUISIOTCS IIPH BBIIOJIHEHUH Ja00paTOPHBIX padoT.
Llenssmu mpoBeieHust Ta00PATOPHBIX PAOOT SBISAIOTCS:
— npruoOpeTeHne MPaKTUYECKUX HaBBIKOB 3aILUThI HMHMOPMALIMU OT YTEUKHU 0 TEXHUYECKUM KaHaJlaMm;
— KOHTPOJIb CaMOCTOSTEIbHON pabOThI CTYAEHTOB 110 OCBOEHHUIO KYypca;
— 00y4eHre HaBbIKaM NMPOPECCUOHATBHON AESITEIbHOCTH.
Llenu nmabopaTOpHBIX pabOT JOCTUTAIOTCS HAWIYUIIMM 00pa3oM B TOM Ciydae, €Clid UM IpPeAleCTBYeT
oInpezesieHHasl MOArOTOBUTENbHAs BHeayquTopHas paborta. Iloaromy mpenopaBarens o0s3aH JOBECTU
JI0 BCEX CTYIEHTOB rpauK BBIIOJIHEHHUs Ja0OpaTOPHBIX pabOT ¢ TeM, YTOOBl OHM MOTJIM 3aHMMAThCS
1[eJICHaIIPaBICHHON CaMOCTOATEIbHOU paboTOM.
PaboTsl pekoMeH1yeTCs BBIIOJIHATH B TOW MOCIIE0BATEIbHOCTH, B KOTOPOH OHU HAINUCAaHbI, TOTOMY YTO
B HEKOTOPBIX pabOTax MCIIOJIb3YIOTCS AIEMEHTBI, TOJIyY€HHbIE B IPEAbIAYLIEH padoTe.
Ha 3aHATHSX CO CcTyaeHTaMu JIOJKHBI HIMPOKO HCHOJIB30BAThCs pa3HOOOpa3HbIe cpelcTBa 0OyueHUs,
crocoOcTByroLME OoJiee MOJTHOMY M MPAaBUIBHOMY MOHHUMAaHHMIO TE€Mbl JIEKIUU WM JabOpaTOpHOIo
3aHATUS, a TAKKe BRIpaOOTKe MPaKTUYECKHX HAaBBIKOB 110 padote c [1I10.
K cpencrBam oOyueHus: CTyJJ€HTOB OTHOCSATCS:

— peub ImpenojaBaTens;

— TEeXHUYECKHE CPeACTBa 00yUeHUs: IePCOHANIbHbIE KOMIBIOTEPHI C YCTAaHOBIEHHBIM IMPUKJIIAIHBIM

IPOTrPaMMHBIM 00€CTIEYeHHEM;
— y4eOHUKH, yuyeOHbIE TOCOOUsI, TEKIUHU B DJIEKTPOHHOM BH/IE.
[TomHOCTBIO BECh METOAMYECKHUN MaTepHal IO OOECIEeUEHUI0 CaMOCTOSITEILHON palboThI

cTyneHToB npuBoautcs B ITpunoxenun 1 k PIL.

7. XapaKkTepuCTHKAa OLICHOYHBIX CPeACTB /UIA TeKYILIero KOHTPOJIsl YCIeBaeMOCTH M
NPOMEKYTOYHOH aTTeCTAMHN 00y4aloIUXCs M0 JMCIUIITTUHE
Jl7is1 KOHTPOJISI YCBOGHUSI MaTepuaia AUCIUILTUHBI «3ammTa HHHOPMAIIUU OT YTEUKH M0 TeXHUYECKUM
KaHajaM» MNPEeAyCMOTPEH TEKYIIMH W MPOMEXKYTOUHBIA KOHTPOJb. TeKylmuid KOHTPOJb OCHOBAH Ha
aHaM3€ pPe3y/NbTAaTOB BBHINOJIHEHUS Ja0OpaTOpHBIX pPabOT U coOeceloOBaHWM MO HX TEMaM.
ITpomexyTOUHBIN KOHTPOJIb 3aKJII0YAETCS B ¢ja4e 3a4eTa 0 JUCHUIIIINHE.
Jlnis mpoBeieHus 3a4eToB (9K3aMEHOB) B MUCHbMEHHOW MJIM TECTOBOM (hopMme pazpabaThiBaeTCs epeyeHb
BOITPOCOB, YTBEPKIAEMbIN 3aBenyronuM kKadeapoi. B mepeueHb BKIIOYAIOTCS BOMPOCH U3 Pa3TUIHBIX
paszenoB Kypca, MO3BOJIIOLIUE IIPOBEPUTh U OLICHUTh TEOPETUYECKHUE 3HAHUS CTYACHTOB U yMEHHUE
MIPUMEHSATH UX JJI PEUICHUS TPAKTUYECKHX 3a]1a4.
3ayer (9K3aMEH) B MUCBMEHHOM (opMe MPOBOAUTCS OJHOBPEMEHHO [UIS BCEX CTYIEHTOB
aKaJeMU4ecKol rpynnbl. Bpemsi BHIOMHEHUS 3a/laHusl COCTABIIAET HE 0OoJjiee OJTHOTO aKaJeMHYeCKOIro
qaca.
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[Tpu mpoBeneHuu 3avera (9K3aMeHa) B MHUCbMEHHOW (hopMe OlLleHKa BBICTABIIIETCS HA OCHOBE IMPaBHJI,
OpUHATEIX  Kadeapol, KOTOpble JOJDKHBI OBITH COOOIICHBI CTYAEGHTaM JO Hadana 3adeTHOH
(3K3aMEHAIMOHHOI) CecCuu.

AHaNOrHYHbIe IPaBUJIa MOTYT OBITh 3aJI0KEHBI B IIPOIPaMMbI KOMITBIOTEPHOT'O TECTHPOBAHUSI.

[Ipu xoHTpoJe 3HAaHMA B YCTHOH (QopMe NpenojgaBaTeib HCHOJIb3YET METOJ HWHIUBUAYAIBLHOTO
cobecetoBaHus, B X0/1€ KOTOPOT0 00CYK/IAeT CO CTYAEHTOM OJIMH WM HECKOJIBKO BOIIPOCOB U3 YUEOHOM
ImporpaMMal. HpI/I HeO6XOI[I/IMOCTI/I MOT'YT 6BITB MNPpCAJIOKCHBI AOMMOJHUTCIBHBIC BOIIPOCHI, 3aJadu U
npumepsl. [1o okoHYaHNM OTBETa Ha BOMIPOCHI MIPEOJABATENb OOBSIBISCT CTYACHTY PE3YNIbTaThl Claun
3auera (IK3aMeHa).

8. YueOHO-MeTOIMUYECKOE 1 HH(POPMALIMOHHOE 00ecnedeHne TUCIUTTHHBI
OcHoBHas nTuTeparypa:

1. Cepreesa, 0. C. 3ammra wHQOpMAaIMK: KOHCHEKT JICKIHHA : ydeOHOe mocobue : [16+] /
1O. C. CepreeBa. — MockBa : A-Ilpuop, 2011. — 128 c. — (Koncnekr nekuuil. B momors
CTYJICHTY). — Pexum JOCTyMa: 1o IIOJIIIHACKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=72670 (nara ob6pamenus: 04.12.2022). —
ISBN 978-5-384-00397-7. — TeKCT : 31EKTPOHHBIMA.

2. Wwmeiinos, B. . Mudopmainonnas 6e30MacHOCTb U 3aluTa UHQOPMALIMK: TeOpUs U MPAKTHUKA :
yueOHoe rocobue : [16+] / B. S. MmeiinoB. — Mocksa ; bepiu : [Jupekr-Menua, 2020. — 271 c.
: cXeM., Tabin. — Pexum octyna: mo moamucke. —

URL.: https://biblioclub.ru/index.php?page=book&id=571485 (nata oopamenus: 04.12.2022). —
bubmnuorp. B k1. — ISBN 978-5-4499-0496-6. — DOI 10.23681/571485. — TekcT : 3IEKTPOHHBIIA.

JlononmHUTENbHAS TUTEPATYpA:

1. Cucremsl 3amUTHl HTHPOPMAIMK B BEIYIIUX 3apyOexHBIX cTpaHax : yueOHoe rmocobue : [16+] /
B. 1. Asepuenkos, M. IO. PeitoB, I'. B. Konapammu, M. B. Pynanosckuii ; Hayu. pen. B. U.
ABepueHKOB. — 5-¢ u3f., crep. — Mocksa : ®JIMHTA, 2021. — 224 c. : un., cxem. —
(Opranuzanust ¥ TEXHOJOTHs 3alMThl MH(pOpManuu). — Pexxum gocTyna: mo MOAMMCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=93351 (nara ob6pamienus: 04.12.2022). —
bubnuorp.: c. 192-193. — ISBN 978-5-9765-1274-0. — TekcT : 31eKTpOHHBII.

2. TIpoxoposa, O. B. UnpopmanronHast 6€30macHOCTb M 3aiiuTa HHGOpMaIuu : yaeOHuk © [16+] /
O. B. IlpoxopoBa ; Camapckuil TOCyaapCTBEHHbIH apXUTEKTypHO-CTPOUTEIbHbIN YHUBEPCUTET.
— Camapa : Camapckuil rocyapCTBEHHBIM apXUTEKTYpHO-CTPOUTENbHBIN yHUBEepcuTeT, 2014, —
113 «c. : Tabm, cxeM., wuil. — Pexum  JgocTyma: 1O  TOMMUCKE.  —
URL.: https://biblioclub.ru/index.php?page=book&id=438331 (nata obparienus: 04.12.2022). —
bubmnuorp. B kH. — ISBN 978-5-9585-0603-3. — TekcT : 371€KTPOHHBIH.

3. Cwmupnos, B. W. 3ammra nadopmarmm: madopatopuslii npaktukyMm : [16+] / B. M. CmupHOB.
Homkap-Ona : TIoBOKCKHMiT rOCYIapCTBEHHBII TEXHONOTHYEeCK I yHIBepcuteT, 2017. — 67 c. :
WL — Pexum JOCTyMa: o IOJIIIHCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=476512 (nata ob6pamenus: 04.12.2022). —
bubmmorp. B k1. — ISBN 978-5-8158-1866-8. — TekcT : 21IeKTpOHHBIH.

Pecypcbl nHpOpMaIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTu «HTepHEeT»:
Cuctema DJIGKTPOHHOM TOMJIEPKKHA 00pa3oBaTeNbHOrO mporecca «MoM  YHUBEPCHUTET)

https://uni.ivanovo.ac.ru

[Tpodeccuonanbabie 6a3bl JAHHBIX U HHHOPMAITHOHHO-CITPABOYHBIC CHCTEMBI:
DBC «YHusepcuTerckas 6uémoreka onnaitmy WWW.biblioclub.ru
Dnektponnas 6ubnorexka UsI'Y  http://lib.ivanovo.ac.ru


https://biblioclub.ru/index.php?page=book&id=72670
https://biblioclub.ru/index.php?page=book&id=571485
https://biblioclub.ru/index.php?page=book&id=93351
https://biblioclub.ru/index.php?page=book&id=438331
https://biblioclub.ru/index.php?page=book&id=476512
https://uni.ivanovo.ac.ru/
https://uni.ivanovo.ac.ru/
http://www.biblioclub.ru/
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Dnextponnbiii karanor Hb Usl'Y  http://lib.ivanovo.ac.ru/index.php/ek

CIIC «KoncynsrautILmoc» http://www.consultant.ru/

[IporpammHoe obOecnedeHue: ornepanoHHas cuctema Microsoft Windows, maker oducHBIX
nporpamm Microsoft Office mu(wmm) LibreOffice, uarepuer-Opayzep Microsoft Edge u(umm) Yandex
Browser.

9. MaTepuajibHO-TEXHHYECKOE O0ecredeHne T CINIIIHHbI

Y4eOHbIE ayAUTOPUH:

- I IPOBEJCHUS 3aHATUN JIEKIIMOHHOTO THUMA C KOMIUIEKTOM CIEHUAIU3UPOBAHHOM Y4eOHOM
MeOeTd W TEXHHYSCKUMHU CPEICTBAMU OOYYCHHsSI, CIYXAIMUMH JUISI TPEIOCTABICHUS YydeOHOMH
uH(popMaluu O0IBIION ayIUTOPUH;

- Uil TPOBEJEHUS 3aHATUH CEMHUHAPCKOTO THIA, KOHCYJIbTAllUM, TEKYIIErOo KOHTPOJS U
MIPOMEKYTOUHOM aTTeCTAIMU C KOMIUIEKTOM CHEIHATU3UPOBAHHON yuyeOHOW MeOeNnr U TeXHUYECKUMHU
CpeAcTBaMu OOyYECHHUS.

Jlaboparopus, ocHalleHHas JIabopaTOPHBIM 000PYAOBaHUEM, KOMIUIEKTOM CHEIMAIN3UPOBAHHON
y4eOHOI MeOenu 1 TEXHUIECKUMU CPEICTBAMH 00Yy4EHUSI.

[Tomemenue aJis CaMOCTOSITENILHOM pPa0OThI, OCHAIICHHOE KOMILJIEKTOM CHEIHaU3UpOBAaHHON
yueOHOI MeOenH, KOMITBIOTEPHOW TEXHHKOW ¢ BO3MOXHOCTBIO MOAKIIOUEHUs K cetn «HTepHeT» n
obecnieuenueM gocrymna B DUOC.

JleMoHCTpaliMOHHOE 00OpyAOBaHUE M Yy4eOHO-HATJISHBIE MOCOOMsS ISl 3aHSATUN JICKIIMOHHOTO
THUIA, 00ECTIEYNBAIOIINE TEMAaTUYECKIE UIUTFOCTPALIUH.


http://lib.ivanovo.ac.ru/index.php/ek
http://www.consultant.ru/
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CrenpanbHO 000pYAOBAaHHBIE KaOWMHETHI (KJIAcChl, ayJUTOPUH) - ayIUuTOpHs (3aluinaeMoe
MOMEIIEHUE) Ui NPOBEACHHS Y4eOHBIX 3aHATHI, B XOA€ KOTOPBIX /10 OOYYaroIIMUXCS JTOBOJIUTCS
uHpOpMaLKs OTPAaHUYCHHOTO JIOCTYIA, HE COJEprKallas CBEJACHUN, COCTABIISIOMINX TOCYAAPCTBEHHYIO
TallHy

CrennanbHO 000pyHIOBaHHBIE KaOWHETHI (KIACCHl, AyIUTOPHH) - CIHEIHallbHas OubImoreka
(OubnuoTeka aUTEpaTyphl OrPAaHUYEHHOIO JOCTYyIMa), MpeHa3HauYeHHas JUId XpaHeHHUsI U o0ecrieueHus
UCTIONIb30BaHUsI B 00pa30BaTEIbHOM TIPOIECCE HOPMATHUBHBIX M METOJUMYCCKUX JTOKYMEHTOB
OTPaHUYEHHOTO JIOCTYTIA.

ayn., | Ha3Banme ayauropum, [lepedeHb OCHOBHOTO HCIIOJIB3YEMOTO 000PYAOBaAHUS
nab. | mabGopaTopun

457 | JlaGoparopust cereii u | 11 paboumx ™ect Ha 0a3e BBIYUCIUTEIBHOW TEXHHKH C
3 CUCTEM nepenavyu | mogkiaoYeHneM K cetu "MHTepHeT" U JOCTYIOM B DIIEKTPOHHYIO
KopI. | mHpOpMaIH nH(OPMATMOHHO-00pa30BaTEIHLHYIO cpeny OpraHu3aIny;
MPOEKTOP, DOKpaH Ha TpPEHOore;, CTEHAbl CeTe mepeaayu
nH(OpMAIMK C KOMMYTAaIlMel TMaKeTOB M KOMMYTAlMel KaHAJIOB
(mapripytusaropsr Cisco 881, xkommyraropsr Cisco Catalist 2960),
AMYJISITOPOM (AMYJIATOpPAMH) aKTHBHOTO CETEBOTO O0OpYIOBaHUS
(ITO CPT, IIO GNS), oOyuaromiee mnporpaMMHOE oOOecreyeHue
[10 Putty nuis ynpasieHust ceTeBbIM 000py10BaHUEM, JIP.

485 | JlaGopaTopus 11 pabounx Mect Ha 0a3e BBIYHUCIUTEIBPHOM TEXHHUKH C
3 TEXHUYECKOM  3allWThl | MOJAKIOYeHHEM K ceTd "VHTepHeT" M IOCTYIOM B 3JIEKTPOHHYIO
KOpII. | H”HPOpMALUU UHGOPMAaIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3aIumy;

MIPOEKTOP, SKPaH Ha TPEHOTE, CIICIIUATM3UPOBAHHOE 000PY/IOBaHHE
Mo 3amuTe MHQOPMAIMM OT YTEUKH IO aKyCTHUECKOMY KaHaly,
KaHaIy TOOOYHBIX JJIEKTPOMArHUTHBIX M3IIyYEHHH W HABOJIOK,
TEXHUYECKHE CpeACcTBa KOHTPOJs 3(P(PEKTUBHOCTH  3aIIUTHI
nH(POPMAIMY OT YTEUKH MO YKa3aHHBIM KaHaJaM

485 | Jlaboparopus 11 pabGoumx wmect Ha 0a3e BBIYMCITUTENBHON TEXHUKHU C
3 IIPOTrpaMMHO- MoJKItoueHueM K cetd "VHTepHeT" M JOCTYNOM B 3JEKTPOHHYIO
KOPII. | almapaTtHeIX  CPeICTB | MHPOPMALMOHHO-00pa30BaTEeNbHYIO cpeny OpraHu3aIumy;
obecrieyeHus MPOEKTOP, JKpPaH Ha TPEHOTe, aHTUBUPYCHBIE IPOrPaMMHEIE
MH(OPMAaIMOHHOM KOMILJIEKCHI, anmaparHble CpeicTBa ayTeHTU(UKALUU
0€301MacHOCTH MOJTb30BATENsl, IMPOTPAMMHO-AIAPATHBIE KOMILIEKCHl 3alllUThI

nH(popManuY, BKIIOYAIOIINE B TOM YHCIE KpUOTOrpaduyueckue
cpeanctBa  3aumThl  uHGopmauuu  (AIIKII  «KonTuHeHTY,
ITAK VIPNet Coordinator, Secret Net Studio), Crenp
“Ilu¢poBanpHbie  Kpumnrorpaguueckue  cpencrsa’,  CreHa
“Kpunronunto3sr”’, Crena “bnoku HCTOYHHUKOB PE3EpPBHOIO
MMUTaHHS Crenn “CucTeMsl TEJICBU3UOHHOTO
BUJICOHAOMIOACHUS ', CTEHIBl JUISI UW3YYEHHUs TMPOBOJIHBIX U
OEeCTIPOBOHBIX KOMITBIOTEPHBIX CETEH, BKIFOUAIOIINE a00OHEHTCKHE
YCTPOMCTBA, KOMMYTATOPbI, MAPUIPYTU3aTOPhl, CPEICTBA aHATIU3A
ceTeBoro Tpaduka, MEKCETEBBbIE dKPaHbBI, CUCTEMbI OOHAPYKECHUSI
atak (VIPNet IDS, ITTAK COB), MexceTeBble 2KpaHbl, ammapaTHO-
MpOrpaMMHBIE CpEACTBAa YIPABJICHUS JOCTYIIOM K JaHHBIM,
nmdposanus (KPUIITO ITPO), np.
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CHEIHAIBEHO
000pyIOBaHHBIC
KaOMHETHI (kmacchl,
ayJIUTOPHH)
HH(pOpPMATHKH,
TEXHOJIOTUM W METOJ0B
IPOrpaMMHUPOBAHUS

11 pabGoumx wmecT Ha ©Oa3e BBIYUCIUTEIBHOM TEXHUKH C
MoJKIroYeHneM K cetu "MHTepHeT" W JOCTYyNOM B 3JIEKTPOHHYIO
nH(}OPMAaLIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3allNy;
MPOEKTOP, DJKpaH Ha TPEHOTe, CETeBBIM  IMPOTPAMMHBIM
obecrieueHreM, 00yJaromyM MPOrPaMMHBIM 00eCTIeueHUEeM
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ABTOp(bI) padoueii mporpammel AucuumimHbl: Arynosa H.C., bykun JI.A., nouent Llentpa
HOJArOTOBKH CHELMAIMCTOB B cepe MHPOPMALMOHHOM 0€3011aCHOCTH U IPOTUBOAEHCTBUS
TEXHUUYECKHUM CPEJICTBAM pa3Beaku, 3apyouH M.A., HauanbHUK LleHTpa NOArOTOBKY CHELMAIUCTOB B
cdepe MHPOPMAIMOHHON O€30I1aCHOCTH U MPOTUBOICHCTBUS TEXHUYECKUM CPEACTBAM Pa3BEIKU.

IIporpamma paccMOTpeHa U yTBEpKICHA Ha 3acefaHuu LleHTpa MoAroTOBKY CIIEHATINCTOB B cdepe
MH(POPMALMOHHOM 6€30M1aCHOCTH U MPOTUBOAEHCTBHSI TEXHUYECKUM CPEACTBAM Pa3BEIKU

« » 20 1., npoTokoa Ne

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne OT « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne 0T « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oGHOBIIEHA

npoTtokoi 3acenanus Llentpa Ne OT « » 20 1.
CornacoBaHo:

PykoBonutens OI1 E.B. MenpHuKOBa

(moamnuce)




