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1. Ilesin ocBOEHUS TUCHUILIHHBI
Llenpto OCBOCHMS AMCUUIUIMHBI «METOJBI M CPEICTBA KPUITOTPAPUUECKOW 3alIMThl WH(POPMAIIAN
SIBIIIETCS. M3YYCHHE OCHOBHBIX HAIPaBJIICHUN oOecredeHusi O€30MacHOCTH TIPOIECCOB XPAHCHHS,
nepeaadn, 00pabOTKH, paclpoCTpaHeHH HH(OPMAITHH.

2. MecTo nucuuminibl B cTpykType OIT

Hacrosimas nucnummuna b1.0.34  «Meronsl W cpeacTBa  KpUNTOTrpauyecKod — 3amiuThl
UHpOpPMaLUK» OTHOCUTCA K OO0s3aTeNIbHOW yacTW y4eOHOro IUlaHa, M3ydaercss Ha 3-M Kypce B 5
cemectpe. Kypc omnmpaercs Ha ciemyrouie Kypcol: «OpraHu3allMOHHOE U IMPaBOBOE OOECIICYCHHE
UH(POPMALIMOHHOM 6€30MacHOCTHY, «AJIreOpandeckre OCHOBBI KPUIITOTpadum.

3. Ill1anupyemMble pe3yJbTaThl 00yUeHHs 110 JHCHHUIIIMHE
3.1. Komnerenuuu, popMHPOBAHNIO KOTOPBIX CIIOCOOCTBYET AUCHUIIINHA

[Tpu ocBOEHMH AUCHHUILIMHBI (OPMUPYIOTCS CIAEAYIOLME KOMIIETeHIIMU B cooTBeTcTBUU ¢ PI'OC
BO no nanHOMY HanpaBJIeHUIO TOJTOTOBKH:

a) obmenpodeccuonansubie (OIIK):

OIIK-3 CnocobeH MCnoib30BaTh HEOOXOAMMBbIE MaTEMaTHUYECKHUE METOMbI ISl pelIeHus 3aaay
poeCCHOHAIBHON e TEIHLHOCTH

OIIK-5 CnocoGeH npuMeHsTh HOPMAaTHBHBIE IIPABOBbIE aKTbl, HOPMAaTUBHbIE U METOJUYECKHE
JIOKYMEHTBI, PETIIAMEHTUPYIOIINE EATEIHHOCTh 10 3anuTe nHpopManuu B cepe mpodecCHoHaTbHON
JESATEIIBHOCTH

OIIK-6 Crnocoben mnpu penieHUd NpodEeCcCHOHANBHBIX 3a/Jad  OPraHU30BBIBATH  3AIUTY
UHPOpPMALlMK OTPAaHUYEHHOIO JOCTyNa B COOTBETCTBUM C HOPMATUBHBIMU IPABOBBIMU aKTaMH,
HOPMAaTUBHBIMM U MeTOAWYEeCKUMHU AokyMeHTamu denepanpHoil ciayx0Obl 6e3omacHocTH Poccuiickoit
Deneparun, PenepaabHOR CIykKObI T0 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO

OIIK-9 CnocobeH MpUMEHSTh CpencTBa KpPUNTOrpauueckoil M TEXHMYECKOH 3alluThI
UHOpMaLKK 71 pelieHus 3a/1a4 TPpopeCCUOHATLHON 1A TEIbHOCTH

OIIK-11 CnocobeH mnNpoBOAUTH SKCIEPUMEHTHI IO 33aJaHHOW METOAMKE U 00paboTKy HuX
pE3yJIBTaTOB.

3.2. [lepeyens MJIAHHPYEMBIX Pe3yJLTATOB O0y4YeHUS] MO AMCHUILUIMHE, COOTHECEHHBIX C
HHIMKATOPAMH JOCTHKEHHNS (POPMHUPYEeMBIX KOMIIETECHIUI

B pe3ynbrare ocBO€HUS AUCHUIIINHBI 00 yYaIOLIUICS TOJIKEH:

3HaTh:

— OCHOBHBIE TMOHATHUS U 337auu Kpunrorpaduu, MaTeMaTHUeCKHE MOJENHU KpUNTOrpaduyueckux
CHUCTEM;

— OCHOBHBIE BHIbI cpencTB Kpunrorpaduueckoil 3amutel uHpopmanuu (CK3U), Bxirouas
OJIOYHBIE U TOTOYHBIE CHCTEMBbl MU(PPOBAHMS, KPUITOrpahUUECKUe CHUCTEMBI C OTKPBITHIM
KIIFOYOM, KpunTorpaduueckue Xem-QyHKIMN U KpUITorpaguueckue mpoToKOJIbI;

— HalMOoHaJbHBIE cTaHaapThl Poccuiickoit @enepanuu B 001acTH KpUITOrpaduuyecKoil 3aIiuThl
uH(popMaluu U chepbl UX MTPUMEHEHUS;

YMerTs:

— wucnonb3oBath CK3U s pemienus 3a1au npodeccruoHalbHOM 1eTeNbHOCTH
Nwmets npaktrueckuii onbIT/MIMeTh HaBBIKHU:

— METOJaMHU CHHTE3a U aHajlIM3a KpUNTOrpapuuecKux CUCTEM U MPOTOKOJIOB, 3aKOHOMEPHOCTSIMH
IIOCTPOEHHUS CIOXKHBIX KPUIITOCUCTEM;
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— HaBBIKAMHU HKCIUTyaTallMd KPUOTOrpapUUecKUX IMPOTOKOJIOB M CXEM, IMOJNyYUBIIUX IIUPOKOE
IPUMEHEHHE B KayecTBe HMHCTPYMEHTapHsl B CHCTEMax 3JEKTPOHHBIX IUIaTeXeH U cuctem
JOKyMEHTOO0O0POTa B 3JIEKTPOHHON KOMMEpPLIUH.

4. O0beM U coiepKaHMe TN CHUTITIHHbBI
OObeM IUCHMILIMHBI cocTaBisicT 4 3adeTHble exuHuibl (144 akageMuuecKHUX dYaca), B T.d.
npakTudeckas nmoaroroska (I1I1) — 6 akageMudeckux 4acoB B O4HOM (opme.

4.1. Conep:xkaHue AUCHUIUVIMHBI 1O pa3genam (TeMaM), COOTHECEHHOe C BHJIAMU U
TPYAOEMKOCTBHIO 3aHATHII JEKIIHOHHO-CEMHUHAPCKOI0 THIIA

O0beM MHOW KOHTAKTHOH PabOThI M CaMOCTOSITEIIBHONW pabOThI 00yUYaAIOMIETrocs IO TUCIUTUINHE
yKa3aH B yueOHOM IJ1aHe 00pa30BaTEIbHON POrPaMMBbI.

Ne Bunsl 3amATHH, HX @OpMBI TEKYILETO
/1 Paznenst (TeMsr) = 00BEM (B ak.uacax, Mo KOHTPOJISL yCIIEBAEMOCTH (1o
TIACIIATUTAHBI 3 OYHOM (opMe 00yUeHsT) OYHOI (hopMe 00yUeHHs)
GE) 3ansaTHsL 3ansaTus
o TeKIHOH- ceMuHap- ®DOpMBI IPOMEKYTOUHOM
HOI'O THIIA CKOT'0 THUIIa arrecralmuu

1. BBoaHbIA. Beenenue B 5 2 BxoagHasg muarHocThka: TECT C
poOIeMaTUKy TUCLUIUTUHBI, MOCTIEYIOLNM  O0CY)KICHUEM
MpeICTaBICHUE paboueii PE3YIbTATOB.
MPOTPaMMBI, OCMBICJICHUE Criucok BOIIPOCOB,
TpeOOBaHMIA K OpraHU3aluu MHTEPECYIOINX CTYJEeHTa IO
npoiecca o0yd4eHus, COJIeP KaHUIO JVCLUTUTAHBI
CaMOCTOSITeIbHON paboTel U opm (cmaercst B MMCbMEHHOM BUJIE)
aTTeCTalluH

2. | Mecro KpUITorpapuuecKux 5 2 Ob6cyxnenue pE3yIBTaTOB
METOAOB B 3aIiuTe HHPOPMALUH. NPaKTUIECKOH PabOTHI
Maremartnueckue MOJIEeJIN
npocTedux mudpos.

3. | Honmarme o mmppax 3aMeHB WU 5 2 2 Ob6cyxnenue pE3yIbTaToOB
MEePECTaHOBKH, OJIOYHBIX 17§ NPaKTUIECKOW PabOTHI

notouHblx  mmdpax.  OcHOBHBIE
TpeOoBaHMsT K mIU(paM B CBS3U C
BO3MOXHBIMH yrpo3amu K
3anuIaeMo HHPOPMAIHH.

4. | Marematu4eckoe onucaHue 0a30BbIX 5 2 2 OO6cyxeHne pe3yJIbTaToOB
OJIOYHBIX AJITOPUTMOB HpaKTHYeCKOU paboThI
sammdposanust AES u TOCT 28147-
89. Peanm3zarus MTOTOYHBIX
mudpcucTeM ¢ MOMOIIBIO OJIOYHBIX
mmdpos.

5. Omnucanvue CTaHIAPTHBIX PEXUMOB 5 2 2 OO6cyxaenne pe3yIbTaTOB
mupoBaHUL u CpaBHEHUE MPAKTHYECKON paboThI

nokaszareneidl IOMEeXOyCTOWYMBOCTH
JUIE HUX. 3a/la4d MPOTHBOCTOSHHUS
CIly4yailHBIM W TeJIeHANPABICHHBIM

moMexam.
6. | 3ammra wHOOPMAIUU C ITOMOIIHIO 5 2 2 OO6cyxeHue pe3yiIbTaTOB
KPHUIITOCUCTEM C OTKPBITBIM KITFOYOM. MPaKTUIECKOW PabOTHI

ITonsiTne OJIHOHAIpaBJIEHHOU
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¢yakmuun - ¢ cekpetom  (ODC).
[Ipumepsr kaamumatoB Ha OOC.
[Monstue o cucteme muUppoOBaHUS C
OTKPBITHIM KJTFOUOM.

Kpunrocuctema ~ RSA. 3agaun
3amuThl MH)OPMAIIUH, pellaeMble C
nomomiplo  ODC: obecrieueHme
KOH(UJICHIINATHHOCTH,
AyTEHTUYHOCTH COOOIIIEHHS 5
OTIIPaBUTEIIS, JIOKa3aTEILCTBO
aBTOPCTBA U APYIHE.

O6cyxnenne pe3yIbTaToOB
MPaKTHIECKON PabOTHI

[lonsTre KpunrorpaduuecKkor Xerm-
(hyHKIHH.

O6cyxnenune pe3yIbTaToOB
MIPaKTHIECKOH paboThI

[Tonsitue KpUNTOrpaduyeckoro
[IPOTOKOJIA. IIpocreiimne
KpHITOTrpadnaecKue HPOTOKOJTHI,
UCTIONIB3YIOIINE aCHMMETpPUYHOE
mudpoBanue.

Ob6cyxnenue pe3yabpTaToB
NPaKTUIECKOH PabOTHI

10.

OcHOBHbBIE METOJBI paclpeaeIeHHs
KIIFOUEH. IIpenBapurensHoe
pacnpenenenue kimouen. Ilepecpuika
kimoueil. OTKpbITOE pacrpeseseHue
Kiouei. CxeMa pa3feseHus CeKperTa.

Ob6cyxnenue pe3yabpTaToB
MIPaKTHIECKOH paboThI

11.

TeopeTruueckass CTOMKOCTh HIH(POB.
OcHOBHBIE TpeOOBaHUsI K MIH(paM.

Ob6cyxnenue pe3yIbTaToB
NPaKTUIECKOH PabdOTHI

12.

Cosepmiennsle mmgppel. Teopema K.
IIennona 0 MUHHUMAJIBHBIX
COBEpIIICHHBIX MHdpax.

O6cyxnenue pe3yIbTaTOB
HpaKTHIeCKOH paboThI

13.

HarmmonansHbie CTaHJAPTHI
Poccutickoli ®@eaepanuu B 001acTH
KpunTorpadgudecKon 3aIUTHI
HHpOpMAITUH u chepsl ux
MIPUMEHEHUSI.

O6cyxnenue pe3yabTaToOB
NPaKTUIECKOW PabOTHI

14.

HopmaTuBHOE peryimpoBaHue
pa3paboTkw, HPOU3BOJICTBA "
MPUMEHCHUS CpeACTB
KpUnTorpaduieckom 3alHUTHI
unpopmanun (CK3M), B Tom uncne
AJIEKTPOHHOMN U(PPOBOH TOMITUCH.

Ob6cyxnenue pe3yIbTaToB
NPaKTUYECKOHU PabOTHI

15.

I[Ipumenenne CK3M B memsix
pelieHUs THUIOBBIX 3a/ad 3alUThI
HHPOPMALUH: obecrieueHue
KOHQUJICHIIMAITBHOCTH ~ XPaHHUMOWM
HHPOPMAITUH, KOHPHUICHINATEHOCTH
WH(POPMALMOHHOTO oOMmeHa,
ayTeHTU(HUKAIIHS u B3auMHast
ayTeHTU(HUKAIIHS YYaCTHUKOB
WH(POPMALMOHHOTO
B3aMMOJEHCTBUS, o0ecrieyeHue
(HhyHKIIMOHUPOBAHMS
yJIOCTOBEPSIFOIIUX [ICHTPOB.

O6cyxnenne pe3yabTaTOB
NPaKTHIECKOH PabOTHI

16.

SaxmounTteabHbld.  IlogBeneHue wu

O1eHKa KOHTPOJIBbHOW PabOTHI
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aHaau3 MPOMEKYTOUHBIX

PE3yJIbTATOB OCBOCHHMS TUCITUTLIIMHBI
Hroro 3a cemecTp: 36 32 DK3aMeH
HToro mno JUCHUILIAHE: 36 32

4.2. PazBepHyTO€ ONMUCAHHE CO/IEPKAHNS TUCHHUIJIMHBI MO pa3aejaM (TeMaMm)

Mecto kpunrtorpadgu4eckux METOJIOB B 3amuTe WHpopManuyu. MareMaTudecKrue MOJICNIN MPOCTEHIINX
mudpos. IlonsaTue o mudpax 3aMeHsl U MEPECTAaHOBKH, OJOYHBIX M MOTOYHBIX IU(pax. OCHOBHBIE
TpeOoBaHus K mHU(ppaM B CBSI3U C BOZMOKHBIMHU YIPO3aMH K 3alUIIAeMON HH(OpMAIIH.
Matemaruueckoe omnucanue 0a30BbIX O104yHBIX anroputMoB 3amuppoBanus AES u TOCT 28147-89.
Peamm3anus motounbix mmdpcucTeM ¢ TOMOMIBIO OnouHbIX MmmdpoB. OnucaHue CTaHIAPTHBIX
pPEeKUMOB  IIM(POBAHUS W CpPaBHEHUE I[IOKa3aTele IOMEXOyCTOWYMBOCTH JJIi HUX. 3aJayu
IPOTUBOCTOSIHUS CIIy4aliHbIM U LI€JICHAPaBICHHBIM IIOMEXaM.

3amura HHGOPMAIUK C IIOMOUIbIO KPUITOCUCTEM C OTKPBITHIM KiIt0ouoM. [IoHsATHE 0olHOHANpaBiIeHHON
¢ynkuuu ¢ cexperom (ODC). Ilpumepsr kanaunatoB Ha ODC. [loHsTHE 0 cucTeMe MUGPOBAHUS C
OTKpBITBIM KiItouoM. Kpunrocucrtema RSA. 3anaum 3ammrthl MHGOpMAaLUu, pellaeMble C MOMOLIbIO
ODC: obecieueHne KOH(MUACHIMAIBHOCTH, AYTEHTHUYHOCTH COOOMICHWS W OTIPABUTEIS,
JI0Ka3aTenbcTBO aBTopcTBa M japyrue. Ilonarue kpunrorpaduueckoi xem-¢pyHkuuu. [lonsrue
kpunrorpaduueckoro mnpoTtokona. llpocreiimme kpunrorpadudeckue MTPOTOKOIBI, HCIOIb3YIOIINE
acCUMMETpUYHOE MU(PPOBAHUE.

OcHOBHBIE METOJIbI pactipeseneHus kiaoue. [IpenBapurensHoe pacrnpezenenue kiodent. [lepecouika
kiroueil. OTkpeIToe pacnpezaeneHue kimodei. CxeMa paszeneHus cexkpera. Teopernueckas CTOMKOCTh
mmdpoB. OcHoBHBIE TpeOoBanus Kk mudppam. CosepuieHHbsle mugppsl. Teopema K. IlenHona o
MHUHHMAJIbHBIX COBEPILEHHBIX MM (pax.

Hanumonanenbie cranmaptel Poccuiickoit ®enepauuu B o0macTu  KpUnTorpauyeckol 3auiuThl
uHpopmanuu U chepsl ux npuMeHeHus. HopmaTuBHOe perynaupoBaHue pa3pabOTKH, MPOU3BOACTBA U
INPUMEHEHHUs cpeacTB Kpunrorpapuueckoi 3amuthl nHpopmauuu (CK3M), B ToM yucie 31eKTpoHHON
U(pPOBON MOIMUCH.

[Tpumenenne CK3UM B 1mensx pemeHWs TUNOBBIX 3aJad 3allMThl HMH(poOpMaMu: olecrieueHue
KOH(UICHIIMATBHOCTH XpaHUMOM HH(OpMalny, KOH(DUIESHIMATIBHOCTH HHPOPMAIIMOHHOTO OOMEHa,
ayTeHTU(UKalMs W B3aWMHas ayTeHTU(UKALUS YYaCTHUKOB HMH(POPMALMOHHOTO B3aUMOAEHUCTBUS,
oOecnieueHre QyHKIIMOHUPOBAHUS YAOCTOBEPSAIOIINX LIEHTPOB.

5. O6pa3zoBarejibHbIe TEXHOJIOTHHI
Opranuzanus yueOHOro Mpoliecca OCYIIEeCTBISETCS B popMe KU, MPAKTUIECKUX 3aHATHN U
WHIUBUTYATBHOW CAMOCTOSITEIHHOW PaOOTHI CTY/ICHTOB.
Y4eOHblIii nporiece mo JuciuruinHe «MeToIbl U Cpe/icTBa KpUNTorpaduueckoit 3amuThl HHGpOpMAIm»
OCHOBAH Ha MCTOJIb30BaHUU CJICTIYIONTUX NHHOBAIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHI:

1. Texuomorus mpoOJIEeMHOr0 OOY4YEHHS — OCHOBHBIE TEMBI Kypca Ha JIEKIUSAX U MPAKTHIECKUX
3aHATUSAX PACKPBIBAIOTCS Yepe3 MOCTaHOBKY U MOCIEAYIOIIEee pa3pelieHne MpoOIeMbl CO3/1aHus
ITOpUTMA PEIICHHs 33/1a4H U €€ pa3pellieHne B B¢ () YHKIMOHUPYIOIIEH POTPaMMBI.

2. TexHOJIOTHS TECTOBOT'O KOHTPOJISI KaueCcTBa 00pa30BaHMsI — B TIPOIECCE U 10 3aBEPIICHUN
TEOPETUIECKOT0 00YUEHHUS BHITIOTHSAETCS KOMITBIOTEPHOE TECTUPOBAHUE.

3. HubopMannoHHO-KOMIIBIOTEPHBIEC TEXHOJIIOTUH — MPUMEHSIOTCS TIPH BBITIOTHCHUH
MPAKTUYECKUX PadOT, CAMOCTOSITENILHON BHEAYAUTOPHON MOATOTOBKE B BUIE CAMOTECTUPOBAHUS
no cetu Internet u ucnonap30BaHUs Y4eOHBIX MaTepUajIoB B AIEKTPOHHOU (opMme.

4. TexXHONOTHs CMEUIaHHOTO OOYYCHHUS.
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6. YuyeOHO-MeTOAMUYECKOE 0O0ecTieYeHHe CAaMOCTOSITeIbHOH PadoThl 00y4arOIIMXCS

Metoauka npenojaBaHus yaeOHOH IUCIHUILTMHBI PEIIAET CIIEeTyIONe OCHOBHBIC 3a1a4H:
— ompezenseT 3aaa4d 00yd4eHus CTyIEHTOB 110 AUCHUTIINHE;
— Hay4HO OOOCHOBBIBAET COJCpXAaHWE YYEeOHON MporpamMMbl, HaMe4aeT IOCIEA0BaTEIbHOCTh €€
W3YYEHHUS B KOMIUIEKCE C IPYTMMH JUCLHUIUIMHAMU;
— ompeeNiseT MyTH pealu3alii TPUHLIUIIOB 00YUYeHHs TPU U3YUYE€HUU JUCHUIUIMHBI, GOPMBI U METObI
00y4eHus;
— BbIpabaThIiBaeT TpeOOBaHMS K METOAMUYECKOM MOATrOTOBKE MperoiaBareneii;
— U3y4aeT UCTOPUIO METOJIMKH MPETOJAaBaHUsl TUCUUILIINHBI;
— BHEJPSIET [IEPEIOBOM ONBIT O0yUEHUS;
— BeIpabaThIBaeT PEKOMEHIAINH TI0 BOCITUTAHUIO 00yYaeMbIX B IPOLIECCE U3YUICHUS TUCIUILTNHBI.
B cooTBeTCcTBHM C 3TUMH 33Jja4aMy OCYILIECTBIISIETCS] OTOOp HAYYHOTO MaTepHana, ero cucTeMaTH3anus
U repepaboTKa B UHTEpEcax Pa3BUTHS M COBEPIICHCTBOBAHUS COACPKAHUS YIEOHOW AMCIUTUINHBL.
Metonuka paspaboTaHa NPUMEHHUTENHLHO K YTBEP)KIEHHOW pabouell mporpamme uis CTYIEHTOB C
ydeToM TpeboBaHuii ['ocymapcTBeHHOro 00pa30BaTEIbHOIO CTaHAApTa BBICHIETO OOpA30BAHUSA IIO
HanpasneHuto mnoarotoBku 090303 «llpuknaanas uHpOpMATHKa», U BOOPYXKAET IpernoaaBareneit
HEOOXOJMMBIMU 3HAHUSIMH, CIIOCOOCTBYET HMX BHEAPCHHIO B MPAKTUKY OOydYeHHsS M BOCIHTAHHSA
CTYJICHTOB.
Breibop MeTon0B mpoBeneHHs 3aHATHH OOYCIOBIIEH y4eOHBIMH LENSAMH, COJCpKAHHWEM Y4eOHOTO
Marepuana, BpeMEHEM, OTBOAUMBIM Ha 3aHATHUS.
Ha 3aHATHAX B TECHOM COYETaHUU MPHUMEHSIETCS HECKOJIBKO METO/OB, OJUH M3 KOTOPBIX BBICTYIAET
BeaymuM. OH onpenenseT NOCTPOCHUE U BUJ 3aHATHH.
Ha nexuusx mznararorcs JUIb OCHOBHBIE, UMEIOIME IPUHIMIMAIBLHOE 3HAaUeHE U HauloJiee TpyaHbIe
JUIsl IOHUMAaHMs U YCBOCHHS TEOPETUYECKHUE U IPAKTUUECKHUE BOIPOCHI.
TeopeTnueckrue 3HaHUS, MOJTYYEHHbIE CTYACHTAMU Ha JIEKIHAX U IPU CAMOCTOSITEIbBHOM H3y4YeHUU
Kypca Mo TUTepaTypHbIM UCTOUHUKAM, 3aKPETIISIOTCS TIPU BBHITIOTHEHUH MPAKTUYECKUX PaboT.
[{ensimu poBeieHUsI MPAKTUUECKUX PAOOT ABIISAIOTCA:
— npuoOpeTeHre MPaKTHUECKUX HAaBBIKOB pabOThl € METOAAMHU U CPEICTBAMHU  3aLIUTHI
KpunTorpaduueckoi 3amuTel vHGopManuu;
— KOHTPOJIb CAaMOCTOSTEIbHON padOTHI CTYAEHTOB IO OCBOEHMIO KypCa;
— o0y4yeHHe HaBbIKaM MPOQPeCcCHOHATBHOMN 1€ TeTbHOCTH.
Llenu mpakTHUecKuX padOT JAOCTUTAIOTCA HAMIY4IIUM 00pa3oM B TOM ciy4ae, €Cii UM NpeAlIecTBYeT
orpezieNieHHasi TOJArOTOBUTENbHAS BHeayAuTOpHas pabora. [loaToMy mpemnonaBarenb 00s3aH JOBECTU
JI0 BCEX CTYACHTOB Ipa(MK BBHIMIOJIHEHUS MPAKTUYECKHX pabOT C TeM, YTOObI OHM MOTJIM 3aHHUMATHCS
1eJICHAIIPaBICHHON CaMOCTOATEIbHOU paboTOM.
PaboTh! pekoMeH TyeTCs BBIITOIHATH B TOW MOCIEI0BATENbHOCTH, B KOTOPOW OHU HANKCaHbI, IOTOMY 4TO
B HEKOTOPBIX paboTax MCIONb3YIOTCS AJIEMEHTBI, TOIYYeHHbIE B IPeAbIAYIIEH paboTe.
Ha 3aHATHSAX CO CTyIeHTaMu JIOJKHBI IIMPOKO MCIONB30BaThCs pa3HOOOpa3HbIe cpelncTBa 0OyueHHs,
crocoOcTBytolMEe OoJjiee MOJTHOMY W MPAaBUIBHOMY MOHUMAHHUIO TEMbI JIEKIHWU WM MPaKTHYECKOIO
3aHATHS, a TAKKe BRIpaOOTKe MPaKTUUECKUX HaBBIKOB 110 padoTe ¢ [1I10.
K cpencrBam oOyueHus CTyJI€HTOB OTHOCSATCS:

— peub IpenojaBaTens;

— TEeXHUYECKHE CPeACTBa 00yUEHUs: IePCOHANbHbIE KOMIBIOTEPHI C YCTAaHOBICHHBIM HMPUKJIIAIHBIM

IIPOrPaMMHBIM 00€CTIeYeHUEM;
— y4eOHUKH, yueOHBbIE TTOCOOUS, JEKIIMU B DJIEKTPOHHOM BH/IE.
[TonHOCTBIO BECh METOIMYECKHN Marepuan MO OOECIEYeHUI0 CaMOCTOSTEIbHONH paboThI

ctyaeHToB npuBoauTtcs B [Ipunoxkenun 1 k PII.
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7. XapaKkTepUCTHKAa OLICHOYHBIX CPeJICTB J/UIA TeKYLlero KOHTPOJsSl YCIeBAeMOCTH H
NPOMEKYTOYHOM aTTecTAMU 00yYaIOIMXCS 110 AUCHHUILJIMHE
Jl1sl KOHTPOJI YCBOEHUSI MaTepuaia JUCUUIUIMHBL «MeTobl U CpeicTBa KpUNTOIpapruecKOn 3aluThl
UHPOPMALIUN» MIPETYCMOTPEH TEKYIIMNA U MMPOMEKYTOUHBIH KOHTPOJIb. TeKyIHii KOHTPOJIb OCHOBAH Ha
aHajlu3e pe3ysbTaTOB BBIIOJHEHMsS NPAKTUYECKUX paboT M cobeceloBaHMM 10 HX TEMaM.
IIpoMeKyTOUHBIN KOHTPOJIb 3aKII0YAETCS B Ca4e dK3aMeEHa 110 JUCLUIIIMHE.
Jliis mpoBesieHus 3a4eToB (9K3aMEHOB) B MUCbMEHHOM MM TeCTOBOM (hopMme pazpabaThiBaeTCsl IepeUeHb
BOIIPOCOB, YTBEPKIaeMbIi 3aBeAYIONINM Kadeapoil. B mepeueHs BKIIOYAIOTCS BOIPOCHI U3 Pa3IMUHBIX
pa3fesioB Kypca, MO3BOJISIOIIME NIPOBEPUTh M OLICHUTh TEOPETHUYECKHE 3HAHMS CTYIEHTOB U yYMEHHE
IIPUMEHSATH UX JJI PEUICHUS IPAKTUYECKUX 3a]1a4.
3ayer (9K3aMEH) B IUCbMEHHOM (opMe MPOBOAUTCS OJHOBPEMEHHO [UIl BCEX CTYIEHTOB
aKaJeMUYeCcKOl rpynnbl. Bpems BBINOJHEHUS 3aJaHUsl COCTaBIseT He Oojee OJTHOTO aKaJeMHYeCKOIo
qaca.
[Tpu mpoBeneHnu 3avera (9K3aMeHa) B MHUCbMEHHOW (hopMe OlLleHKa BBICTABIISIETCS HA OCHOBE IMPABHII,
OPUHATBIX  Kadeapoil, KOTOpble JOJKHBI OBITh COOOLIEHbI CTyJEHTaM [0 Hayaja 3a4eTHOM
(3K3aMEHAIMOHHOI) ceccuu.
AHaJIOrMYHbIE [TPaBUIIa MOTYT ObITh 3aJ105KE€HBI B IPOTrPAMMBI KOMIIBIOTEPHOI'O TECTUPOBAHMSL.
[lpyu koHTpOJEe 3HAaHWI B YCTHOH (QopMe NpenojgaBaTeib HCHOIb3YEeT METOJI HWHIUBUAYAIBLHOTO
cobece]oBaHus, B X0JI€ KOTOPOro 00CYKAaeT CO CTYAEHTOM OJUH UJIM HECKOJBKO BOIIPOCOB U3 ydeOHOM
nporpamMmsbl. [Ipu HE0OXOAUMOCTH MOTYT OBITH MPEJIOKEHBI JOMOJHUTEIBHBIE BOMPOCHI, 3aa4d H
npuMepsbl. [1o okoHYaHUM OTBETa Ha BONPOCH! MPEMNoaBaTelb OOBABISAET CTYAEHTY Pe3y/bTaThl claun
3adera (PK3aMeHa).

8. YueOHO-MeTOqMYeCKOEe M MH(pOPMALIMOHHOE 00ecnieyeHne TUCHHIIUHBI
OcHoBHas nuTeparypa:

1. Maiictpenko, H. B. OcHoBbI Teopun uHpopManuu W Kpunrtorpaduu: yueOHOE SJIECKTPOHHOE
u3nanue : yuebHoe nocobue / H. B. Maiictpenko, A. B. Maiicrpenko. — Tam60B : TamGoBckuit
rocynapcTBeHHbIN TexHuueckuil yausepeuteT (TTTVY), 2018. — 81 c. : Tabun., rpad., cxem., ui. —
Pexum J0CTyna: o MOJIITUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=570354 (nata obpamienus: 04.12.2022). —
bubnuorp. B kH. — ISBN 978-5-8265-1950-9. — TekcT : 351eKTpOHHBIH.

2. ®opoysan, b. A. Maremaruka kpuntorpadpun u Teopus mmdpoBanus : yaeoHoe ocodue : [16+]
/" b. A. ®opoy3aH. — 2-e¢ u3a., ucnp. — MockBa : HamumonanbHblii OTKpBITBI YHUBEpCUTET
«HMHTYUT», 2016. — 511 c. : un., cxeM. — (OcHOBBI HHPOPMAILIMOHHBIX TEXHOJIOTUH). — Pexum
noctyna: no mnommucke. — URL: https://biblioclub.ru/index.php?page=book&id=428998 (nara
obopamenus: 04.12.2022). — buOmmorp. B kH. — ISBN 978-5-9963-0242-0. — Tekcr
JJIEKTPOHHBIN.

3. Knay6, JI. B. Teoperuko-dmcieHHbIE METOABI B KpunTorpadpuu : ydeOHOEe Tmocooue /
JI. B. Knay6, E. A. HoBukos, lO. A.IllutoB ; Cubupckuii ¢enepanbHbIi yHUBEPCUTET. —
Kpacnospck : Cubupckuii gpenepanbubiii yausepcurer (COVY), 2011. — 160 c. — Pexxum noctyna:
no noanucke. — URL: https://biblioclub.ru/index.php?page=book&id=229582 (nata oGpareHus:
04.12.2022). — ISBN 978-5-7638-2113-7. — TeKCT : 3IEKTPOHHBIH.

JlononmHUTENbHAS TUTEPATYpA:

1. Arpanosckuii, A. B. Ilpaktuueckas kpunrorpadus: alropuTMbl U HX MPOrPaMMUPOBAHUE :
yuebHoe nocobue : [16+] / A. B. Arpanosckuii, P. A. Xagu. — Mocksa : COJIOH-ITPECC, 2009.
— 256 c¢. — (Acmekthl 3amuThl). — Pexum  gocTyma: 1O MOANUCKE.  —


https://biblioclub.ru/index.php?page=book&id=570354
https://biblioclub.ru/index.php?page=book&id=428998
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URL: https://biblioclub.ru/index.php?page=book&id=117663 (nata obpamenus: 04.12.2022). —
ISBN 5-98003-002-6. — TekcT : 31eKTPOHHBIH.

2. Jluposckuii, B. B. OcHOBBI TeOopun HHPOPMALIUHU U KpUITOrpaduu: Kypc : yueOHOe mocoodue :
[16+] / B. B. JIunosckuii ; Hartnonanbsabiil OTKpeIThIN YHUBepcuTeT "MHTYUT". — Mocksa :
Wutepuer-Yuusepcurer Mudopmarnumonnsix Texnonoruit (MHTYUT), 2007. — 125 c. : tabu.,
cxeM. — PexxuM foctymna: 1o nojamucke. —

URL: https://biblioclub.ru/index.php?page=book&id=234148 (nara obpamenus: 04.12.2022). —
TeKCT : AIEeKTPOHHBIN.

Pecypcm I/IH(l)OpMaI_II/IOHHO-TeJIeKOMMYHI/IKaLIHOHHOﬁ CCTHU «I/IHTepHCT»Z
Cucrema »5JIEKTPOHHOM MOJAEpPKKM oOpa3oBareiabHOro rmnpouecca «Moil yHUBEpcUTET»
https://uni.ivanovo.ac.ru

[TpodeccronanbHbie 0a3bl JAHHBIX U HHPOPMAITHOHHO-CITPABOYHBIC CHCTEMBI:

OBbC «YHuBepcuterckas OubaroTeka onaitny Www.biblioclub.ru

DnexTponHas oubnuoreka MBI'Y _http://lib.ivanovo.ac.ru

Onexrponnsiii katasor Hb UBI'Y  http://lib.ivanovo.ac.ru/index.php/ek

CIIC «Koncynprantllimroc» http://www.consultant.ru/

[Tporpammuoe oOecriedueHue: omepanuonHas cucrema Microsoft Windows, maker odHCHBIX
nporpamm Microsoft Office u(wmu) LibreOffice, untepuer-opaysep Microsoft Edge u(umu) Yandex
Browser.

9. MaTepuajbHO-TeXHHYeCKOe o0ecnedeHue T CIUTITHHBI

VY4eOHble ayAUTOPUH:

- JUIS TIPOBEICHUS 3aHATHH JIEKIMOHHOTO THIIA C KOMILIEKTOM CIEIHAIN3UPOBAHHONW y4eOHOM
MeOen M TEXHHYECKUMH CpEACTBAaMH OOYYeHHUs, CIyXallUMH JUIsl TPEelOCTaBICHUs Yy4eOHOM
uH(popMaluu O0IbIION ayIUTOPUN;

- 7 TpPOBEACHUS 3aHATUH CEMHUHAPCKOTO THIA, KOHCYJIbTAIUi, TEKYIIEro KOHTPOJ MU
IPOMEKYTOYHOU aTTECTAIlMH ¢ KOMIUIEKTOM CHEIHaIN3UPOBAHHON yueOHON MeOeln U TEXHHYECKUMHU
CpeACcTBaMu O0y4YeHHS.

JlaGopaTopusi, ocHaleHHas: Jab0paTOPHBIM 000PYI0BaHUEM, KOMIUIEKTOM CIIEIIHAIM3UPOBAHHOM
yueOHOI MeOenu 1 TEXHUYECKUMU CPEeICTBAaMH 00ydeHUsl.

[Tomemienne A CaMOCTOATENBHOM pabOTHI, OCHANIEHHOE KOMIUIEKTOM CIIEIHAIN3HPOBAHHON
yueOHOIl Mebenu, KOMITBIOTEPHOM TEXHUKOH ¢ BO3MOXKHOCTBIO MOJKIIOUEHHs K cetu «VHTepHeT» u
obecneuenueM gocryna B D1OC.

JleMoHCcTpanoHHOE 000pYJOBaHWE W Y4eOHO-HAIIAJHBIE MOCOOMS Ul 3aHATHHA JIEKIIMOHHOTO
TUNa, 00ECTICYNBAIOIINE TEMATHUECKUE HILTIOCTPAIIUH.


https://biblioclub.ru/index.php?page=book&id=117663
https://biblioclub.ru/index.php?page=book&id=234148
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http://lib.ivanovo.ac.ru/index.php/ek
http://www.consultant.ru/
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CrenpanbHO 000pYAOBAaHHBIE KaOWMHETHI (KJIAcChl, ayJUTOPUH) - ayIUuTOpHs (3aluinaeMoe
MOMEIIEHUE) Ui NPOBEACHHS Y4eOHBIX 3aHATHI, B XOA€ KOTOPBIX /10 OOYYaroIIMUXCS JTOBOJIUTCS
uHpOpMaLKs OTPAaHUYCHHOTO JIOCTYIA, HE COJEprKallas CBEJACHUN, COCTABIISIOMINX TOCYAAPCTBEHHYIO
TallHy

CrennanbHO 000pyHIOBaHHBIE KaOWHETHI (KIACCHl, AyIUTOPHH) - CIHEIHallbHas OubImoreka
(OubnuoTeka aUTEpaTyphl OrPAaHUYEHHOIO JOCTYyIMa), MpeHa3HauYeHHas JUId XpaHeHHUsI U o0ecrieueHus
UCTIONIb30BaHUsI B 00pa30BaTEIbHOM TIPOIECCE HOPMATHUBHBIX M METOJUMYCCKUX JTOKYMEHTOB
OTPaHUYEHHOTO JIOCTYTIA.

ayn., | Ha3Banme ayauropum, [lepedeHb OCHOBHOTO HCIIOJIB3YEMOTO 000PYAOBaAHUS
nab. | mabGopaTopun

457 | JlaGoparopust cereii u | 11 paboumx ™ect Ha 0a3e BBIYUCIUTEIBHOW TEXHHKH C
3 CUCTEM nepenavyu | mogkiaoYeHneM K cetu "MHTepHeT" U JOCTYIOM B DIIEKTPOHHYIO
KopI. | mHpOpMaIH nH(OPMATMOHHO-00pa30BaTEIHLHYIO cpeny OpraHu3aIny;
MPOEKTOP, DOKpaH Ha TpPEHOore;, CTEHAbl CeTe mepeaayu
nH(OpMAIMK C KOMMYTAaIlMel TMaKeTOB M KOMMYTAlMel KaHAJIOB
(mapripytusaropsr Cisco 881, xkommyraropsr Cisco Catalist 2960),
AMYJISITOPOM (AMYJIATOpPAMH) aKTHBHOTO CETEBOTO O0OpYIOBaHUS
(ITO CPT, IIO GNS), oOyuaromiee mnporpaMMHOE oOOecreyeHue
[10 Putty nuis ynpasieHust ceTeBbIM 000py10BaHUEM, JIP.

485 | JlaGopaTopus 11 pabounx Mect Ha 0a3e BBIYHUCIUTEIBPHOM TEXHHUKH C
3 TEXHUYECKOM  3allWThl | MOJAKIOYeHHEM K ceTd "VHTepHeT" M IOCTYIOM B 3JIEKTPOHHYIO
KOpII. | H”HPOpMALUU UHGOPMAaIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3aIumy;

MIPOEKTOP, SKPaH Ha TPEHOTE, CIICIIUATM3UPOBAHHOE 000PY/IOBaHHE
Mo 3amuTe MHQOPMAIMM OT YTEUKH IO aKyCTHUECKOMY KaHaly,
KaHaIy TOOOYHBIX JJIEKTPOMArHUTHBIX M3IIyYEHHH W HABOJIOK,
TEXHUYECKHE CpeACcTBa KOHTPOJs 3(P(PEKTUBHOCTH  3aIIUTHI
nH(POPMAIMY OT YTEUKH MO YKa3aHHBIM KaHaJaM

485 | Jlaboparopus 11 pabGoumx wmect Ha 0a3e BBIYMCITUTENBHON TEXHUKHU C
3 IIPOTrpaMMHO- MoJKItoueHueM K cetd "VHTepHeT" M JOCTYNOM B 3JEKTPOHHYIO
KOPII. | almapaTtHeIX  CPeICTB | MHPOPMALMOHHO-00pa30BaTEeNbHYIO cpeny OpraHu3aIumy;
obecrieyeHus MPOEKTOP, JKpPaH Ha TPEHOTe, aHTUBUPYCHBIE IPOrPaMMHEIE
MH(OPMAaIMOHHOM KOMILJIEKCHI, anmaparHble CpeicTBa ayTeHTU(UKALUU
0€301MacHOCTH MOJTb30BATENsl, IMPOTPAMMHO-AIAPATHBIE KOMILIEKCHl 3alllUThI

nH(popManuY, BKIIOYAIOIINE B TOM YHCIE KpUOTOrpaduyueckue
cpeanctBa  3aumThl  uHGopmauuu  (AIIKII  «KonTuHeHTY,
ITAK VIPNet Coordinator, Secret Net Studio), Crenp
“Ilu¢poBanpHbie  Kpumnrorpaguueckue  cpencrsa’,  CreHa
“Kpunronunto3sr”’, Crena “bnoku HCTOYHHUKOB PE3EpPBHOIO
MMUTaHHS Crenn “CucTeMsl TEJICBU3UOHHOTO
BUJICOHAOMIOACHUS ', CTEHIBl JUISI UW3YYEHHUs TMPOBOJIHBIX U
OEeCTIPOBOHBIX KOMITBIOTEPHBIX CETEH, BKIFOUAIOIINE a00OHEHTCKHE
YCTPOMCTBA, KOMMYTATOPbI, MAPUIPYTU3aTOPhl, CPEICTBA aHATIU3A
ceTeBoro Tpaduka, MEKCETEBBbIE dKPaHbBI, CUCTEMbI OOHAPYKECHUSI
atak (VIPNet IDS, ITTAK COB), MexceTeBble 2KpaHbl, ammapaTHO-
MpOrpaMMHBIE CpEACTBAa YIPABJICHUS JOCTYIIOM K JaHHBIM,
nmdposanus (KPUIITO ITPO), np.
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CHEIHAIBEHO
000pyIOBaHHBIC
KaOMHETHI (kmacchl,
ayJIUTOPHH)
HH(pOpPMATHKH,
TEXHOJIOTUM W METOJ0B
IPOrpaMMHUPOBAHUS

11 pabGoumx wmecT Ha ©Oa3e BBIYUCIUTEIBHOM TEXHUKH C
MoJKIroYeHneM K cetu "MHTepHeT" W JOCTYyNOM B 3JIEKTPOHHYIO
nH(}OPMAaLIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3allNy;
MPOEKTOP, DJKpaH Ha TPEHOTe, CETeBBIM  IMPOTPAMMHBIM
obecrieueHreM, 00yJaromyM MPOrPaMMHBIM 00eCTIeueHUEeM
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ABTOp(bI) padoueii mporpammel AucuumimHbl: Arynosa H.C., bykun JI.A., nouent Llentpa
HOJArOTOBKH CHELMAIMCTOB B cepe MHPOPMALMOHHOM 0€3011aCHOCTH U IPOTUBOAEHCTBUS
TEXHUUYECKHUM CPEJICTBAM pa3Beaku, 3apyouH M.A., HauanbHUK LleHTpa NOArOTOBKY CHELMAIUCTOB B
cdepe MHPOPMAIMOHHON O€30I1aCHOCTH U MPOTUBOICHCTBUS TEXHUYECKUM CPEACTBAM Pa3BEIKU.

IIporpamma paccMOTpeHa U yTBEpKICHA Ha 3acefaHuu LleHTpa MoAroTOBKY CIIEHATINCTOB B cdepe
MH(POPMALMOHHOM 6€30M1aCHOCTH U MPOTUBOAEHCTBHSI TEXHUYECKUM CPEACTBAM Pa3BEIKU

« » 20 1., npoTokoa Ne

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne OT « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne 0T « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oGHOBIIEHA

npoTtokoi 3acenanus Llentpa Ne OT « » 20 1.
CornacoBaHo:

PykoBonutens OI1 E.B. MenpHuKOBa

(moamnuce)




