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1. Henu ocBOeHMS TN CHUIITTHHBI

Lenbto wuzydeHuss aucHUIUIMHBI «OCHOBBI yHOpaBieHUs HH(DOPMALMOHHONW O€30MacCHOCTHIOM
SIBIISIIOTCS TIOJTy4€HUE HEOOXOAMMBIX 3HAHWW O MPUHIMIAX U METOJaX, HHCTPYMEHTAIbHBIX CPENICTB,
HOPMATUBHBIX JOKYMEHTaX pEryjsTopax, I[O3BOJSIONIMX YCHEIIHO YMpaBiIsaTh HHGOPMalMOHHON
0€30MacHOCTh OPTaHU3AINU B YCIOBHSIX aKTUBHOTO UCTIOIB30BAaHUS MH(POPMAITMOHHBIX TEXHOJIOTHA.

2. MecTo ACUMILIUHBI B cTpYKType OIT

Hacrosmas nucummmbaa b1.0.35 «OcHoBBI ynpaBiieHHs: WH(POPMAIMOHHON 0€301MacCHOCTHIOY
OTHOCHUTCSI K 00sI3aTeNIbHON 4acTh ydeOHOro IutaHa, m3ydaercss Ha 4-M kypce B 7 cemectpe. Kype
OMHpaeTCsl Ha ClenyrlIue Kypchl: «OpraHu3alMOHHOE M MpPaBOBOE oOecreueHue MH(OpPMAIMOHHON
Oe3omacHOCTH, «[IporpaMMHO-anmapaTHbeie CpeaICcTBa 3amUThl HHGOpManuu» U «METOIBI U CpPe/ICTBA
KpUTNITOTpaprIecKOi 3auThl HH()OpMAITUN.

3. [InanupyemMble pe3yJbTaThl 00yUeHHs 0 TUCHHUILINHE

3.1. Komnerenuuu, popMHPOBAHNIO KOTOPBIX CIIOCOOCTBYET AUCHUIINHA

ITpu ocBOEHUHU TUCHMITIMHBI (HOPMUPYIOTCS ClIeAyIOLIMe KoMreTeHIMU B cooTBeTcTBUU ¢ PI'OC
BO no nanHOMY HaIpaBIeHHUIO IOATOTOBKH:

a) obmenpodeccuonansueie (OI1K):

OIIK-1 Cmocoben oueHuBaTh poib HHGOpMAIMH, WHPOPMALMOHHBIX TEXHOIOTHH U
uH(pOpMallMOHHONW 0e30ImacHOCTH B COBPEMEHHOM OOIIECTBE, WX 3HadeHHWe i oOecreueHus
00BEKTUBHBIX MOTPEOHOCTEN JTMYHOCTH, OOIIECTBA U TOCYAapCTBA

OIIK-5 CnocoGeH npuMeHSTh HOPMAaTHBHBIE MPABOBbIE AaKTbl, HOPMAaTUBHbIE MU METOIUYECKHE
JOKYMEHTBI, PErJIAaMEHTHUPYIOIINE JEATENLHOCTD 110 3aIuTe HHPopManuu B chepe mpodeccnoHanbHON
JeSITeIbHOCTH

OIIK-8 CnocobeH OCYIIeCTBIATh MOA00Op, HM3y4eHHE U OO0OOIICHHWE HAayJYHO-TEXHUICCKOU
JUTEPATypbl, HOPMATUBHBIX U METOJUUYECKUX TOKYMEHTOB B LIEJISIX PEIEeHUs 3a7a4y NpodecCuOHATbHON
JeSITeTbHOCTH

OIIK-10 CrnocobeH B KayecTBE TEXHHYECKOIO CIELUUAIUCTa MpPUHUMATh y4yacTue B
(GOpMHpPOBAaHUN TIONUTUKA WHPOPMALMOHHOW OE30MacHOCTH, OpPTaHW30BBIBATH M IOJAJEPKHBATH
BBIIIOJIHEHHE KOMIUIEKCa Mep M0 o0ecnedyeHu0 HHQPOPMALMOHHOM O€30MacHOCTH, YIPAaBIATH
MPOIIECCOM MX pea3aliii Ha 00bEKTE 3aIIUTHI

OIIK-12 Cnoco0eH npoBOIUTh MOATOTOBKY MCXOJHBIX JaHHBIX JJIS1 HPOEKTUPOBAHUS MOJICUCTEM,
CpeAcTB o0ecredeHus 3amuThl HMHQOpPMAMKM ¥ I TEXHUKO-DKOHOMHYECKOTO OOOCHOBaHUS
COOTBETCTBYIOLIUX MPOSKTHBIX PELICHUN

OIIK-1.1 Cnocoben pa3pabaTbiBaTh M pPEATU30BbIBATh IMOJUTUKU YIPABICHUS JOCTYIIOM B
KOMITBIOTEPHBIX CUCTEMAX.

3.2. llepeyeHb NJAHHPYEMBIX Pe3yJbTATOB O0y4YeHUS] MO JAMCHUILUIMHE, COOTHECEHHBIX C
MHIMKATOPAMU A0CTHKeHUs (POPMHUPYeMbIX KOMIIeTeH Ml
B pesynbrare ocBOGHUS TUCIUILTUHBI 00YYaIOLIHiCs JOIKEH:

3HATh:
— OCHOBHBIE Yrpo3bl 0Oe3omacHOCTH HMH(POpPMAMM W MOJEIU  Hapymurens oO0BbeKTa
nH(pOpMaTU3aLINN;

— eI M 3aJjauyd yOpaBieHUs HH(POPMAIMOHHOW 0€30MacHOCThIO, OCHOBHBIE JOKYMEHTHI IO
CTaHJAPTHU3AINH B chepe yrnpaBieHus HHPOPMAIIMOHHOH 0€301MacHOCTHIO;

— nOpuHIUNBl  (QOPMHUPOBAHUS  TMOJUTHKH  MH()OPMAIMOHHOW  0€30MacHOCTH  OOBEKTa
nH(popMaTH3aImy;
YMerTs:
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— pa3pabarbeIBaTh MOJEIH YIPO3 U MOJIEIHN HApYLIUTEIIs 00beKTa HHPOPMaTU3ALUH;

— OLIEHUBaTh HH(OPMAIIMOHHbBIE PUCKU 00BEKTa MH(OPMATH3ALINH;

— 00OCHOBBIBaTh PEUICHUS, CBA3aHHBIC C PeaH3alell MPaBOBBIX HOPM IO 3alIUTe WH(POPMAIUY B
npezenax J0KHOCTHBIX 003aHHOCTEH.
Wwmetsb npakTuyeckuii onbiT/MIMeTh HaBBIKH:

— NIPUHUUIAMU U METOJaMHM IUTAHUPOBaHUS, (PYHKIIMOHUPOBAHUS CUCTEMBI 3aIlUThl HMHPOPMALIUY;

— CYUIHOCTBIO M COJIEpYKaHHEM KOHTPOJIA (PYHKIMOHHPOBAHHS KOMIUICKCHOW CHUCTEMbI 3allUTHI
uHpOpMaLIUH.

4. O0beM U coiepKaHMe TN CHUTITIHHBI

OO0beM IUCHMIUIMHBI COCTABJISET [ 3aYeTHBIX eauHuil (252 akaaeMHYecKuX daca), B T.d.
BBINIOJIHEHHE KYpPCOBOW paboThl — 36 akageMH4YecKMX 4acoB, mpakTuyeckas noaroroska (ITI1) — 6
aKaJICMHYECKUX YacoB B OYHOU (hopme.

4.1. Conep:xkaHue AUCHUILVIMHBI 10 pa3genamM (TeMaMm), COOTHECEHHOe C BHJIAMH U
TPYI0EMKOCTHI0 3aHATHM JIEKIIMOHHO-CEMHHAPCKOI0 THIIA

OO0beM MHOW KOHTAKTHOM pabOThl M CaMOCTOSITENBHON pabOThl 00YYaIOUIErocs Mo IUCIUILINHE
yKa3aH B y4eOHOM IJIaHEe 00pa30BaTEIIbHON TIPOTPaMMBI.

Ne Buaer 3ansaThii, ux @DOpMBI TEKYILETO
/1 Paznensr (Tembn) = 00BEM (B ak.qacax, 1o KOHTPOJISI YCTIEBAEMOCTH (110
JIACIUATUINHBI 3 0o4yHOH hopme 00ydeHus) ouHOH popMme 0OyUdeHN)
O-E) 3ansTus ansaTus
© JeKIHOH- cemmHap- MDOpMBI IPOMEKYTOUHOM
HOI'O THIIA CKOT'O THIIa arTecTaluu

1. BBOIHEBIH. Bgenenue B 7 2 BxongHasg DuarHocTUka: TECT C

POOJIEMaTUKY JUCIIMILIUHBI, MOCIIEYIONMM  00CyKICHUEM
npeJcTaBieHue paboueii pe3yIbTaTOB.
MIPOTPaMMBI, OCMBICIICHUE Crncox BOTIPOCOB,
TpeOoBaHMIA K OpraHM3aINN WHTEPECYIOIINX CTyJeHTa IO
nporiecca o0y4eHus, COJICPIKAHUIO JUCIIUILTAHBI
camocTosTeTbHOH paboTel U opm (cmaercs B MICbMEHHOM BUJIE)
aTTecTalun

2. | Comepkanue W 3ajaud mpoiiecca 7 2 2 OO6cyxeHue pe3yJIbTaToOB
YIIpaBICHUS UHPOPMAITUOHHON MPAKTHYECKOMN paboThI
0€301acHOCTBIO o0BbeKTa
nH(pOpPMAaTH3AIUH. Cucrema
YIpaBJICHHUS HHGOPMAIUOHHOM
oesomacHocteto  (MUB)  oObekra
nH(OPMaTH3AIUH.

3. | Cranmapruzanus B chepe 7 2 2 Ob6cyxnenue pe3yIbTaToB
ynpasnenuss Wb (Ha  ocHoBe MPAKTHYECKON paboTsI
MEXTyHapOTHBIX CTaHJIapPTOB
ISO/IEC 17799, ISO/IEC 27002,

ISO/IEC 27001, ISO/IEC 15408).

4. | Kommiekc METOAOB W  CPEICTB 7 2 2 OO6cyxaenne pe3yIbTaToOB
3amuUThl UHGOPMAIMH KaKk OOBEKT MPAKTHYECKON paboThI
ynpasnenus 1b.

5. | Ha3snauenue u coJiepiKaHue 7 2 2 O06cyxeHne pe3yIbTaTOB
noymtuku b opranuzanuu B 11e51oMm, MIPaKTHIECKOH paboThI
€ro CTPYKTYPHBIX TOJpa3jclicHui,
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YacTHBIX IOJUTHK 0E30MacHOCTH.
Cpencrsa ux peanu3alim.

6. | Moxenr HapymmTens —IOJUTHKH 7 2 2 O06cyxnenue pe3yIbTaTOB
Oe3onacHocTH. THUNHWYHBIE YrPO3BI NPaKTUIECKOH PabOTHI
nHpOpMaLUH u YSI3BUMOCTH
KOPIIOPaTUBHBIX HMH(OPMALIMOHHBIX
CHCTEM.

7. |Uemn w 3agauyu  ympaBJICHUS 7 2 2 OO6cyxenue pe3yIbTaToOB
MHIAICHTAMHU ub. Cucremsl MPaKTHIECKON PabOTHI
ynpasinenus nanuaearamu Ub.

8. | Drampl  mpomecca  ympaBiICHHS 7 2 2 Ob6cyxnenue pe3yabpTaToB
naimaentamun b,  OOHapyxeHwue, NPaKTUIECKOH PabOTHI
00paboTka COOBITHI U pearupoBaHUe
Ha coObITHA 1 uHIKUAeHTE UB.

9. | Ynpasnenue HEIPEPBHIBHOCTHIO 7 2 Ob6cyxnenue pe3yabTaToB
JeSITENIbHOCTH OPraHU3aIHH. MIPAKTUYECKOH PabOTHI

10. | CucteMbl 3amuTBl OT BHYTPEHHHUX 7 2 2 O6cyxnenue pe3yIbTaToOB
yrpo3. NPaKTUIECKOH PabdOTHI

11. | OGecnieyeHre ynpaBiCHUS PHUCKaMH 7 2 2 Ob6cyxnenue pe3yabTaToB
nH(OPMAITMOHHON  0E30IMacHOCTH. MIPaKTHIECKOH paboThI
Cocrasnsromiye yIpaBJICHUS
PHUCKaMH.

12. | YcraHoBneHue KOHTEKCTa 7 2 2 OO6cyxeHue pe3yIbTaToOB
ynpasneHust puckamu HMb. Onenka NPaKTUYECKOH PabOTHI
puckos UBb.

13. | Ha3nauenwue, meiau ¥ BUABI ayauTa 7 2 2 OO6cyxaenue pe3yIbTaTOB
UB. Tpeboanus k ayauty UB, MPAKTHYECKOM paboThI
0co0eHHOCTH B3aUMOJEHCTBUS
MEX]y ayZIUTOPOM M 3aKa3UHKOM.

14. | Crangaptusanuss B cdepe ayaura 7 2 OO6cyxaenue pe3yIbTaTOB
Ub. MPAKTHYECKON paboThI

15. | Conepxanue u OpraHH3aLHA 7 2 2 Ob6cyxnenue pE3yIBTaTOB
npouecca ayaura Ub. NPaKTUIECKOH PadOTHI

16. | OtuerHbIe JTIOKYMEHTBI () 7 2 2 O6cyxnenue pe3yabTaToOB
pe3ysbpTaTaM ayJauTa. NPaKTHYECKOH PadOTHI

17. | BeimomHeHWe  peKOMEHAANWH  I10 7 2 OO6cyxeHnue pe3ynbTaToOB
uroram rnposejeHus ayaura Ub. MIPaKTUIECKON pabOThI

HUtoro 3a cemectp: 32 30 OKk3ameH

Wroro no nucuumiinge: 32 30 Kypcosas pabora

4.2. PazBepHyTO€ ONMUCAHME CO/IeP:KAHNS TUCHUIJIMHBI O pa3aejaM (TeMaMm)

Conmepxanve W 3ajaud  mpolecca YOpaBieHHUs HHPOPMAMOHHOW 0€30macHOCThIO  00BEKTa
uHpopmaruzauun. Cuctema ynpasineHuss uHbopManuoHHol Oe3onmacHocthio  (MB)  oObekra
uHpopmaruzanun. Ctangaptuzanus B chepe ynpasinenuss b (Ha ocHOBe MeXIyHapOIHBIX CTaHAAPTOB
ISO/IEC 17799, ISO/IEC 27002, ISO/IEC 27001, ISO/IEC 15408). KoMmmuiekc MeTOIOB M CpPEACTB
3alUThl MHQOpMAIK Kak 00beKT ynpasienus Ub.

Ha3nauenne u conepxanve nonmuTuky b opraHuzanuy B L€JIOM, €ro CTPYKTYPHBIX MOJpa3JIeiIeHUH,
YacTHBIX MOJUTHK Oe3zomacHocTu. CpenacrBa ux peanuzanuu. MoJenb HApYIMIMTENS MOJUTHKH
6e3onacHocTH. TunuyHble yrpo3bl MHGOpPMALMU M YSI3BUMOCTH KOPIOPATUBHBIX HMH(OPMAILMOHHBIX
CUCTEM.
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[Menn u 3amaun ynpasieHuss uHuugeHtamu Kb, Cucremsl ynpasnenus uHumzaeHtamu Hb. Otamnbl
npouecca ynpasieHuss uHuuaentamu Wb. O6napykenue, oOpaboTka cOOBITUH M pearupoBaHHE Ha
coObiTUsl U uMHUUAEHTH MbB. YipaBneHue HenpepbIBHOCTBIO AESATENBHOCTH OpraHu3anuu. CHCTEMbI
3aIUTHI OT BHYTPEHHUX YIPO3.

Obecneuenne ymnpamieHusi puckamu HH(popmarmonHol Oe3omacHOCTH. COCTaBIAIONIUME YHPABICHUS
pucKaMHu. Y CTaHOBJIEHUE KOHTEKCTa ynpasieHus puckamu Mb. Onenka puckos Ub.

Haznauenue, nenu u Bunsl ayaura Ub. Tpebosanus k ayauty Mb, ocobenHOCTH B3auMOIeCTBUS
MEXy ayAUTOpoM U 3akazunkoM. Ctangapruzauus B chepe aynura Ub. Coaepxannie u opranuszanus
npouecca ayauta Mb. OTueTHbIe TOKYMEHTHI 110 pe3ysibTaTaM ayauTa. BelnojiHeHre peKOMeH1alluid 1o
urToram Iposenenus ayaura Ub.

5. O6pa3oBare/ibHbIE TEXHOJIOTHHU
Opranmnzanus yq4eOHOTO MpoIecca OCyIEeCTBIsETCS B (hopMe JIEKIui, 1a00paTOPHBIX 3aHATHIA U
WHAUBUAYAIbHON CaMOCTOATEIbHOU PabOThI CTYIEHTOB.
Y4eOHsIii nmporecce o quciuruimae «OCHOBBI yIpaBiieHUsT THPOPMAITMOHHOHN 0€3011acCHOCTHI0» OCHOBaH
Ha MCIOJIb30BAaHUH CIEAYIOIINX WHHOBAIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTHH:

1. TexHomorus npo6eMHOro 00y4eHHsI — OCHOBHBIE TEMBI Kypca Ha JIEKIUAX U J1a00paTOPHBIX
3aHATUSAX PACKPBIBAIOTCS Yepe3 MOCTAaHOBKY U MOCIEAYIOIIEe pa3pelieHne MpoOIeMbl CO3/1aHus
QITOPUTMA PEIICHUS 33/1a4H U €€ pa3pelieHne B BUIE QYHKIMOHUPYIOMIEH IPOTPaMMBL.

2. TexHoOrHUs TECTOBOIO KOHTPOJISI KaueCTBa 00pa30BaHUsI — B IPOIECCE U 0 3aBEPIICHUU
TEOPETUUECKOr0 00YUEHHUS BBIIOJIHAETCS KOMIIBIOTEPHOE TECTUPOBAHUE.

3. NH}popManmoHHO-KOMIBIOTEPHBIE TEXHOIOTUN — IPUMEHSIOTCS IIPH BHINOJIHEHUH
1ab0paTOPHBIX pabOT, CAMOCTOSITEILHOM BHEAYTUTOPHON TTOJATOTOBKE B BUJIE
CaMOTECTUPOBAHUS 110 ceTH Internet U MCMOIB30BaHMSI YU€OHBIX MaTepHaIOB B AJIEKTPOHHON
dbopwme.

4. TexHOJOrus CMEIaHHOTO O0YYEHHSI.

6. YueOHO-MeTOAMYeCKOe 00ecneYeHne CaMOCTOSITeIbHOM padoThl 00y4aroLIUXCst
Metoauka rpernogaBaHus y9eOHOH TUCIUILTIHBI PEIIaeT CIIeTyIONe OCHOBHBIC 3a1auH:
— ofpeenseT 3a1a41 00yueHHsl CTYICHTOB 10 AUCLUIUIIHE;
— Hay4HO OOOCHOBBIBAaET COJEpKaHWE YYEOHON MpOrpamMMbl, HaMEYaeT IOCIEeI0BaTEIbHOCTh €¢
U3y4EHHsI B KOMIUIEKCE C JIPYTUMH TUCIHILTHHAMHY;
— ofpeieNeT MyTH pean3aluyl MPUHIUIIOB 00Y4YEHUs MPH U3YYSCHUH JUCLHUILINHBI, (POPMBI U METO/IbI
00yJeHUs;
— BeIpabaThIBaeT TpeOOBaHUS K METOJMUECKON MOJArOTOBKE MpernoiaBaTesei;
— U3y4yaeT UCTOPUIO METOJUKH MPETOAaBaHuUs AUCIUILTHHBI;
— BHEJIPSIET MIEPE0BOM OMBIT 00YICHUS;
— BeIpabaThIBaET PEKOMEH/IAINH TI0 BOCITUTAHUIO 00yYaeMbIX B IPOIIECCEe U3YICHUS TUCIUILTHHBI.
B cooTBeTcTBHM € 3TUMU 337jayaMM OCYIIECTBISIETCS 0TOOP HAYYHOTO MaTepHaia, ero CUCTeMaTU3aIus
U riepepaboTKa B HHTEpEcax pa3BUTHS M COBEPIICHCTBOBAHUS COACPKaHUS YIeOHOW AUCIIUTUINHBL.
Metoauka pazpaboTaHa MPUMEHUTENBHO K YTBEP)KICHHOH paboueil mporpaMme Ui CTYIEHTOB C
ygeToM TpeboBaHui ['oCymapcTBEHHOTO0 00pa30BaTENBHOIO CTaHAApTa BBICHIETO OOpa3OBaHUS TIO
Hanpasienuto noarorosku 10.03.01 «MupopmarronHast 6€301MacHOCThY, M BOOPYXKAeT MpernoiaBaTeneil
HEOOXOJMMBIMU 3HAHUSIMH, CIIOCOOCTBYET WX BHEAPCHHIO B MPAKTHKY OOydYeHHS] M BOCIHTAHHS
CTY/ICHTOB.
Bri6op MeTomoB mpoBeneHUs 3aHATHH OOYCIOBJICH YYEOHBIMU IICJISIMH, COJECpPKAaHUEM Y4eOHOTO
MarepHaia, BpeMEHEM, OTBOJUMBIM Ha 3aHSATHSL.



OcHoBHas npodeccuoHanbHas o0pazoBareibHas MporpaMMa
10.03.01 UudopmanmonHast 6€30MacHOCTb
(Be3omacHOCTh KOMIIBIOTEPHBIX CUCTEM
(o otpacnu i B chepe npodeccrnoHaIbHOMN NeSITEeTPHOCTH))

Ha 3aHATHSAX B TECHOM COYETAaHUU IPUMEHSIETCS HECKOJIBKO METO/OB, OJUH M3 KOTOPBIX BBICTYIAET
BeyliuM. OH ompeAeseT IOCTPOCHUE U BUJL 3aHATU.
Ha nexumsx m3nararoTcs JUIIb OCHOBHBIE, MMEIOIINE MPUHIUIHAIBHOE 3HaUeHUE U HanboJiee TpyTHbIe
JUIsl TOHMMAaHUS U YCBOCHHS TEOPETUUYECKUE U IPAKTUYECKHE BOITPOCHI.
TeopeTnuecknue 3HaHUS, MOJIYYEHHbIE CTYACHTAMU Ha JIEKUHAX U IIPU CaMOCTOSITEJIbBHOM H3y4eHUU
Kypca o JUTepaTypHbIM UCTOUYHUKAM, 3aKPEIUISIOTCS MIPH BBIOJIHEHUH JTAOOPATOPHBIX padoT.
[{ensimMu IpoBeieHUs] TPAKTUUECKUX PAOOT ABIISAIOTCA:
— npuoOpeTeHne MPaKTHYECKHX HAaBBIKOB  YIpaBJICHUS HHPOPMAIIMOHHOM O€30MacHOCThIO B
OpraHu3aluy,
— KOHTPOJIb CAaMOCTOSTEILHON PadOTHI CTYICHTOB IO OCBOCHHUIO KYypCa;
— oOy4deHure HaBbIKaM MPOGECCHOHATBHON AeSITENEHOCTH.
[lenu nmpakTU4eckux paboT JOCTUTAOTCS HAWIY4IIMM 00pa3oM B TOM Cllydyae, €Ciu UM IPeILIeCTBYET
ompezeNieHHasl TOJArOTOBUTENbHAS BHeayauTopHas padora. [losToMmy mpemnonaBarens 00si3aH JOBECTH
JI0 BCEX CTYACHTOB Tpa(MK BBIMOJIHEHUS MPAKTHYECKHX pabOT C TeM, YTOOBI OHM MOTJIHM 3aHHUMATHCS
I[eJICHAIIPaBICHHON CaMOCTOATEIbHOM paboTOM.
Pabotbl pekoMeHayeTCs BBINOIHATH B TOM MOCIEI0BATENIHOCTH, B KOTOPOM OHU HAIMCAHBI, TIOTOMY YTO
B HEKOTOPBIX pabOTax MCIOJb3YIOTCS AIEMEHTHI, MOJIy4eHHbIE B IPEAbLAYIIEH paboTe.
Ha 3aHATHSAX CO CTyIeHTaMu IOJDKHBI HIMPOKO HMCIOJB30BAThCS pa3HOOOpasHbIe cpencTBa OOydeHWUs,
crocoOcTBytoME OoJiee MOTHOMY W MPAaBUILHOMY MOHUMAHHUIO TEMbI JIEKIHUU WM MPAKTHYECKOTO
3aHSTHS, @ TAKXKe BbIpaOOTKE MPAaKTUYECKUX HaBbIKOB 1o padote ¢ [1I10.
K cpencrBam oOyueHus CTyIEHTOB OTHOCSATCS:

— peub IpenojaBaTes;

— TEXHHYECKHE CPE/ICTBA O0yUYEHUS: IEPCOHANbHBIE KOMIBIOTEPHI C YCTAHOBIEHHBIM MTPUKIAIHBIM

MIPOrpaMMHBIM 00€eCIIeYeHUEM;
— y4eOHUKH, yueOHbIE TOCOOHS, JIEKIIMU B SJIEKTPOHHOM BHJIE.
[TonHOCTBIO BECh METOJMYECKUH Marepuan MO OOECIEYeHUI0 CaMOCTOSATENBHOM pPabOThI

cTyneHnToB npuBoautcs B [Ipunoxxenun 1 x PII.

7. XapakTepUCTHKA OLICHOYHBIX CPeICTB /UIA TeKyllero KOHTPOJISI YCIeBAeMOCTH H
NPOMEKYTOYHOM aTTecTANMU 00y4YAI0IIMXCS 110 JMCHHUILIMHE
JUis KOHTpOJS YCBOGHMS Marepualia JUCHUIUIMHBI «OCHOBBI yIpaBlIeHHUS HH(POPMAIIMOHHOM
0€30I1aCHOCTHIO» MPENYCMOTPEH TEKYIIUI U MPOMEXYTOUHbIM KOHTPOJb. TeKyIuii KOHTPOJIb OCHOBAH
Ha aHalM3€ pe3yJbTaTOB BBHIMOJIHEHMUSI MPAKTHUYECKUX paboOT U cobeceoBaHMM IO HMX TEMaM.
ITpoMexKyTOUHBII KOHTPOJIb 3aKIIIOYAETCS B CJa4€ dK3aMeHa 110 AUCLUIIINHE.
Jlns npoBeneHus 3a4€TOB (9K3aMEHOB) B MMCbMEHHOM WK TeCTOBOM (hopme pa3pabaThiBaeTcs NepeueHb
BOIIPOCOB, YTBEP)KIAEMbIi 3aBeyIoIMM Kadeapoil. B nmepeueHb BKIIOYAIOTCS BOIPOCHI U3 Pa3IMYHBIX
pa3zenioB Kypca, MO3BOJISIIOIINE MPOBEPUTh U OLIEHUTh TEOPETHYECKHE 3HAHMS CTYIEHTOB U yMEHHE
IPUMEHSTH UX JUIS PELICHUS] IPAKTUYECKUX 3a]1a4.
3ader (PK3aMeH) B MHCHbMEHHOW (OpMe TPOBOAMTCS OJHOBPEMEHHO IS BCEX CTYACHTOB
aKaJeMU4ecKol rpynnbl. Bpems BBINOJIHEHUS 3aJaHus COCTaBJIsIET HE Oojiee OJTHOrO aKaJeMHYECKOTO
yaca.
[Tpu mpoBeneHuu 3avera (9K3aMeHa) B MUCbMEHHON (hopMe OlLleHKa BBICTABIIIETCS HA OCHOBE MPaBUII,
OPUHATBIX Kadeapoil, KOTOopble [OJDKHBI OBbITh COOOLIEHBI CTyJEHTaM J0 Hayaja 3a4eTHOM
(9K3aMEHAIIMOHHOW) CECCHUH.
AHaJOrMYHbIe PaBUIa MOTYT OBbITh 3aJI0’KEHBI B IPOTPaMMbl KOMIIBIOTEPHOT'O TECTUPOBAHUSI.
[lpyu koHTpOJe 3HAaHMM B YCTHOWH (QopMe NpernonaBaTeNb HCIOIb3YET METOJA WHAWBUIYAIBHOTO
cobeceroBaHusI, B X0€ KOTOPOTO 00CYKIAET CO CTYICHTOM OJIMH HJIM HECKOJILKO BOITPOCOB M3 y4eOHOM
nporpamMmsbl. [Ipu HE00XOAUMOCTH MOTYT OBITH NMPEATIOKEHbI JAONOJHHUTENbHBIE BOIPOCHI, 33aMadud U
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npuMepsl. [1o OKOHYaHWUU OTBETa HA BOIPOCHI MIPEIOAABATENh OOBSIBISICT CTYICHTY PEe3yabTaThl CIaYu
3auera (IK3aMeHa).

8. YueOHo-MeTOo1MYecKOe U MH(OPMAIIMOHHOE o0ecriedeHHe TUCIUTIHHbI
OcHoBHas nuTeparypa:

1. Kosanes, /I. B. Uadopmanuronnas 6e3omacHOCTh : yueOHOe mocodue : [16+] / JI. B. KoBanes,
E. A. bornanoBa ; IOxublii ¢enepanbueiii yHuBepcuter. — PocroB-na-Zlony : IOxubrid
dbenepanbublii yHUBepcuTeT, 2016. — 74 c. : cxeM., TaOII., Wi, — PexuM qocTyna: 1mo mojnucke. —
URL: https://biblioclub.ru/index.php?page=book&id=493175 (nata obpamenus: 04.12.2022). —
bubnuorp. B kH. — ISBN 978-5-9275-2364-1. — TekcT : 37E€KTPOHHBIMN.

2. banure, [1. H. MadopmanmonHas 6e30macHOCTh: yaeOHo-pakTudeckoe mocooue / I1. H. banuisr,
E. K. bapanoBa, A. B. ba6am. — Mocksa : EBpazuiickuii oTkpbIThId HHCTUTYT, 2011. — 375 c. —
Pexum JOCTyIa: o MIOIIUCKE. -
URL.: https://biblioclub.ru/index.php?page=book&id=90539 (nara obpamenus: 04.12.2022). —
ISBN 978-5-374-00301-7. — TeKcT : 3JEKTPOHHBIH.

3. AptemoB, A. B. HWudopmamnmonnas O6e3omacHOCTh: Kypc Jekumii / A. B. ApremoB ;
MexpervuonanbHas akajgeMusi 0€30macHOCTHM W BbDKHMBaHHMS. — Open : MexpernoHajibHas
akajgemusi OesomacHocTd M BbDkHBaHUS, 2014. — 257 c. : Tabn., cxeM. — Pexum mocryna: mo
noanucke. — URL: https://biblioclub.ru/index.php?page=book&id=428605 (nara obpareHus:
04.12.2022). — TeKCT : 3JIeKTPOHHBIIA.

4. Edpemos, 1. B. UndopmanrmoHHbIe TEXHOJIOTHN B cepe Oe30MacHOCTH: MPAKTUKYM : yIeOHOE
nocobue / 1. B. Eppemos, B. A. CosnomnoBa ; OpeHOyprckuii rocy1apcTBeHHbIH YHUBEPCUTET. —
OpenOypr : OpeHOyprckuii rocynapcTBeHHbI yHuBepcuret, 2013. — 116 ¢. — Pexum nocryna:
no moamucke. — URL: https://biblioclub.ru/index.php?page=book&id=259178 (nara obparieHus:
04.12.2022). — TeKcT : AIEeKTPOHHBIN.

JlononHuTenpHas TUTEpaTypa:
1. Moprysos, A. B. Unpopmanmonnas 6e3omacHocTh : ydyeOHO-MeToauueckoe nocodue : [16+] /

A.B. MoprynoB ; HoBocuOupckuii rocyqapCTBEHHbI TEXHMYECKHH YHHMBEPCUTET. —
HoBocubupck : HoBocubupckuii rocyqapcTBeHHbIN TeXHUYECKU yHUBepcureT, 2019. — 83 c. :
WL, TabII. — Pexxum JOCTYyIIa: o MOATIHNCKE. -

URL.: https://biblioclub.ru/index.php?page=book&id=576726 (nata obpamenus: 04.12.2022). —
bubnuorp.: c. 64. — ISBN 978-5-7782-3918-0. — TeKcT : 21€KTPOHHBIH.

Pecypcbl nHpOpMaIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTu «HTepHEeT»:
Cucrema »5IEKTPOHHOM MOJJAEpPKKH oOpa3oBaTenpHOro mporecca «MoH  yHUBEPCUTET»
https://uni.ivanovo.ac.ru

[TpodeccronanbHbie 0a3bl JAHHBIX U HH(POPMAIIIOHHO-CITPABOYHBIE CHCTEMBI:

OBbC «YHuBepcureTckas oubanorexa ommaia»y Www.biblioclub.ru

Onekrponnas oudnanorexa MBI'Y _http://lib.ivanovo.ac.ru

Dnextponnsiii kataror Hb UBI'Y  http://lib.ivanovo.ac.ru/index.php/ek

CIIC «Koncynprantllaroc» http://www.consultant.ru/

[Iporpammuoe obOecniedeHue: omepanuoHHas cuctema Microsoft Windows, maker o¢uCHBIX
nporpamm Microsoft Office u(umu) LibreOffice, unrepuer-Opaysep Microsoft Edge u(umu) Yandex
Browser.

9. MaTepuajibHO-TEXHHYECKOE O0ecrieueHne T CIUUTITUHbI
Y4eOHble ayAUTOPUH:


https://biblioclub.ru/index.php?page=book&id=493175
https://biblioclub.ru/index.php?page=book&id=90539
https://biblioclub.ru/index.php?page=book&id=428605
https://biblioclub.ru/index.php?page=book&id=259178
https://biblioclub.ru/index.php?page=book&id=576726
https://uni.ivanovo.ac.ru/
https://uni.ivanovo.ac.ru/
http://www.biblioclub.ru/
http://lib.ivanovo.ac.ru/index.php/ek
http://www.consultant.ru/
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- JUIA TIPOBEJCHUS 3aHATUH JIGKLIMOHHOTO THUNA C KOMILJIEKTOM CIEHHAIM3UPOBAHHONW yueOHOM
MeOenM M TEXHUYECKUMH CpEACTBAaMHM OOYYEHHUs, CIyXallUMH JUIsl [PeloCTaBIeHUs y4eOHOM
uHpopManuu O0JIBIION ayIUTOPHH;

- N7 TpOBEACHUS 3aHATUH CEMUHAPCKOrO THIA, KOHCYNbTALUi, TEKYIIEro KOHTPOJIA M
IPOMEXYTOYHOU aTTECTAIlMHM ¢ KOMIUIEKTOM CHEIMaIM3HPOBAHHON yueOHON MeOeln U TeXHHYECKUMHU
CpeAcTBaMu O0y4YeHHUS.

JlaGopatopusi, ocHaleHHast 1a00paTOPHBIM 000PYIOBaHHEM, KOMILJIEKTOM CIIEIUATU3HPOBAHHON
y4eOHON MeOeNH U TEXHUYECKUMH CPEJICTBAMU 00yUYEHUS.

[ToMemienue A CaMOCTOATENBHOM pabOTHI, OCHAIIEHHOE KOMIUIEKTOM CIIEHUAIN3UPOBAHHON
yueOHOIl Mebenn, KOMITBIOTEPHOM TEXHUKOH ¢ BO3MOKHOCTBIO MOJKIIOUeHHs K cetu «VHTepHeT» H
obecneuenuneM gocryna B QUOC.

JleMoHCcTpanoHHOe 000pYJOBaHUE W Y4eOHO-HAIIAJHBIE MOCOOMsS JUIsl 3aHATHH JIEKIIMOHHOTO
TUNa, 00ECTICYNBAIOIINE TEMATHUECKUE UILTIOCTPAIIUH:
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CrenpanbHO 000pYAOBAaHHBIE KaOWMHETHI (KJIAcChl, ayJUTOPUH) - ayIUuTOpHs (3aluinaeMoe
MOMEIIEHUE) Ui NPOBEACHHS Y4eOHBIX 3aHATHI, B XOA€ KOTOPBIX /10 OOYYaroIIMUXCS JTOBOJIUTCS
uHpOpMaLKs OTPAaHUYCHHOTO JIOCTYIA, HE COJEprKallas CBEJACHUN, COCTABIISIOMINX TOCYAAPCTBEHHYIO
TallHy

CrennanbHO 000pyHIOBaHHBIE KaOWHETHI (KIACCHl, AyIUTOPHH) - CIHEIHallbHas OubImoreka
(OubnuoTeka aUTEpaTyphl OrPAaHUYEHHOIO JOCTYyIMa), MpeHa3HauYeHHas JUId XpaHeHHUsI U o0ecrieueHus
UCTIONIb30BaHUsI B 00pa30BaTEIbHOM TIPOIECCE HOPMATHUBHBIX M METOJUMYCCKUX JTOKYMEHTOB
OTPaHUYEHHOTO JIOCTYTIA.

ayn., | Ha3Banme ayauropum, [lepedeHb OCHOBHOTO HCIIOJIB3YEMOTO 000PYAOBaAHUS
nab. | mabGopaTopun

457 | JlaGoparopust cereii u | 11 paboumx ™ect Ha 0a3e BBIYUCIUTEIBHOW TEXHHKH C
3 CUCTEM nepenavyu | mogkiaoYeHneM K cetu "MHTepHeT" U JOCTYIOM B DIIEKTPOHHYIO
KopI. | mHpOpMaIH nH(OPMATMOHHO-00pa30BaTEIHLHYIO cpeny OpraHu3aIny;
MPOEKTOP, DOKpaH Ha TpPEHOore;, CTEHAbl CeTe mepeaayu
nH(OpMAIMK C KOMMYTAaIlMel TMaKeTOB M KOMMYTAlMel KaHAJIOB
(mapripytusaropsr Cisco 881, xkommyraropsr Cisco Catalist 2960),
AMYJISITOPOM (AMYJIATOpPAMH) aKTHBHOTO CETEBOTO O0OpYIOBaHUS
(ITO CPT, IIO GNS), oOyuaromiee mnporpaMMHOE oOOecreyeHue
[10 Putty nuis ynpasieHust ceTeBbIM 000py10BaHUEM, JIP.

485 | JlaGopaTopus 11 pabounx Mect Ha 0a3e BBIYHUCIUTEIBPHOM TEXHHUKH C
3 TEXHUYECKOM  3allWThl | MOJAKIOYeHHEM K ceTd "VHTepHeT" M IOCTYIOM B 3JIEKTPOHHYIO
KOpII. | H”HPOpMALUU UHGOPMAaIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3aIumy;

MIPOEKTOP, SKPaH Ha TPEHOTE, CIICIIUATM3UPOBAHHOE 000PY/IOBaHHE
Mo 3amuTe MHQOPMAIMM OT YTEUKH IO aKyCTHUECKOMY KaHaly,
KaHaIy TOOOYHBIX JJIEKTPOMArHUTHBIX M3IIyYEHHH W HABOJIOK,
TEXHUYECKHE CpeACcTBa KOHTPOJs 3(P(PEKTUBHOCTH  3aIIUTHI
nH(POPMAIMY OT YTEUKH MO YKa3aHHBIM KaHaJaM

485 | Jlaboparopus 11 pabGoumx wmect Ha 0a3e BBIYMCITUTENBHON TEXHUKHU C
3 IIPOTrpaMMHO- MoJKItoueHueM K cetd "VHTepHeT" M JOCTYNOM B 3JEKTPOHHYIO
KOPII. | almapaTtHeIX  CPeICTB | MHPOPMALMOHHO-00pa30BaTEeNbHYIO cpeny OpraHu3aIumy;
obecrieyeHus MPOEKTOP, JKpPaH Ha TPEHOTe, aHTUBUPYCHBIE IPOrPaMMHEIE
MH(OPMAaIMOHHOM KOMILJIEKCHI, anmaparHble CpeicTBa ayTeHTU(UKALUU
0€301MacHOCTH MOJTb30BATENsl, IMPOTPAMMHO-AIAPATHBIE KOMILIEKCHl 3alllUThI

nH(popManuY, BKIIOYAIOIINE B TOM YHCIE KpUOTOrpaduyueckue
cpeanctBa  3aumThl  uHGopmauuu  (AIIKII  «KonTuHeHTY,
ITAK VIPNet Coordinator, Secret Net Studio), Crenp
“Ilu¢poBanpHbie  Kpumnrorpaguueckue  cpencrsa’,  CreHa
“Kpunronunto3sr”’, Crena “bnoku HCTOYHHUKOB PE3EpPBHOIO
MMUTaHHS Crenn “CucTeMsl TEJICBU3UOHHOTO
BUJICOHAOMIOACHUS ', CTEHIBl JUISI UW3YYEHHUs TMPOBOJIHBIX U
OEeCTIPOBOHBIX KOMITBIOTEPHBIX CETEH, BKIFOUAIOIINE a00OHEHTCKHE
YCTPOMCTBA, KOMMYTATOPbI, MAPUIPYTU3aTOPhl, CPEICTBA aHATIU3A
ceTeBoro Tpaduka, MEKCETEBBbIE dKPaHbBI, CUCTEMbI OOHAPYKECHUSI
atak (VIPNet IDS, ITTAK COB), MexceTeBble 2KpaHbl, ammapaTHO-
MpOrpaMMHBIE CpEACTBAa YIPABJICHUS JOCTYIIOM K JaHHBIM,
nmdposanus (KPUIITO ITPO), np.
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CHEIHAIBEHO
000pyIOBaHHBIC
KaOMHETHI (kmacchl,
ayJIUTOPHH)
HH(pOpPMATHKH,
TEXHOJIOTUM W METOJ0B
IPOrpaMMHUPOBAHUS

11 pabGoumx wmecT Ha ©Oa3e BBIYUCIUTEIBHOM TEXHUKH C
MoJKIroYeHneM K cetu "MHTepHeT" W JOCTYyNOM B 3JIEKTPOHHYIO
nH(}OPMAaLIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3allNy;
MPOEKTOP, DJKpaH Ha TPEHOTe, CETeBBIM  IMPOTPAMMHBIM
obecrieueHreM, 00yJaromyM MPOrPaMMHBIM 00eCTIeueHUEeM
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ABTOp(bI) padoueii mporpammel AucuumimHbl: Arynosa H.C., bykun JI.A., nouent Llentpa
HOJArOTOBKH CHELMAIMCTOB B cepe MHPOPMALMOHHOM 0€3011aCHOCTH U IPOTUBOAEHCTBUS
TEXHUUYECKHUM CPEJICTBAM pa3Beaku, 3apyouH M.A., HauanbHUK LleHTpa NOArOTOBKY CHELMAIUCTOB B
cdepe MHPOPMAIMOHHON O€30I1aCHOCTH U MPOTUBOICHCTBUS TEXHUYECKUM CPEACTBAM Pa3BEIKU.

IIporpamma paccMOTpeHa U yTBEpKICHA Ha 3acefaHuu LleHTpa MoAroTOBKY CIIEHATINCTOB B cdepe
MH(POPMALMOHHOM 6€30M1aCHOCTH U MPOTUBOAEHCTBHSI TEXHUYECKUM CPEACTBAM Pa3BEIKU

« » 20 1., npoTokoa Ne

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne OT « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne 0T « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oGHOBIIEHA

npoTtokoi 3acenanus Llentpa Ne OT « » 20 1.
CornacoBaHo:

PykoBonutens OI1 E.B. MenpHuKOBa

(moamnuce)




