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1. Ilesin ocBOEHUSI AUCHUILIMHBI

[enssMu OCBOEHUS JAHHOW JHMCIUIUIMHBI SBIISIOTCS YCBOCHHE 3aKOHO/ATEIIbHO-TIPABOBBIX OCHOB
npaBoBoro obOecrieueHuss HMH(DOPMANMOHHOW OE30MacHOCTH, TMPUHIUIOB IOCTPOCHHUS CHCTEM
obecrieyeHnss HMH(POpPMAMOHHOW OE€30IMacHOCTH, aHajdk3a W OICHKH YIrpo3 HWH(POPMAIHOHHON
0e30MacHOCTH 00BEKTOB, CPEACTB U METOJIOB (PM3MUECKOM 3alUThl 00BEKTOB, U3YUYCHUE JTUIICH3NOHHON
U cepTU(PHUKAIMOHHOM JEeSITeIbHOCTH B 00J1aCTH 3aIUThl HH(POpMAIUH.

2. MecTo nucuuninibl B cTpykType OIT

Hacrosimass  mucrmmumuaa  B1.0.32 «Opranu3zanvoHHOE HW TPAaBOBOE  OOECIedeHUe
nH(GOPMaLIMOHHON 0€30MaCHOCTH» OTHOCHUTCA K 00s13aTENIbHON YacTu y4eOHOTro IjIaHa, u3ydaeTcs Ha 3-
M Kypce B S cemectpe. Kypc omnwmpaercs Ha cuemyromue Kypebl: «lIpaBoBoe oOecneuenue
npoeccCuoHaNBHOM AesTeNbHOCTHY, «OCHOBBI HH(POPMAIITMOHHON 6€30MaCHOCTH.

3. Ill1anupyemMble pe3yJbTaThl 00yUeHHs 110 JHCHHUIIJIMHE
3.1. Komnerenuuu, popMHPOBAHNIO KOTOPBIX CIIOCOOCTBYET AUCHUIINHA

[Tpu ocBOE€HMH AUCUHUILIMHBI (POPMUPYIOTCS CIEAYIOLIME KOMIIETeHIMU B cooTBeTcTBUU ¢ PI'OC
BO no nanHOMY HanpaBJIeHUIO TOJTOTOBKH:

a) yausepcaibHble (YK):
VK-10 CriocobGen (popMupoBaTh HETEPIUMOE OTHOIICHHE K MPOSBICHUSAM dKCTPEMHU3Ma, TeppopU3Ma,
KOPPYIIIMOHHOMY TIOBEJICHUIO U TIPOTHBOICHCTBOBATh MM B IMPO(ECCHOHAIBHON NeATeITHbHOCTH.

0) obmenpodeccuonanpubie (OIIK):

OIIK-1 Cmocoben oueHuBaTh poib HHGMOpMAIMM, HWHPOPMALMOHHBIX TEXHOIOTUH U
nH(pOpMaAIIMOHHOW 0Ee30MacHOCTH B COBPEMEHHOM OOIECTBE, HMX 3HAUYCHHUE IS OOeCTIeUeHHs
00BEKTUBHBIX OTPEOHOCTEN JTMYHOCTH, OOIIECTBA U TOCYAapCTBa

OIIK-5 Cnoco0OeH NmpuUMEHSITh HOPMAaTUBHBIE IPABOBbIE AKThl, HOPMATHUBHBIE M METOJUYECKHE
JIOKYMEHTBI, PErJIaMeHTHUPYIOIINE IEATENIbHOCTD 110 3aluTe HHPopMaluuu B chepe npodeccuoHanbHO
JeSITEIIbBHOCTH

OIIK-8 Cnoco0OeH ocymiecTBIATh MOAOOp, HU3ydyeHHE U 0000ILIeHHEe HayYHO-TEXHHUYECKON
JUTEpPaTypbl, HOPMATUBHBIX U METOJUYECKUX JOKYMEHTOB B LIEJSAX PELICHUS 3a/1a4 Npo¢decCHOHaTIbHON
JESATEIIBHOCTH

OIIK-12 CnocobeH npoBOUTh MOATOTOBKY HCXOJHBIX JAaHHBIX JJI MPOEKTUPOBAHUS MOICHUCTEM,
cpeAcTB obecredeHus 3aliuThl HMHQOpMAMM ¥ Ui TEXHUKO-D)KOHOMHMYECKOTO OOOCHOBAaHUS
COOTBETCTBYIOIIUX MPOEKTHBIX PELICHUH.

3.2. llepeyeHb NJAHHPYEMBIX Pe3yJIbTATOB O0y4YeHUS] MO JAMCHUILUIMHE, COOTHECEHHBIX C
MHIMKATOPAMU A0CTHKeHUs (POPMHUPYeMbIX KOMIIeTeH il

B pesynbrare ocBOGHUS TUCIUILTUHBI 00YYaIOLIHICs JOIKEH:

3HaTh:

— OCHOBBI 3aKOHozarenscTBa Poccuiickoit denepannn, cucreMy HOPMAaTUBHBIX ITPABOBBIX aKTOB,
HOPMAaTUBHBIX M METOAMYECKHUX JOKYMEHTOB B 00JacTH HMH(DOPMAIMOHHOW O0€30MacHOCTH H
3alUTHl MH(OpMAIIH;

— TIpaBOBBbIE OCHOBBI OPraHU3AlMM 3alIUThl NEPCOHAIBHBIX JAaHHBIX M OXPaHbl PE3yJIbTaTOB
MHTEIIEKTYaJIbHOU JEATENBHOCTH;

— TIpaBOBBbIE OCHOBBI OPTraHMU3AIMM 3ALIUTHl TOCYAAPCTBEHHOW TaillHBI M KOH(UIACHIIMAIHLHOU
uHpOpMaLNH;

— IPaBOBYIO XapPaKTEPUCTUKY MPECTYIUICHUH B cdepe KOMIBIOTEPHOW HH(DOpPMAIMM U MEpHI
MPABOBOM M TUCIUTUTMHAPHOW OTBETCTBEHHOCTH 3a pa3riIallicHHe 3ailuiaeMoi HHGOpMaIuy;
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— CHCTEMYy CTaHJapTOB M HOPMATHUBHBIX IIPAaBOBBIX AKTOB YIIOJHOMOYEHHBIX (erepaabHbIX
OpPraHOB MCIIOJIHUTEIBHOM BJIACTU IO JIMIEH3UPOBAHUIO B 00JacTH OOECIEUYEHHUs 3alUThI
rOCyJapCTBEHHOMN TalHBI, TEXHUUYECKOW 3alIUTHl KOH(PHUASHIINATILHON HH(DOpMAITIH;

— CHCTEMY HOpPMAaTHBHBIX IIPaBOBBIX AaKTOB YIOJHOMOYEHHBIX (heepabHbIX OpraHoB
UCTIOJIHUTENILHOW BJIACTH MO aTTECTallMM OOBEKTOB MH(POPMATU3AUH U CePTU(DUKALIUN CPEICTB
3alUThl HH(OPMALIUH;

— 3aJjauyd OpPraHoB 3allUThl TOCYNApPCTBEHHOW TaWHBI M CIYy)KO 3amuThl HHGOpMAIMKU Ha
IPEIITPUATHIX;

— CTaTyc U HOPSIOK pabOTHl OCHOBHBIX MPABOBBIX HH(POPMALIMOHHO-CIIPABOYHBIX CUCTEM;

CoJIepKaHNe OCHOBHBIX HOPMATUBHBIX ITPABOBBIX aKTOB B Cpepe MPOTUBOIECHCTBUS KOPPYIILHH;
YMerTs:

— (opMyaMpoBaTh OCHOBHBIE TpeOOBaHUS IO 3alIUTe KOH(PUIEHIMAIbHONH UHpOpMaLuy,
IIEPCOHANIBHBIX  JIAHHBIX M OXpaHE pPE3YJIbTaTOB MHTEIUIEKTYAIbHOW JEATEIBbHOCTH B
OpraHu3aluy;

— coOmonath TpeOOBaHUS AHTUKOPPYNIIMOHHOTO 3aKOHONATENLCTBA, BO3JCPKUBATHCS  OT
IIOBEJICHUS, BBI3BIBAIOIETO COMHEHHE B OOBEKTMBHOM M OECHPUCTPACTHOM MCIIOJHEHUU
JOJKHOCTHBIX (CITY)KEOHBIX) 00SI3aHHOCTEH.

Nmets npakTuyeckuii onbiT/MIMeTh HaBBIKU:

— HaBBIKAMHU pabOTHI C TOCYAAPCTBEHHOM CHCTEMOM MPABOBOTO PETYIUPOBAHUS MHPOPMALIMOHHON
0€30I1aCHOCTH;

— TEXHOJIOTMYECKUM IPOLIECCOM 3allUThl HMHGPOpPMALlMM B COOTBETCTBUHM C IPaBOBBIMU
HOPMATHBHBIMM aKTaMH W HOPMAaTUBHBIMM METOJMYECKMMHU JOKyMeHTamu @DenepanbHOi
ciyx0b1 6e3omacHocTu Poccuiickoit deneparyn, denepanbHoit cayk00if MO0 TEXHUYECKOMY H
HKCIIOPTHOMY KOHTPOJIIO;

— HaBBIKaMU pabOTHI C 3aKOHO/IATENIbHBIMU, HOPMAaTUBHO-METOANYECKMMHU JOKYMEHTaMH;

— MeToaaMu (GOpMHUPOBAHUS TPEOOBAHMI 1O 3aluTe HHPOPMaIUHY;

— METOAAaMHU OpraHu3allMd M YIpPaBICHHs MAEATENbHOCTBIO CIIYKO 3amuThl HWHGOpMalMU Ha
IIPEIIPUATHH;

— METOJMKaMHM TIPOBEPKM 3alUIIEHHOCTH OOBEKTOB MH(QOpMATH3alMM Ha COOTBETCTBHE
TpeOOBaHUSI HOPMATUBHBIX TOKYMEHTOB;

— HaBBIKAMU OpPraHU3alMM U 00ecleYeHus pexXKUMa CEKPETHOCTH U KOH(PUIECHIIMATbHOCTH.

4. O0beM U coiepsKaHMue TN CHUTITIHHbBI

O0BbeM AUCIUIUTMHBI COCTABISAET 6 3a4eTHBIX eAMHMI] (216 akageMUYECKHUX Y4acoB), B TOM YHCIIC
BBHITIOJTHEHUE KYPCOBOH paboThl — 36 akaJeMHYeCKHX 4YacoB, mpakthdeckas mnojroroka (I1I1) — 6
aKaJeMHYECKHIX 9acoB B OUHOU (opme.

4.1. Conep:kanue AUCHUILIMHBI MO pa3genaMm (TeMaM), COOTHECEHHOe C BHAAMH H
TPYI0€MKOCTbHIO 3aHATHI JIEKIIHOHHO-CEMHUHAPCKOI0 TUIA

OO0beM MHOW KOHTAKTHOM pabOThI M CaMOCTOSITENBHON pabOThl 00YUYAIOUIETrocs MO TUCIUIUINHE
yKa3aH B yueOHOM TUTaHE 00pa30BaTEIHLHON MPOTPAMMBEI.

Ne Bunpl 3anaruii, ux DOpMBbI TEKYIIETO
/1 Paznenst (TeMsr) = 00BEM (B ak.uacax, Mo KOHTPOJISI yCIIEBAEMOCTH (1o
JTIACIUIUIMHBI 3 04HOM (opme 00ydIeHHs) O4HOI1 hopMe 00yUeHHs)
=
8 3aHaTus 3anarus .
JIeKITHOH- ceMUHAp- DopMBI TPOMEXKYTOUHOMN
HOT'O THIIa CKOT'0 THUIIa aTTecranuu
1. BBoaHbIi. Baenenue B 5 2 BxoaHas nuarHocTHKa: TECT C
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MpoOJIeMaTUKy JMCIMIUIAHBI,
TIpeACTaBICHHE paboueit
MPOrPaMMBI, OCMBICJICHHUE
TpeOOBaHMIA K OpraHu3aluu
mporiecca o0OyueHus,

CaMOCTOSATENHHON paboTel U (hopMm
aTTeCcTaluu

MOCIICAYIONIMM O00CYKICHUEM
pe3yIbTATOB.

Crnucox BOIIPOCOB,
MHTEPECYIOINX CTYJEeHTa IO
COJICPYKaHUFO JCIIUTUTAHBI
(cmaercst B MICbMEHHOM BHJIC)

2. | MadopmanroHHbIle OTHOUICHHS Kak OO6cyxenue pe3yIbTaToOB
OOBEKT MPABOBOTO PETYIHMPOBAHMS. MPaKTHIECKHUX PabOT
0630p 3aKOHO/IaTEbCTBA
Poccuiickoii ®Denepanuu B chepe
WH(OPMAITMOHHON 0€301MaCHOCTH.

3. | O630p HaI[MOHAIBHBIX " O6cyxnenune pe3yIbTaToOB
MEXIYHApOIHBIX  CTaHIApTOB B NPaKTHIECKUX PadboT
chepe MH(OPMAITUOHHOM
0e30I1acHOCTH.

4. | IIpaBoBoit pexXuM 3aIIUTHI O6cyxnenne pe3yIbTaToOB
rOCYJapCTBEHHON TalHBI. NPaKTHIECKUX PadoT

5. | [IpaBoBsIe PeXUMBI 3aIUTHI Ob6cyxnenue pe3yabTaToB
nHbOpMaI  KOHPHUACHIIHAIEHOTO MIPAKTHIECKUX paboT
XapakxTepa.

6. | [ocymapcTBeHHOE  peryJMpoBaHUE OO6cyxeHue pe3yJIbTaToOB
JESITETBHOCTA B O0JIACTH  3allIUTHI MPAKTUIECKUX paboT
nH(bOpMAITHH.

7. |Poms ®Cb Poccum u DOCTIK OO6cyxaenue pe3yIbTaTOB
Poccun kak perynsitopoB B chepe NPaKTUIECKUX PadoT
nH(OPMAITMOHHON  0E30IacHOCTH.

HopmartusHbie METOINICCKHE
noxymeHTsl @Ch Poccun u ®CTIK
Poccun.

8. | IIpaBoBas  oxpaHa  pe3yabTATOB OoOcyxnenue pe3yIbTaToB
WHTEJUIEKTYAIbHOM JIeSTEIbHOCTH. NPaKTUIECKUX PadoOT

9. | lpecrymneHus B chepe OO6cyxaenue pe3yIbTaTOB
MH(POPMAIMOHHBIX TEXHOJIOTHH. NPaKTHYECKUX PaboT
OcHOBBI paccrieoBaHus
MPECTYIUICHUH B chepe
WH(POPMAIIMOHHBIX TEXHOJIOTHH.

10. | IloHsiTHe OpraHM3aMOHHOMN 3aIIUTHI Obcyxnenue pe3yIbTaToB
uHpopmanun. lloHsTHE  «pekUM NPaKTHYECKUX PadoT
3anU Tl THPOPMALTHN.

11. | IHonmutuka nH(pOpMAITMOHHON OO6cyxaenne pe3yIbTaToOB
0e30macHoCTH. Ilonpaznenenus, NPaKTHYECKUX PadoT
o0ecrnieunBaronme
WHPOPMAIMOHHYI0  0e30MacHOCTh
OPEINPHUSITHS.

12. | JlokyMeHTbI,  perjaMeHTHUPYIOIIHe Ob6cyxnenue pe3yIbTaToB
3alIHTY uHQOpMaIH NPaKTUYECKUX PadoT
OTpaHUYEHHOTO JOCTyma B
OpraHu3alyu.

13. | Meronel obOecrieueHHsT (PU3NICSCKOH OO6cyxeHue pe3yiIbTaTOB
0E30MaCHOCTH. TexHomorndyeckue MPaKTUIECKUX padoT

MCPBI NOAACPIKAHUA 0E30IMaCHOCTH.
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14. | Opranuzanus peKumMa CEKpETHOCTH. 5 2 2 Ob6cyxnenue pe3yabTaToB
PexxuM CeKpeTHOCTH KaK OCHOBHOM MPaKTHIECKHUX PabOT
MOPSIIOK  JiesiTeIbHOCTH B cepe
3alIUThl TOCYIAPCTBEHHON TalHBL.

15. | Bunel npeacraBinenns nHOOpMAITHH. 5 2 2 O6cyxnenne pe3yIbTaToB
[Tyt mpoxoxaeHnss THPOPMAIIHH. MPAKTHIECKUX PabOT

16. | [Mopsmox JIOTycKa K 5 2 2 OO6cyxenue pe3yIbTaTOB
roCyJlapCcTBEHHOM TaifiHe. 3amuTa NpaKTUYECKUX PadboT
KOMITHIOTEPHOU HH(OPMAITHH.

17. | TpeGoBaHUsI aHTUKOPPYNIIHOHHOTO 5 2 2 O6cyxnenune pe3yIbTaToOB
3aKOHO/IaTEeNbCTRA. ConuanpHas NPaKTHIECKUX PadoOT
3HAYUMOCTh OOPBOBI C KOPPYIIIHECH.

18. | 3axmrountenpublii. [lonBenenwe wu 5 2 OrneHKa KOHTPOIBHON PabOTHI
aHaIn3 MTPOMEKYTOUHBIX
PE3YILTATOB OCBOCHUA NVCIHUITIIIMHBL

Hroro 3a cemecTp: 36 32 Kypcosas pabora

Hroro mo mucturimge: 36 32 OK3aMeH

4.2. PazBepHyTO€ ONHCAHME CO/IEPKAHNUS TUCHMILJIMHBI IO pa3aejaM (TeMaMm)
WNHdpopMannoHHbIE OTHOIIEHHS KaK OOBEKT MpaBOBOTO perynupoBaHus. O030p 3aKOHOIATENHCTBA
Poccuiickoit ®enepanuun B chepe unHbopmannoHHou OezonmacHocTd. OO030p HAIMOHATIBHBIX U
MEXIYHAPOJHBIX CTaHIAPTOB B cdepe mHPOpMAIMOHHON Oe3omacHOCTH. [IpaBOBOM peXUM 3alIUTHI
rocyJapcTBEHHOH TaiiHbl. [IpaBoBbIE peKUMBI 3alUTHI HH(OPMAMKA KOHPHIEHIIMATBHOTO XapaKTepa.
['ocynapcTBeHHOE peryiaupoBaHHe NEATeTbHOCTH B oOnactu 3ammuThl uHGopmaruu. Pors ®CBh Poccun
u ®CTOK Poccum kak peryiasaropoB B cdepe HHPOpManmoHHOW OezonmacHocTH. HopmaTuBHBIE
meroanueckue AokymMeHTI DCBb Poccun u ®OCTIK Poccum. IlpaBoBas oxpaHa pe3ylibTaToB
UHTEJUIEKTYaJ bHON aedTenbHOCTU. [lpectymnenus B cepe MHPOPMAIMOHHBIX TeXHOIOTUNH. OCHOBBI
pacciieJoBaHMsI IPECTYIUIEHUH B chepe MHPOPMAITMOHHBIX TEXHOIOTHH.

[TonsTe opraHu3anMOHHON 3amuThl HHGopMauuu. I[loHATHE «pPEXHUM 3alMThl HMHGOPMALUNY.
[Tomutuka uHPoOpManmoHHoi 6e3omacHocTH. [lompaznenenus, obecrneunBarone WHOOPMAIMOHHYIO
6e30MacHOCTh NpeAnpHusATHs. JIOKYMEHTBI, periaMeHTHPYIOIUE 3alUTy UH(POPMALUU OTPAaHUYEHHOTO
JnocTyna B opranu3zauuud. Meronpl obOecriedeHust puznueckoil 6e3onacHOCTH. TexXHOoIornyecKkue Mepbl
nojyep)kanus 0ezonacHocTd. OpraHu3anus pexuMa CeKpeTHOCTH. PexHM CeKpeTHOCTH Kak OCHOBHOM
MOPSAZIOK JIEATEIbHOCTH B Cpepe 3alUThl TOCYIapCTBEHHON TailHbl. Bubl npeacTaBieHuss THPOpMaIiH.
[Tytu npoxoxaenuss wuHpopmauuu. [lopsgok Jomycka K TOCyJapCcTBEHHOM TaiiHe. 3amuTa
KOMITHIOTEPHOU WH(POPMAIIHH.

TpeboBaHUsl aHTUKOPPYNIIMOHHOTO 3aKoHojaaTenbcTBa. CoumanbHas 3HAYUMOCTH OOpBOBI ¢
KOPPYILIHEH.

5. O6pa3oBaTre/ibHBIE TEXHOJIOTHHU
Opranu3anus yaeOHOTO MpoIiecca OCYIIECTBISETCS B (hOpMe JICKITUH, TPAKTUYECKUX 3aHITHI 1
WHAUBUIYAILHON CAaMOCTOSITETbHOM PaboOThI CTYIEHTOB.
YuebnsIit nporiecc mo gucrurnHe «OpraHu3alioHHOE U TPaBOBOE o0ecredeHne NHHOPMAITMOHHON
0€30MacHOCTH» OCHOBAH Ha UCIIOJIb30BAHUH CJIEIYIOIINX HHHOBAIIMOHHBIX 00pa30BaTeIbHBIX
TEXHOJIOTHIA:

1. Texuomorus mpoOJIEeMHOT0 OOY4YEHHS — OCHOBHBIE TEMBI Kypca Ha JICKITUSIX U MPAKTHIECKUX
3aHATUAX PACKPBIBAIOTCS Yepe3 MOCTaHOBKY U MOCIEAYIOIIEe pa3peieHne MpoOIeMbl CO3/1aHus
ITOpUTMA PEIICHHSI 33/1a4U U €€ pa3pelieHue B BUIe (YHKIIMOHUPYIOIIEH MPOrPaMMBI.

2. TexHoyorus TeCTOBOro KOHTPOJIS KauecTBa 00pa30BaHMsI — B IPOLIECCE U IO 3aBEPILICHUU
TEOPETUIECKOT0 00YUEHHUS BBITIOMHSIETCS KOMITBIOTEPHOE TECTUPOBAHUE.
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3. NudbopMannoHHO-KOMIBIOTEPHBIEC TEXHOJIOTUN — MPUMEHSIOTCS TIPU BBITIOTHEHUH
MPAKTUYECKHUX PabOT, CAMOCTOSTENIbHOM BHEAYAUTOPHON MOJATOTOBKE B BUE CAMOTECTUPOBAHUS
o cetu Internet u MCoOIB30BaHUS YIEOHBIX MAaTEPUAJIOB B AIEKTPOHHOU (hopMme.

4, TexHONOTHs CMEIIAaHHOTO OOyYCHHSI.

6. YuyeOHO-MeTOAMUYECKOE 0O0ecTieYeHHe CAaMOCTOSITeIbHOH PadoThl 00y4arOIMXCS
Metoauka rpenogaBaHus yaeOHOH AUCIUILTHHBI PEIIaeT CIeIyIONe OCHOBHBIC 3aauu:
— onpeenseT 3a1a4l 00y4eHHsl CTYI€HTOB 10 AUCLUILINHE;
— Hay4HO OOOCHOBBIBACT COJCpXKAaHHWE YYEOHON MporpamMMbl, HaMe4aeT IOCIEI0BaTEIbHOCTh €€
U3y4YEHHsI B KOMIUIEKCE C JPYTUMH TUCIUILTHHAMHY;
— ompeeNseT MyTHU peajin3aluy MPUHIUIIOB 00YUYEeHUs IPU U3YYEHUH JAUCLUILIUHBI, (DOPMBI U METO/bI
00y4eHus;
— BeIpa0aThIBaeT TpeOOBaHUS K METOANYECKON TOATOTOBKE MperojaBaTeiei;
— U3y4yaeT UCTOPUIO METOJMKH MPENOAaBaHUs AUCIUILIINHBI;
— BHE/IPSICT MIEPE0BOM OMBIT 00YUEHUS;
— BeIpabaThIBaeT PEKOMEHIAINY TI0 BOCITUTAHUIO 00y4aeMbIX B IPOLIECCEe U3YUYCHUS TUCIUILTHHBI.
B cooTBeTcTBHU € 3TUMHM 337a4aMU OCYLIECTBISIETCS OTOOP HayyHOrO MaTepuala, ero cucTreMaTH3anus
U repepaboTKa B MHTEpEcax pPa3BUTHS M COBEPIICHCTBOBAHUS COACPKAHUS YIeOHOW AMCIUTUINHBL.
Mertonuka pa3zpaboTaHa NPUMEHHUTEIBHO K YTBEP)KICHHOM pabodel mporpamme Ajisi CTYIEHTOB C
ydeToM TpeboBanuii ['ocymapcTBeHHOro 00pa30BaTEIBHOIO CTaHAApTa BBICHIETO OOpA30BaHUSA II0
Hanpasienuto noarorosku 10.03.01 «MuHpopmarronHast 6€301MacHOCThY, M BOOpYXKaeT ImpernoiaBaTeneit
HEOOXOJMMBIMU 3HAHUSIMH, CIIOCOOCTBYET WX BHEAPEHHIO B MPAKTHKY OOydYeHHsS] W BOCIHUTAHHS
CTY/ICHTOB.
Boi6op MeTo/10B mpoBeneHUs 3aHATHH OOYyCIOBJIEH Y4YEOHBIMH UENSMH, COAEpXKaHUEM Yy4eOHOro
MmarepHaia, BpeMEHEM, OTBOJUMBIM Ha 3aHATHSL.
Ha 3aHATHAX B TECHOM COYETaHWHM MPHUMEHSETCS HECKOJIBKO METOJOB, OJUH M3 KOTOPBIX BBICTYIAET
BeayiuM. OH omnpeienseT NOCTPOSHUE U BUJ] 3aHITUH.
Ha nexumsx m3nararoTcs JTUIIb OCHOBHBIC, UMEIOIINE PUHIMITHAIBHOE 3HAaUeHUE 1 HanboJiee TpyIHbIE
JUISl IOHUMaHMS U YCBOCHHUS TEOPETUYECKUE U TPAKTUYECKHE BOTIPOCHI.
Teopernueckne 3HAHWA, MOJYUYEHHBIE CTYJCHTaMH Ha JIEKIUSAX U TMPH CAMOCTOSTEILHOM HM3yYeHHH
Kypca 110 JTUTepaTypHbIM UCTOYHHUKAM, 3aKPEIUISIOTCS MPH BBINOJIHEHUH MPAKTHUYECKUX paloT.
LlenssMu IpoBeICHHSI TPAKTHYECKUX PAOOT SBIISIOTCS:
— npuoOpeTeHre MNPAaKTUYECKUX HAaBBIKOB IOCTPOCHHS CHCTEeM obecredeHus HHGOPMAIMOHHON
0€30IIaCHOCTH, aHaJM3a W OLEHKU yrpo3 WHGPOPMALMOHHON Oe30macHOCTH OOBEKTOB, CPEACTB HU
METOJIOB  (PU3UYECKOM 3allUThl OOBEKTOB, U3YYEHHE JIMIIEH3HOHHOM M  cepTHUPHUKAIUOHHON
JeSITeIbHOCTH B 00JIACTH 3alIUTHI MH(OpMAIIHH;
— KOHTPOJIb CAMOCTOSATEIBHOM pabOTHI CTYJICHTOB TI0 OCBOCHHUIO KypCa;
— o0y4yeHHe HaBbIKaM MPOQEeCCHOHATBHOMN 1A TeTbHOCTH.
Llenu mpakTHUecKuX padOT JAOCTUTAIOTCA HAMIY4IIUM 00pa3oM B TOM ciy4ae, €CiIi UM IpEAlIecTBYeT
oTIpeNieNieHHas TOATOTOBUTENbHAS BHeayauTopHas pabora. [loaTomy mpenonaBarens 00s3aH TOBECTH
JI0 BCEX CTYACHTOB Ipa(MK BBHIMIOJIHEHUS MPAKTUYECKHX pabOT C TeM, YTOObI OHM MOTJIM 3aHHUMATHCS
1eJICHAIIPaBICHHON CaMOCTOATEIbHOU paboTOM.
PaboTel pekoMeH TyeTcs BBIIIOIHATH B TOW MOCIEI0BATENbHOCTH, B KOTOPOW OHU HANKCAHbI, IOTOMY YTO
B HEKOTOPBIX pabOTax MCIOJIB3YIOTCS AIIEMEHTHI, TOJTydeHHBIE B ITPEIBIAYIIeH padoTe.
Ha 3anHaTusix co cryneHTaMu JOJDKHBI HIMPOKO MCIONB30BAaThCs pa3HOOOpasHbIe cpelncTBa 0OyueHHs,
crocoOCTByroIIME 0OoJiee MOJHOMY M MPaBWIBHOMY NOHHMAHHMIO TEMbl JICKIUM WIM HPAKTUYECKOTIO
3aHATUS, a TAKKe BRIPaOOTKe MPaKTUYECKUX HaBBIKOB 110 padote ¢ I1T10.
K cpencrsam o0yueHHs CTYIEHTOB OTHOCSTCSL:
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— peub IpenojaBaTes;
— TEXHHYECKHE CpPE/ICTBA OOyUYEHUS: MEPCOHANbHBIE KOMIBIOTEPHI C YCTAHOBICHHBIM MPHUKIAIHBIM
POrPaMMHBIM 00€CTIeYeHUEM;
— y4eOHUKH, y4eOHBIE TOCOOHS, JIEKIIMU B SJIEKTPOHHOM BHJIE.
[TonHOCTBIO BECh METOIMYECKHN MaTepuan MO OOECIEYeHUI0 CaMOCTOSTEIbHONH paboThI
ctyaeHToB npuBoauTtcs B [Ipunoxxenun 1 k PII.

7. XapaKkTepUCTHKAa OLICHOYHBIX CPeJICTB J/UIA TeKYLlero KOHTPOJsSl YCIeBAeMOCTH H
NPOMEKYTOYHOM aTTecTAMU 00yYaIOIMXCS 110 AUCHHUILJIMHE

JU1s KOHTPOJISE YCBOEHUSI MaTepualla JUCUMIUIMHBI «OpraHu3aloHHOE U NpaBoBOe 00ecIeyeHe
MH(OPMALIMOHHON 0€30MaCHOCTH» NPETYCMOTPEH TEKYIIMH U MPOMEXKYTOUHBIA KOHTPOJIb. TeKymuii
KOHTPOJIb OCHOBAH Ha aHaJIM3€ Pe3yJbTaTOB BBIIIOJIHEHHS MPAKTUYECKUX paboT U coOeceloBaHUHU 0 UX
TeMaM. [IpomMeKyTOUHBIN KOHTPOJIb 3aKJIFOYAETCS B C1a4e K3aMeHa 110 JUCLHUIIINHE.

Jlist IpoBeIeHUsl 3a4€TOB (PK3aMEHOB) B MUCbMEHHOW WMJIM TECTOBOW (opme pa3pabarbiBaeTcs
nepeyeHb BOIIPOCOB, YTBEPXKAAEMbIN 3aBeAyroluM kadeapoil. B nmepedenb BkirodaroTcs BONPOCH U3
Pa3IMYHBIX pa3leNoB Kypca, IO3BOJIAIOIINAE IPOBEPUTH U OLIEHUTh TEOPETUYECKUE 3HAHUS CTYIEHTOB U
YMEHUE IPUMEHSATD UX AJI PELICHUS IPAKTUYECKUX 3a]1a4.
3ayer (9K3aMEH) B IUCbMEHHOM (opMe MPOBOAUTCS OJHOBPEMEHHO [UIl BCEX CTYIEHTOB
aKaJeMHYecKol rpynnbl. Bpems BHINOJHEHUS 3aJaHUsl COCTaBIseT HE 0oJiee OJJHOrO aKageMHYECKOIo
qaca.

[Tpu mpoBeneHnu 3avera (9K3aMeHa) B MHUCbMEHHOW (hopMe OlLleHKa BBICTABIISIETCS HA OCHOBE IMPaBHII,
OPUHATBIX  Kadeapoil, KOTOpble IOJKHBI OBITh COOOLIEHBI CTyJEHTaM [0 Hayaja 3a4eTHOM
(9K3aMEHAIMOHHOI) CecCuu.

AHaJIOTHYHbIE ITPAaBUIIA MOTYT OBITh 3aJI05KE€HBI B IPOTPAMMBbl KOMITBIOTEPHOT'O TECTUPOBAHMUS.

[Ipu KoHTponEe 3HaHMM B YCTHOM (¢opMe MpenoAaBareiab HCIOIb3YET METOJl HHAMBHUIYaJIbHOTO
cobeceIoBaHus, B X0JIe KOTOPOTo 00CYKAaeT CO CTYA€HTOM OJIMH UM HECKOJBKO BOIIPOCOB U3 ydeOHOM
nporpaMMmel. [lpu HEOOXOAMMOCTH MOTYT OBITH IPEIOKEHBI JTOMOJHUTENbHbIE BOMPOCHI, 3aJaddl U
npuMepsbl. [1o okOHYaHUM OTBETa Ha BONPOCH! MPEMNOoaBaTelb OOBABISAET CTYAEHTY Pe3y/lbTaThl claun
3adera (PK3aMeHa).

8. YueOHO-MeTOqMYEeCKOEe M MH(POPMALIMOHHOE 00ecnevyeHne TUCHHIIUHBI
OcHoBHas uTeparypa:

1. Kosanes, /I. B. Uadopmanronnas 6e3omnacHocTh : yueOHOe mocodue : [16+] / 1. B. KoBanes,
E. A. bornanoBa ; IOxHublii ¢enepanbubiii yHuBepcuter. — PocroB-Ha-Zlony : IOsxHbIid
dbenepanbublii yHUBEpcuTeT, 2016. — 74 c. : cxem., Tabi., Wi, — PexuM qocTyna: 1mo mojanucke. —
URL: https://biblioclub.ru/index.php?page=book&id=493175 (nata obpamenus: 04.12.2022). —
bubmmorp. B kH. — ISBN 978-5-9275-2364-1. — TekcCT : 2JIeKTpOHHBIH.

2. bauuisl, [1. H. MapopmannonHas 6e30nmacHOCTb: yueOHo-pakTiHueckoe nocodue / I1. H. bamuisl,
E. K. bapanoBa, A. B. ba6am. — Mocksa : EBpazuiickuii oTkpbIThlii HHCTUTYT, 2011. — 375 c. —
Pexum JOCTyTIA: 1o HOJIITUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=90539 (nara ob6pamienus: 04.12.2022). —
ISBN 978-5-374-00301-7. — TekcT : 3JEKTPOHHBIH.

3. ApremoB, A. B. HWHdopmammoHHas Oe30macHOCTh: Kypc Jekmmii / A. B. ApremoB ;
MexperuonanbHas akajgemus Oe3omacHOCTH W BbDKMBaHHs. — Open : MexperuoHaiabHas
akajgemusi Oe3omacHocTd M BbDKMBaHUS, 2014. — 257 c. : tabn., cxeM. — Pexum nocryna: mo
nognucke. — URL: https://biblioclub.ru/index.php?page=book&id=428605 (nara oGpareHus:
04.12.2022). — TeKCT : 3JIeKTPOHHBII.


https://biblioclub.ru/index.php?page=book&id=493175
https://biblioclub.ru/index.php?page=book&id=90539
https://biblioclub.ru/index.php?page=book&id=428605
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4. Edpemos, 1. B. UndopmanronHbie TeXHOIOTUN B cepe 6€30MacHOCTH: MPAKTUKYM : ydeOHOe
nocobue / 1. B. Edpemos, B. A. ComonoBa ; OpeHOyprcKkuii rocy1apCTBEHHBIN YHUBEPCUTET. —
OpenOypr : OpenOyprckuii rocyapcTBeHHbid yHuBepeutet, 2013. — 116 ¢. — Pexum gocryna:
no noanucke. — URL: https://biblioclub.ru/index.php?page=book&id=259178 (narta oGparenus:
04.12.2022). — TeKcT : AJIEeKTPOHHBIH.

JlonoTHUTEbHAS JIUTEPATYPA:
1. Moprysos, A. B. Madpopmannonnas 6e30macHOCTh : ydyeOHO-MeToquuecKkoe nocoodue : [16+] /

A.B. MoprynoB ; HoBocuOHMpcKkuii TroCyJapCTBEHHBIM TEXHHUYECKUH YHUBEPCUTET. —
HoBocubupck : HoBocubupckuii rocyapcTBeHHbIN TexHn4yeckuid yanusepeutet, 2019. — 83 c. :
WL, TaoJI. — Pexum JOCTYyTIA: o MOJITIUCKE. —

URL.: https://biblioclub.ru/index.php?page=book&id=576726 (nata obpamienus: 04.12.2022). —
bubmuorp.: c. 64. — ISBN 978-5-7782-3918-0. — TekcT : 31EeKTpOHHBIMA.

Pecypcm I/IH(l)OpMaI_II/IOHHO-TeJIeKOMMYHI/IKaLIHOHHOﬁ CCTHU «I/IHTepHCT»Z
Cucrema »5JIEKTPOHHOM MOJAEpKKM oOpa3oBareiabHOro rmpouecca «Moil yHUBepcUTET»
https://uni.ivanovo.ac.ru

[podeccronanbHbie 6a3bl JaHHBIX U HHPOPMALIMOHHO-CIIPABOYHBIC CHCTEMBbI:

OBbC «YHuBepcuterckas OubanoTeka onnaitny Www.biblioclub.ru

DnexTponHas oubnuoreka MBI'Y _http://lib.ivanovo.ac.ru

Onexrponnsiii katasor Hb UBI'Y  http://lib.ivanovo.ac.ru/index.php/ek

CIIC «Koncynprantllmroc» http://www.consultant.ru/

[Iporpammuoe obOecniedeHue: omepanuoHHas cuctema Microsoft Windows, maker o¢uCHBIX
nporpamm Microsoft Office u(unmu) LibreOffice, untepuer-Opayzep Microsoft Edge u(wmm) Yandex
Browser.

9. MatepunajbHO-TeXHHYeCKOe o0ecneyeHue T CIUTITHHBI

VY4eOHble ayAUTOPUH:

- JUIS TIPOBEJCHUS 3aHATUH JIGKIMOHHOTO THIA C KOMILIEKTOM CIEIHAIN3UPOBAHHONW y4eOHOM
MeOenM M TEXHHYECKUMH CpEACTBAMH OOYYEHHs, CIYXKallUMH Uil TPEeJOoCTaBICHUS Yy4eOHOM
uH(popMaluu O0JIBIION ayIUTOPUN;

- 7 TpPOBEACHUS 3aHATUH CEMUHAPCKOTO THIA, KOHCYJIbTAIUi, TEKYIIEro KOHTPOJ M
MIPOMEKYTOYHOW AaTTECTAlWH, BBIMOJHEHHUSI KYPCOBBIX pabOT € KOMIUIEKTOM CIENHATH3HPOBAHHON
yueOHOI MeOenu 1 TEXHUYECKUMHU CPEICTBAMH 00ydEHUSI.

JlaGopaTtopusi, ocHarieHHas: 1ab0paTOPHBIM 000PYI0BaHUEM, KOMIUIEKTOM CIICIIHATM3UPOBAHHOM
yueOHOI MeOenu 1 TEXHUYECKUMU CPEICTBAMH 00ydeHUsl.

[TomenieHne ansi CaMOCTOSATENBHON pabOTHI, OCHAIIEHHOE KOMIUIEKTOM CIIeIHAIN3HPOBAHHON
yueOHOIl MeOenu, KOMITBIOTEPHOM TEXHUKOH ¢ BO3MOXKHOCTBHIO MOJKIIOUEHHs K cetu «VHTepHeT» u
obecneuenueM gocryna B D1OC.

JleMoHCTpanoHHOE 000pYJOBaHHE W Y4e€OHO-HAIIAJHBIE MOCOOMS U 3aHATHH JIEKIIMOHHOTO
TUTA, 00ECTICYMBAIOIINE TEMATHUECKUE WILTIOCTPAITUH.


https://biblioclub.ru/index.php?page=book&id=259178
https://biblioclub.ru/index.php?page=book&id=576726
https://uni.ivanovo.ac.ru/
https://uni.ivanovo.ac.ru/
http://www.biblioclub.ru/
http://lib.ivanovo.ac.ru/index.php/ek
http://www.consultant.ru/
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CrenpanbHO 000pYAOBAaHHBIE KaOWMHETHI (KJIAcChl, ayJUTOPUH) - ayIUuTOpHs (3aluinaeMoe
MOMEIIEHUE) Ui NPOBEACHHS Y4eOHBIX 3aHATHI, B XOA€ KOTOPBIX /10 OOYYaroIIMUXCS JTOBOJIUTCS
uHpOpMaLKs OTPAaHUYCHHOTO JIOCTYIA, HE COJEprKallas CBEJACHUN, COCTABIISIOMINX TOCYAAPCTBEHHYIO
TallHy

CrennanbHO 000pyHIOBaHHBIE KaOWHETHI (KIACCHl, AyIUTOPHH) - CIHEIHallbHas OubImoreka
(OubnuoTeka aUTEpaTyphl OrPAaHUYEHHOIO JOCTYyIMa), MpeHa3HauYeHHas JUId XpaHeHHUsI U o0ecrieueHus
UCTIONIb30BaHUsI B 00pa30BaTEIbHOM TIPOIECCE HOPMATHUBHBIX M METOJUMYCCKUX JTOKYMEHTOB
OTPaHUYEHHOTO JIOCTYTIA.

ayn., | Ha3Banme ayauropum, [lepedeHb OCHOBHOTO HCIIOJIB3YEMOTO 000PYAOBaAHUS
nab. | mabGopaTopun

457 | JlaGoparopust cereii u | 11 paboumx ™ect Ha 0a3e BBIYUCIUTEIBHOW TEXHHKH C
3 CUCTEM nepenavyu | mogkiaoYeHneM K cetu "MHTepHeT" U JOCTYIOM B DIIEKTPOHHYIO
KopI. | mHpOpMaIH nH(OPMATMOHHO-00pa30BaTEIHLHYIO cpeny OpraHu3aIny;
MPOEKTOP, DOKpaH Ha TpPEHOore;, CTEHAbl CeTe mepeaayu
nH(OpMAIMK C KOMMYTAaIlMel TMaKeTOB M KOMMYTAlMel KaHAJIOB
(mapripytusaropsr Cisco 881, xkommyraropsr Cisco Catalist 2960),
AMYJISITOPOM (AMYJIATOpPAMH) aKTHBHOTO CETEBOTO O0OpYIOBaHUS
(ITO CPT, IIO GNS), oOyuaromiee mnporpaMMHOE oOOecreyeHue
[10 Putty nuis ynpasieHust ceTeBbIM 000py10BaHUEM, JIP.

485 | JlaGopaTopus 11 pabounx Mect Ha 0a3e BBIYHUCIUTEIBPHOM TEXHHUKH C
3 TEXHUYECKOM  3allWThl | MOJAKIOYeHHEM K ceTd "VHTepHeT" M IOCTYIOM B 3JIEKTPOHHYIO
KOpII. | H”HPOpMALUU UHGOPMAaIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3aIumy;

MIPOEKTOP, SKPaH Ha TPEHOTE, CIICIIUATM3UPOBAHHOE 000PY/IOBaHHE
Mo 3amuTe MHQOPMAIMM OT YTEUKH IO aKyCTHUECKOMY KaHaly,
KaHaIy TOOOYHBIX JJIEKTPOMArHUTHBIX M3IIyYEHHH W HABOJIOK,
TEXHUYECKHE CpeACcTBa KOHTPOJs 3(P(PEKTUBHOCTH  3aIIUTHI
nH(POPMAIMY OT YTEUKH MO YKa3aHHBIM KaHaJaM

485 | Jlaboparopus 11 pabGoumx wmect Ha 0a3e BBIYMCITUTENBHON TEXHUKHU C
3 IIPOTrpaMMHO- MoJKItoueHueM K cetd "VHTepHeT" M JOCTYNOM B 3JEKTPOHHYIO
KOPII. | almapaTtHeIX  CPeICTB | MHPOPMALMOHHO-00pa30BaTEeNbHYIO cpeny OpraHu3aIumy;
obecrieyeHus MPOEKTOP, JKpPaH Ha TPEHOTe, aHTUBUPYCHBIE IPOrPaMMHEIE
MH(OPMAaIMOHHOM KOMILJIEKCHI, anmaparHble CpeicTBa ayTeHTU(UKALUU
0€301MacHOCTH MOJTb30BATENsl, IMPOTPAMMHO-AIAPATHBIE KOMILIEKCHl 3alllUThI

nH(popManuY, BKIIOYAIOIINE B TOM YHCIE KpUOTOrpaduyueckue
cpeanctBa  3aumThl  uHGopmauuu  (AIIKII  «KonTuHeHTY,
ITAK VIPNet Coordinator, Secret Net Studio), Crenp
“Ilu¢poBanpHbie  Kpumnrorpaguueckue  cpencrsa’,  CreHa
“Kpunronunto3sr”’, Crena “bnoku HCTOYHHUKOB PE3EpPBHOIO
MMUTaHHS Crenn “CucTeMsl TEJICBU3UOHHOTO
BUJICOHAOMIOACHUS ', CTEHIBl JUISI UW3YYEHHUs TMPOBOJIHBIX U
OEeCTIPOBOHBIX KOMITBIOTEPHBIX CETEH, BKIFOUAIOIINE a00OHEHTCKHE
YCTPOMCTBA, KOMMYTATOPbI, MAPUIPYTU3aTOPhl, CPEICTBA aHATIU3A
ceTeBoro Tpaduka, MEKCETEBBbIE dKPaHbBI, CUCTEMbI OOHAPYKECHUSI
atak (VIPNet IDS, ITTAK COB), MexceTeBble 2KpaHbl, ammapaTHO-
MpOrpaMMHBIE CpEACTBAa YIPABJICHUS JOCTYIIOM K JaHHBIM,
nmdposanus (KPUIITO ITPO), np.
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CHEIHAIBEHO
000pyIOBaHHBIC
KaOMHETHI (kmacchl,
ayJIUTOPHH)
HH(pOpPMATHKH,
TEXHOJIOTUM W METOJ0B
IPOrpaMMHUPOBAHUS

11 pabGoumx wmecT Ha ©Oa3e BBIYUCIUTEIBHOM TEXHUKH C
MoJKIroYeHneM K cetu "MHTepHeT" W JOCTYyNOM B 3JIEKTPOHHYIO
nH(}OPMAaLIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3allNy;
MPOEKTOP, DJKpaH Ha TPEHOTe, CETeBBIM  IMPOTPAMMHBIM
obecrieueHreM, 00yJaromyM MPOrPaMMHBIM 00eCTIeueHUEeM
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ABTOp(bI) padoueii mporpammel AucuumimHbl: Arynosa H.C., bykun JI.A., nouent Llentpa
HOJArOTOBKH CHELMAIMCTOB B cepe MHPOPMALMOHHOM 0€3011aCHOCTH U IPOTUBOAEHCTBUS
TEXHUUYECKHUM CPEJICTBAM pa3Beaku, 3apyouH M.A., HauanbHUK LleHTpa NOArOTOBKY CHELMAIUCTOB B
cdepe MHPOPMAIMOHHON O€30I1aCHOCTH U MPOTUBOICHCTBUS TEXHUYECKUM CPEACTBAM Pa3BEIKU.

IIporpamma paccMOTpeHa U yTBEpKICHA Ha 3acefaHuu LleHTpa MoAroTOBKY CIIEHATINCTOB B cdepe
MH(POPMALMOHHOM 6€30M1aCHOCTH U MPOTUBOAEHCTBHSI TEXHUYECKUM CPEACTBAM Pa3BEIKU

« » 20 1., npoTokoa Ne

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne OT « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne 0T « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oGHOBIIEHA

npoTtokoi 3acenanus Llentpa Ne OT « » 20 1.
CornacoBaHo:

PykoBonutens OI1 E.B. MenpHuKOBa

(moamnuce)




