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1. Ilesiu OCBOEHUSA TMCHUNIUHBI
[lenpt0 OCBOCHMS TUCIUILIMHBI SBISETCS (POPMHUPOBAHNE HABBIKOB IO Pa3padOTKE 3alllUTHI CETH
NpEANPUSITHS.

2. MecTo ACUUILIUHBI B cTpyKType OIT

Hacrosmas aucrummaa b1.B.JIB.01.02 «Pa3paboTka 3amuThl ceTH MPEANPUITHS» OTHOCUTCS K
qacTh y4eOHOro IuiaHa, (GOpMHUPYyeMOH ydaCTHHUKaMU OOpa30BaTENbHBIX OTHOIICHHWH, U SIBJISCTCS
JTUCIUIIIMHON 1o BbIOOpY. M3ydaercs Ha 4-m kypce B 8 cemectpe. Kypc ommpaercs Ha ciemyromue
Kypchl: «OpraHu3aioHHOE W MpaBoBoe obecriedeHne WH(GOPMAIMOHHON Oe3omacHoCcTU», «OCHOBBI
yrnpaBieHus: UHGOPMaMOHHON Oe3omacHOCThION, «HpopMannoHHas 0€30MacHOCTh OPTraHU3ALUNY,
«Cetr 1 cucTemsl iepenaun nHGopmaum», «be30mnacHoCcTh KOMITBIOTEPHBIX CHCTEM U CETEH».

3. IlllanupyemMble pe3yJbTaThl 00yYeHHs 10 JTHCHHUIIJIHHE

3.1. Komnerenuuu, popMHPOBAHNIO KOTOPBIX CIIOCOOCTBYET AUCHUILINHA

[Tpu ocBOCHMU TUCIMITIMHBI (POPMUPYIOTCS CIIEAYIONINE KOMIIETeHINU B cooTBeTcTBUU ¢ PI'OC
BO 1o naHHOMY HanpaBJIeHUIO IOATOTOBKU:

0) npodeccuonanpusie (I1K):

I1K-2 Cnocoben opopmiaATh pabouyro TEXHHUYECKYIO JOKYMEHTALUIO C Y4EeTOM JEHCTBYIOIIMX

HOPMAaTUBHBIX U METOANUYECKUX TOKYMEHTOB

[IK-4 CnocobeH mnNpuHMMAaTh Y4YacTHE€ B IPOBEJCHUM HKCHEPUMEHTAIbHBIX MCCIIEOBaHUN

CHCTEMBI 3alIUTHI HH(OPMAIHA

[IK-5 CnocobeH oOpraHu30BbIBaTh TEXHOJOTMYECKUH MpoIecC 3alUThl  HMHPOpPMaLUU

OTPaHMYEHHOr0 JOCTyNa B COOTBETCTBUU C HOPMATHUBHBIMHM IPAaBOBBIMH aKTaMU M HOPMAaTHUBHBIMU

MeTtoauyeckuMH JokymeHTamu ®exepanbHoit cimyxkObl Oe3omacHocTH Poccuiickoit  ®enepanum,

®denepalibHOH CITYKOBI 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO.

3.2. IlepeyeHb NJAHHPYEMBIX Pe3yJbTATOB O00y4YeHUs] MO JAMCHUILUIMHE, COOTHECEHHBIX C

NHIMKATOPAMU A0CTHKEeHUS (POPMHPYeMbIX KOMIIeTeH Ui

B pe3ynbraTe 0CBOGHUS TUCIMITIIMHBI 00Y4atoUIHics JOIKEH:

3HaTh:

IIpaBOBblE€ aKThl B OOJAacTM 3alIUThl HMH(GOpPMAIMM, OCHOBHBIE TIOHATHUS U  YIpO3bl
MH(POPMALIMOHHOM 06€30I1aCHOCTH, OCHOBHBIE MEPOMNPUATHS MO 0OecreueH!I0 HH(POPMAIIMOHHOM
0e30macHOCTH B TPO(ECCHOHATILHOM JAESITEIIbHOCTH;

— uHpOpPMaLMOHHO-KOMMYHUKalMoHHble TexHonorun (MKT), npumensemble uisg pelieHHs
CTaHJApPTHBIX 3a/1a4 MpopEeCCHOHATBHON JAEATENIbHOCTH C YYE€TOM OCHOBHBIX TpeOOBaHUI
nH(pOpMaIMOHHOW 0€30MacCHOCTH;

YMerTs:

— OpHUEHTHUPOBATbCA B MPOTPAMMHO-TEXHMUYECKHX, MPABOBBIX W OPraHU3alMOHHBIX METOAaxX
3allUThl CETU MPEAIPUATHUS;

— HCIIOJIB30BaThb METOJBl M CpeAcTBa OOeCledeHMs] 3allUThl CETH MPEeNNpHUsITHS C IeNbIo
MPEOTBPALICHUS] HECAHKIIMOHUPOBAHHOTO JIOCTYIA, 3JI0YMBIIUIEHHON HH(pOpMalM WU
yTparThl 3aluinaeMoi HHPOpMaLny;

Nwmets npaktuueckuii onbIT/MIMeTh HaBBIKHU:

— HaBBIKAMU 0€30IM1aCHOI0 HCIHOJb30BAHUS BBIYMCIUTEIBHOW TEXHUKH NPH Pa3padOTKE 3alIUThI
CETH NPEATIPUATHS,

— COBPEMEHHBIMH OOIIMMHU CIIOCOOaMM 00eCTIeYeH s 3aIUThl CETU MPEANPUITHS;

— 0a30BBIMH IPOrPaMMHO-AIIIAPATHBIMU METOJJAMH 3aLUTHI CETH MPEANPUATHUS.
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4. O0beM U coepkaHue TUCHUIITHHbBI
OO0beM ITUCIMILIMHBI COCTaBIsACT 3 3aueTHbIC equHuIbl (108 akageMuyeckux 4acoB).

4.1. Conep:xkaHue AUCHUIUVIMHBI 10 pa3genam (TemMam),
TPYAOEMKOCTHI) 3aHSATHIl JIeKIHOHHO-CEMUHAPCKOr0 THIIA

O0beM MHOW KOHTAKTHOH pabOThI M CaMOCTOSATEIBHON pabOThI 00YYaIOMIErocs MO JUCIUILUINHE
yKa3aH B y4eOHOM IJIaHEe 00pa30BaTEIIbHON POTPaMMBI.

COOTHECEHHOE€ C BHJIaAaMH H

Ne Bupnsl 3amATHN, HX @OpMBI TEKYILETO
/1 Paznenst (TeMsr) = 00BEM (B ak.uacax, no KOHTPOJISL yCIIEBAEMOCTH (1o
TIACIATUTAHBI 3 OYHOMH (opMe 00yUeHsT) OYHOM (opMe 00ydeHHS)
=
8 3aHsaTHsg 3ansaTus o .
JIeKLIHOH- ceMuHap- OpPMBI IPOMEKYTOUHON
HOI'O THIIA CKOTI'0 THUIIa arrecranmuu
1. BBonHbIii. Bsenenue B 8 2
poOIeMaTUKy TUCLUIUTUHBI,
npeacTaBieHue paboueii
MPOTPaMMBI, OCMBICJICHHUE
TpeOoBaHMIA K OpraHM3alNN
mporiecca o0OyueHwus,
CaMOCTOSITeIbHON paboTel U opm
aTTeCTalluH
2. | Pasrpanmuenue mocTyma K pecypcam. 8 2 6 O6cyxnenue pe3yIbTaToOB
Wnentndukanus u ayTeHTUDUKAIHS BBINIOJTHEHUSI ~ MPAKTUYECKOM
CyOBEKTOB paboThI
3. | Xpanenue 51 pacnpenencHue 8 2 6 Ob6cyxnenue pE3yIBTaTOB
KIII04eBO mH(popMmanmu. 3ammra OT BBIIIOJTHEHUSI ~ NPAKTUYECKOU
paspymarommx MPOrpaMMHBIX paboThl
BO3JICHCTBHIA.
4. | 3amura nHpOpMALIH B 8 2 8 Ob6cyxnenue pE3yIBTaTOB
KOMITBIOTEPHBIX CETSIX BBIIIOJIHEHUSI ~ NPAKTUYECKOU
paboThI
5. | 3axmounTenbpHOE 3aHSITHE 8 2 O1ieHKa KOHTPOJIbHOW pabOThHI
Hroro 3a cemecTp: 10 20 3auer
HTOro mo nuCIUILINHE: 10 20

4.2. Pa3BepHyTO€E ONMUCAHHE COIEPKAHNS TUCHHUIJIMHBI MO pa3aejaM (TeMaMm)
Tema 1. BBenenue B TUCIUIUIMHY
Beenenune B mpoOneMaTWKy JIWMCUUIUIMHBI, MpeAcTaBieHHe padodell mIporpaMMbl, OCMBICIEHHE
TpeOOBaHUH K OpraHu3alMy Ipolecca 00y4eHus, CaMOCTOATENbHOM paboThl M (HOPM aTTECTALMH.
Tema 2. Pasrpanndenue gocrymna k pecypcam. Mnentudukanus u ayreHTUPUKALUSA CyObEKTOB
[Tonutukn OGe3omacHOCTH. JIMCKpeMOHHBIE TOJUTUKM O€30macHOCTH. MaHJaTHble MOJUTHUKU
6e3onacHocTi. KoHTpons noctyma, 6azupytontuiics Ha poiisix. [lonmuTrka 6€30MacHOCTH CETH.
Knaccugukanus noacucteM HASHTUGHKAIMU U ayTeHTHUHUKAIMU CyObeKToB. [laponbHble CHCTEMBI
UACHTU(DUKAIIMYN U ayTeHTU(UKAIINY [T0JIb30BaTeNeH.
Tema 3. XpaHeHue M paclpelelieHHe KIIOYeBOW HWH(POpMAaIUK.
IIPOTrPaMMHBIX BO3/1€MCTBUM.
TumoBele CcXeMBl XpaHEHHs KiIIOueBOW uH(popMmanuu. 3ammra 0a3 JaHHBIX AayTEHTH(HUKAIMH B
pasnmuuabix OC. AnropuTmbl XemmpoBaHus. Hepapxus kmodeBoit uHbopmaruu. Pacnpenenenue
ktoueit. [Iporokossl 6e30nmacHO ynaneHHOM ayTeHTH(PHUKAINN T0Ib30BaTEIeH.

3amuTa OT pa3pylIaroLInX



OcHoBHas npodeccuoHanbHas o0pazoBareibHas MporpaMMa
10.03.01 UudopmanmonHast 6€30MacHOCTh
(Be3omacHOCTh KOMIIBIOTEPHBIX CUCTEM
(o otpacnu i B chepe npodeccrnoHaIbHOMN NeSITEeTPHOCTH))

IlonsiTHe paspymaroEero MNpOrpaMMHOIO BO3JEUCTBUA. Monenu B3aMMOIEHCTBUS INPUKIAIHON
nporpammbel 1 PIIB. Komnbrorepubie Bupychl kak kiacc PIIB. 3ammurta ot PIIB. M3onupoBanHas
IIpOrpaMMHasi Cpeja.

Tema 4. 3amuTa nHGOPMAIIMKN B KOMITBIOTEPHBIX CETSIX

OcHOBHBIE YIpo3bl U MPUYMHBI ysi3BUMOCTH cetu Internet. Knaccudukanus THIIOBBIX yAaaeHHBIX aTak
Ha uHTpacetu. OrpaHuyeHue JocTyna B ceTb. MeXceTeBble SKpaHbl. BUpTyallbHble YacTHBIE CETH
(VPN). [omennas apxutekrypa. LleHTpanu30BaHHBI KOHTPOJIb yAajeHHOro jgoctyna. CepBepbl
ayrentudukanuu. [Ipokcu-cepsep.

Tema 5. 3akI0UnTENBHOE 3aHATHE

[loaBenenue u aHaIU3 pe3yabTaTOB OCBOCHUS AUCIUIUIMHBI

5. O6pa3oBare/ibHbIE TEXHOJIOTHHU
Opranmnzanus yq4eOHOTO MpoIecca OCyIEeCTBIsETCS B (hopMe JIEKIui, 1a00paTOPHBIX 3aHATHIA U
UH/IMBU/YaJIbHOM CaMOCTOSATENIbHON pabOThl CTYJCHTOB.
VYueOHbIii mpomecc 1o aucuuiuinHe «Pa3pa0oTka 3amMTBI CeTH TPEANPHITHS» OCHOBaH Ha
UCIIOJIb30BAaHUU CJIEIYIOIUX HHHOBAIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOT U

1. Texnomorus nmpoGieMHOro oOy4yeHHs — OCHOBHbBIE TEMbl Kypca Ha JIEKIUSX U J1a00paTOPHBIX
3aHATHUSX PAaCKPBIBAIOTCS Yepe3 MOCTAHOBKY U MOCIENYyIoIlee pa3pelieHne npo0ieMbl Co3/1aHus
QITOPUTMA PEIICHUS 33/1a4H U €€ pa3pelIeHre B BUIE PYHKIMOHUPYIOMIEH IPOTPaMMBL.

2. TexHonorusi TECTOBOrO KOHTpOJII KauecTBa 00pa3oBaHMs — B IPOLECCE U IO 3aBEPLICHUU
TEOPETUUECKOI0 00YUEHHUS BBIOJIHAETCS KOMIIBIOTEPHOE TECTUPOBAHUE.

3. HHpOpMalMOHHO-KOMIBIOTEPHbIE  TEXHOJOTMH —  TNPUMEHSAIOTCS NpPU  BBINOJHEHUH
mabopaTOpHBIX ~ paboT,  CaMOCTOSITEIbHOW  BHEAYJUTOPHOM  TOATOTOBKE B BHUJIE
CaMOTECTUPOBaHMs MO ceTu Internet ¥ MCHONB30BaHUS y4EOHBIX MaTE€pPUATIOB B JIEKTPOHHOMN
dbopwme.

4. TexHOJOrus CMEIaHHOTO O0YYEHHSI.

6. YueOHO-MeTOAMYeCKOe 00ecneYeHne CaMOCTOSITeIbHOM padoThl 00y4aroLIUXCst
Mertonuka npenojaBaHusl y4eOHOM TUCHUIUIMHBI pEIaeT CIeIyIoINe OCHOBHbIE 331a4u:
— ompezenseT 3aqa4d 00y4eHus CTYIEHTOB M0 AUCIUTIINHE;
— HayyHO OOOCHOBBIBAET COJAEpKaHME Y4YeOHOW MporpamMmbl, HaMedaeT IOCIEe0BaTEIbHOCTh €€
HN3YUCHHUA B KOMIIJICKCEC C APYTUMHU TUCHUIITIMHAMM,
— ompeeNseT MyTH pealu3aluyi TPUHIUIIOB 00YUYeHHs TPH U3YUYECHUU JUCHUIUIMHBI, (DOPMBI U METOIbI
00yJeHUs;
— BbIpa0aThIBaeT TPeOOBaHMS K METOJMYECKON TTOJTOTOBKE MperoaaBaTeneii;
— U3y4aeT UCTOPUIO METOJIMKH MPETIOJaBAHUS TUCIUTLITNHBI;
— BHEJSIET MEPEIOBOM ONBIT O0yUEHUS;
- BBIpa6aTBIBa€T PEKOMEHOANH 110 BOCITUTAHUIO O6y‘—IaeMBIX B IpOLECCC N3YUCHUA NTUCHUILIINHBL.
B cooTBeTCTBUM ¢ STUMU 3a/ladyaMH OCYIIECTBISETCS OTOOP HAYYHOT'O MaTepuaa, ero CHCTeMaTH3allus
U TiepepadoTKa B UHTEpEcax pa3BUTHS U COBEPIICHCTBOBAHUS COICPKAHUS YICOHON JUCITUTIIIMHBL.
Mertonuka pa3paboTaHa MPUMEHUTENBHO K YTBEPXKACHHOU pabouell mporpamme JUisi CTYAEHTOB C
yuetom TpeboBanmii PI'OC Breicmiero oOpa3oBaHus 10 HampasieHuto moaroroBku 10.03.01
HNudopmanmonnas 06e30MacHOCTb, ¥ BOOPYXaeT TMpernojaBareneii HEOOXOAMMBIMU 3HAHUSMU,
CIOCOOCTBYET MX BHEJPEHHUIO B MPAKTUKY 00YUEHHS] U BOCITUTAHUS CTYIEHTOB.
Breibop MeTo0B mpoBelneHUs 3aHATHH OOYCIOBJIEH YYEOHBIMH IENSIMH, COACpX)aHHEM Yy4eOHOro
MaTepuaia, BpeMeHeM, OTBOJIMMBIM Ha 3aHATHUS.
Ha 3anstusx B TeCHOM CO4YCTaHUU MNPUMCHACTCA HCCKOJIbBKO MCTOAOB, OAWH M3 KOTOPBIX BBICTYIIACT
BenymuM. OH onpenesieT NOCTPOCHUE U BUJT 3aHATHIA.
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Ha nexumsx u3nararoTcs JUIIb OCHOBHBIE, MMEIOIINE MPUHIIUIHAIBHOE 3HaUeHUE U HanboJiee TpyTHbIe
JUIS IOHUMaHMsS U YCBOCHUS TEOPETUYECKUE U ITPAKTUYECKHE BOIIPOCHI.
TeopeTnueckne 3HaHUS, MOJIYYEHHbIE CTYACHTAMU Ha JIEKUHAX U IIPU CaMOCTOSITEJIbBHOM H3y4EHUU
Kypca 110 JIUTepaTypHbIM UCTOYHHUKAM, 3aKPEIUISIOTCS PU BBIIIOJHEHUH JIAOOPaTOPHBIX paloT.
Llenssmu mpoBeieHust 1a00PATOPHBIX PAOOT SABISAIOTCS:
— IpuoOpeTeHne MPAKTUYECKUX HaBBIKOB pa3pabOTKU 3aLUThI CETH MPEIIPUATHS;
— KOHTPOJIb CaMOCTOSITENIbHON pabOThI CTYAEHTOB 110 OCBOEHHUIO Kypca;
— oOy4eHre HaBbIKaM MPOGECCHOHATBHON e TEIILHOCTH.
Llenn nmabopaTopHbIX pabOT JOCTUTAIOTCS HAWIYUIIMM 00pa3oM B TOM CiIydae, €Clid UM IpPEeALIeCTBYET
oInpezesieHHas MOArOTOBUTENbHAS BHeayauTopHas padora. [losToMy mpernonaBarens 00si3aH JOBECTH
JI0 BCEX CTYIEHTOB rpauK BBIIOIHEHHUS Ja00OpaTOpHBIX paboOT ¢ TeM, YTOObl OHM MOIJIM 3aHMMAThCS
IeJICHANPABICHHONW CAaMOCTOSTEIbHOW PabOTOM.
PaboTsl pekoMeH1yeTcsl BBIIOIHATH B TOM MOCJIE0BATEIbHOCTH, B KOTOPOM OHU HAIlUCAHbI, IOTOMY YTO
B HEKOTOPBIX pabOTax MCIIOJIb3YIOTCS AIEMEHTBI, T0JIy4E€HHbIE B IIPEAbLAYLIEH padoTe.
Ha 3aHATHSX CO cTyaeHTaMu JIOJKHBI LIMPOKO MCIOJB30BaThCs pa3HOOOpa3HbIe cpesicTBa 0OyueHus,
crocoOCTByIONME OoJiee MOJHOMY M IMPABHIBHOMY TOHMMAHUIO TEMBI JIGKIIMU WM JIAOOPaTOPHOTO
3aHATHS, @ TAKKE BBIPAOOTKE MPAKTUYECKUX HABBIKOB 110 padote c I1I10.
K cpencrBam oOyueHus: CTyJJ€HTOB OTHOCSATCS:

— peub NpernoaaBaTes;

— TEXHUYECKUE CPeACTBa 00yUEHUs: IEPCOHANIbHbBIE KOMIBIOTEPHI C YCTAHOBJICHHBIM IPUKJIIAIHBIM

IPOTrpaMMHBIM 00€CIIEYCHUEM;
— y4eOHUKHU, yuyeOHbIe TOCOOUs, JEKIUH B JIEKTPOHHOM BH/IE.
[TomHOCTPIO BECh METOAMYECKUN MaTepHall MO OOECNEYEHUI0 CaMOCTOSITEILHON paboThI

cTyneHToB npusoautcs B [Tpunoxenun 1 k PIL.

7. XapaKkTepUCTHKAa OLICHOYHBIX CPeACTB /UIA TeKYILIero KOHTPOJISI YCIeBAaeMOCTH H
NPOMEKYTOYHOH ATTeCTAMHN 00y4aIOIUXCS M0 MCIUIITIHHE
JUisi KOHTpOJSL YCBOGHHMsI MaTepuaya JUCHUILIMHBI «Pa3paboTka 3alUThl CETH MPEIIpUsTHS»
IIPEAYCMOTPEH TEKYHIIMH M INPOMEXKYTOYHBIM KOHTPOJb. TEKyIMH KOHTPOJIb OCHOBAaH Ha aHaJIU3e
pe3yJbTaTOB BBIMNOJIHEHHs J1a0OpaTOpHBIX paboT M cobecedoBaHMM MO MX TemaM. [IpoMexyTo4HbIH
KOHTPOJIb 3aKJIFOYAETCS B Cla4e 3a4eTa M0 JUCLHUTIINHE.
Jlnis mpoBeieHus 3a4eToB (9K3aMEHOB) B MUCHbMEHHOM MM TeCTOBOM (opme pa3pabaTeiBaeTcs epeuyeHb
BOIIPOCOB, YTBEPKJIAaEMbIl 3aBenyronuM kadeapoit. B mepeueHb BKIIOYAIOTCS BOMPOCH U3 PA3IMUYHBIX
pa3fesoB Kypca, MO3BOJISIOIINE MPOBEPUTh U OLIEHUTh TEOPETHUYECKHE 3HAHMS CTYIEHTOB U yMEHHE
MPUMEHSTh UX JUISl pELICHUS] TPAKTUYECKUX 3a]1a4.
3ayer (PK3aMEH) B MHUCBMEHHOM (opMe MPOBOAUTCS OJHOBPEMEHHO [UIs BCEX CTYIEHTOB
aKaJeMU4ecKol rpynnbl. Bpems BhINOMHEHUS 3aJaHUsl COCTaBIseT He O0jee OJHOro aKaJeMHUYECKOTo
qaca.
[Tpu npoBeaeHun 3auera (3K3aMeHa) B MUCbMEHHOW (OpMeE OlLIEHKa BBICTABISETCS HAa OCHOBE MpaBuUl,
OPUHATBIX  Kadeapoil, KOTOpble IOJKHBI OBITh COOOIIEHBI CTyJEHTaM [0 Hauyaja 3a4eTHOM
(9K3aMEHAITMOHHOW) CECCHUH.
AHaJIOTUYHbIE MTPaBUIIA MOTYT OBITh 3aJI0KEHBI B IPOTrPaMMbl KOMITBIOTEPHOT'O TECTUPOBAHUS.
[Ipu koHTpone 3HaHHMI B yCTHOM ¢opMe TNpernoaaBaTeab HCIOIb3YET METOJ WHIUBUAYaTbHOIO
cobeceI0BaHuUs, B X0JI€ KOTOPOTo 00CYKAAeT CO CTYAEHTOM OJIMH MJIM HECKOJIBKO BOIIPOCOB U3 y4eOHOM
nporpaMMmel. [lpu HEOOXOAMMOCTH MOTYT OBITH MPEUIOKEHBI JOMOJIHUTEIbHBIE BOMPOCHI, 33aJa4d U
npuMepsbl. [1o okoHYaHUM OTBEeTa Ha BOMPOCHI MPEIOIaBaTeNlb OOBABISET CTYACHTY PE3yIbTaThl CIAYH
3auera (IK3aMeHa).
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8. YueOHO-MeTOAMYEeCKOEe M MH(OPMALIMOHHOE 00ecnieyeHne TUCHHIIUHBI
OcHoBHas TuTeparypa:
1. Tonuxos, A. M. 3amura napopmanuu B HHOOKOMMYHUKAIIMOHHBIX CUCTEMaX U CETSX: yueOHoe
nocobue: [16+] / A.M.TonmukoB; Tomckuii ['oCcymapCTBEHHBIH YHUBEPCHUTET CHUCTEM

ynpasiaeHuss u  panuodnektpoHukn (TYCVYP). — Tomck: Tomckuii rocynapcTBEHHbIN
YHUBEPCUTET CUCTEM YIPABJICHHUS U paauodiekTponuku, 2015. — 284 c.: cxem., Tabi., wi. —
Pexum JNOCTyIa: o MIOJIIUCKE. -

URL.: https://biblioclub.ru/index.php?page=book&id=480637 (nata obparuenus: 04.12.2022). —
Bubmuorp. B kH. — TeKcT: 37IEKTPOHHBIH.

2. lesenes, C. C. Pa3zpabotka I10 BeiOOpa mapamMeTpoB JjIsi MOHUTOPUHTA U JTUATHOCTHKHU CETEBOM
unppactpykrypel  opramm3ammu /  C. C.lleseneB;  KybOanckuii  'ocymapcTBeHHBIN
Texnonornueckuit Yuuepcuret (Kyol'Y). — Kpacnonap: 6.u., 2021. — 82 c.: un., Tabi., cxem. —
Pexum JOCTyIa: o MIOIIUCKE. -
URL.: https://biblioclub.ru/index.php?page=book&id=617985 (nata obpamenus: 04.12.2022). —
TekceT: 2IeKTPOHHBIN.

JononHuTtenpHas IuTeparypa:

1. TlaBmox, B. J[. TunoBble TOMOJOrMU BhMUCIUTENbHBIX ceredd / B. JI. [laBmrok. — Mockga:
Jlaboparopus xuuru, 2011. — 105 c.: un., Taba., cxem. — Pexxum nocTyma: mo MOANHUCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=142528 (nata oGpamenus: 04.12.2022). —
ISBN 978-5-504-00899-8. — TekcT: 2JIeKTPOHHBIH.

2. bonmapenko, E. B. KowmmbioTepHble TEXHOJOTHH: y4eOHO-TIpaKTHYECKOe Tocodue /
E. B. bongapeHko; YIbIHOBCKHM TI'OCYJapCTBEHHBI TEXHUYECKU YyHUBepcurer, HMHCTUTYT

JTUCTAHIIMOHHOTO H  JIOTIOJHUTEIBHOTO  00pa3oBaHUs. —  YIIBSIHOBCK:  YJIbSTHOBCKHIA
rocynapcTBeHHbI TexHudeckuii yHuepcurer (Ynl'TY), 2014. — 91 c.: un., tabn., cxeMm. —
Pexum JOCTyIa: o MIOIIUCKE. -

URL.: https://biblioclub.ru/index.php?page=book&id=363221 (nata oGpamienus: 04.12.2022). —
bubmuorp. B kH. — ISBN 978-5-9795-1238-9. — TekcT: 21eKTpOHHBIH.

Pecypcbl nHpOpMaIIOHHO-TEIEKOMMYHUKAIIMOHHON ceTH « HTepHeT»:
Cucrema »5SIEKTPOHHOM MOAJEPKKH o0Opa3oBareNbHOr0 mporecca «Mol — yHUBEpCUTET»
https://uni.ivanovo.ac.ru

ITpodeccuonanbHbie 6a3bl JTaHHBIX U MHPOPMAIIMIOHHO-CIIPABOYHBIE CUCTEMBI:

OBC «YHuBepcurerckas Oubinorexa onnan» Www.biblioclub.ru

Dnextponnas oubnmoreka MBI'Y _http:/lib.ivanovo.ac.ru

Onexrponnsii katagor Hb UBI'Y http://lib.ivanovo.ac.ru/index.php/ek

CIIC «Konucyasrantllmrocy http://www.consultant.ru/

[TporpamMmmHoe oOecrieuenne: omepanuonHas cucrema Microsoft Windows, maker oduCHBIX
nporpamm Microsoft Office u(unm) LibreOffice, unrepuer-opaysep Microsoft Edge m(umm) Yandex
Browser.

9. MatepunajibHO-TeXHHYeCKoOe o0ecneyeHue T CHUTIIHHBI

VY4eOHble ayIUTOPUU:

- JUIA TIPOBEJCHMS 3aHATUH JIGKLMOHHOTO THUINA C KOMILJIEKTOM CIElHaIU3UpPOBAHHONW yueOHOM
MeOeM W TEXHUYECKUMH CpEICTBAMH OOYYCHHs, CIYXAIUMH JUIsI TIPEIOCTABICHUS y4eOHOM
uHpopManuu OOJIBIION ayIUTOPHH;

- JUIA TIPOBEACHHS 3aHATHH CEMHHAPCKOTO THIIA, KOHCYNbTAlMH, TEKYIIEro KOHTPOIS |
POMEXYTOYHOU aTTECTAIlMHM ¢ KOMIUIEKTOM CIHEIHATU3UPOBAHHON ydeOHON MeOennu U TeXHHUECKUMHU


https://biblioclub.ru/index.php?page=book&id=480637
https://biblioclub.ru/index.php?page=book&id=617985
https://biblioclub.ru/index.php?page=book&id=142528
https://biblioclub.ru/index.php?page=book&id=363221
https://uni.ivanovo.ac.ru/
https://uni.ivanovo.ac.ru/
http://www.biblioclub.ru/
http://lib.ivanovo.ac.ru/index.php/ek
http://www.consultant.ru/

OcHoBHas npodeccuoHanbHas o0pazoBareibHas MporpaMMa
10.03.01 UudopmanmonHast 6€30MacHOCTh
(Be3omacHOCTh KOMIIBIOTEPHBIX CUCTEM
(o otpacnu i B chepe npodeccrnoHaIbHOMN NeSITEeTPHOCTH))

CpeAcTBaMu O0yYeHHUS.

Jlaboparopus, ocHallleHHas J1abopaTOPHBIM 000PYAOBAHUEM, KOMIUIEKTOM CHEIMAIN3UPOBAHHON
yueOHOI MeOenu 1 TEXHUYECKUMU CPEICTBAMH 00ydeHUsI.

[Tomemenue mjis caMOCTOSITENILHOM pPabOThI, OCHALICHHOE KOMILIEKTOM CHEIHMaTM3UpPOBAHHON
yueOHOM MeOenH, KOMITBIOTEPHOW TEXHHKOW ¢ BO3MOXKHOCTBHIO MOAKIIOUEHUs K cetu «HTepHeT» u
obecnieuenuem noctymna B SUOC.

JlemoHCcTpanoHHOe 000pYJOBaHME W Y4E€OHO-HATIIAJHBIC MOCOOWS U 3aHATHHA JIEKIMOHHOTO
THUIA, 00ECTIeYNBAIOIIUE TEMAaTHYECKUE WILTIOCTPALIUU.



OcHoBHas npodeccuoHanbHas o0pazoBareibHas MporpaMMa
10.03.01 UudopmanmonHast 6€30MacHOCTh
(Be3omacHOCTh KOMIIBIOTEPHBIX CUCTEM
(o otpacnu i B chepe npodeccrnoHaIbHOMN NeSITEeTPHOCTH))

CnenuaibHO 00OpYZIOBaHHBIE KAaOWHETHI (KJIAcChl, ayJUTOPUU) - ayJUTOpHs (3alIUIaeMoe
MOMEIIEHUE) I TPOBEACHHS YYEOHBIX 3aHSATHI, B XOJ€ KOTOPBIX JIO OOYYArOIIMXCS JTOBOJIUTCS
uH(pOpMallKsa OrPaHUYCHHOIO JIOCTyMa, HE COoJepiKaliasi CBEICHUI, COCTABISAIONIUX TOCYIaPCTBEHHYIO
TalHy

CnenuanbHO 000py/IOBaHHBIC KaOMHETHI (KJIACChl, ayAUTOpPUH) - CIlenuadbHas OuOIMoTeka
(bubnmoTeKa aUTEepaTyphl OTPAHUYCHHOTO JIOCTYIA), MPEeIHA3HAUCHHAS IS XPaHCHHUSI M 00eCTICUeHUs
UCIIONIb30BaHUsI B  00pa3oBaTEIbHOM TIPOIECCE HOPMATUBHBIX U METOJIMYECKUX JTOKYMEHTOB
OTPAaHHYEHHOTO JIOCTYTIA.

aya., | Ha3Banue ayauropuu, [TepeueHb OCHOBHOTO HCIIOIB3yEMOT0 000y I0BaAHHS
nab. | yabopaTopuu

457 | Jlabopatopuss cereii m | 11 pabounmx wmecT Ha 0a3e BBIYUCIUTEIBHON TEXHHKH C
3 CHUCTEM nepeAadu | moakiIro4YeHnueM kK cetu "MHTepHET" u JOCTYNOM B 3JEKTPOHHYIO
KopI. | uHpopMaIuu nH(}OPMALIMOHHO-00pPa30BaTENbHYIO cpeny OpraHH3allNy;
MPOEKTOP, JKpaH Ha TPEHOre;, CTEHIbl CeTed Iepeaayu
nH(popMalUKd ¢ KOMMYyTaluell MakeToB U KOMMYTalluel KaHaJoB
(mapupytuzatopsr Cisco 881, xommyraropsr Cisco Catalist 2960),
AMYJISTOPOM (SMYNIATOPAMU) AKTUBHOTO CETEBOTO O0OpYIOBaHUS
(ITO CPT, TIO GNS), oOyuaromiee mnporpaMMHOE OOCCIICUCHHE
I10 Putty nuis ynpaBneHusi ceTeBbIM 000pyI0BaHUEM, TIP.

485 | Jlaboparopust 11 pabGounx wmect Ha 0a3e BBIUUCIUTEIBHON TEXHHUKHU C
3 TEXHUYECKOM  3allMThI | MOJAKIIOYeHHEeM K ceTu "MHTepHeT" M JOCTYNOM B 3JEKTPOHHYIO
KOpI. | “HpOpMaIuu MH(}OPMaLIMOHHO-00pa30BaTEIbHYIO cpeny OpraHu3aluy;

MIPOEKTOP, FIKPaH Ha TPEHOTe, CIIEUATN3UPOBaHHOE 000PYI0BaHHE
Mo 3aluTe MHQOpPMAIMK OT YTEUKHU MO aKyCTHYECKOMY KaHaiy,
KaHaly MOOOYHBIX 3JIEKTPOMArHUTHBIX M3JIyYEHHH W HaBOJOK,
TEXHUYECKHE CpelCcTBa KOHTPOJS A(P(EKTUBHOCTH  3aLIUThHI
nH(pOpMaIMY OT YTEUKH MO YKa3aHHBIM KaHaJaM

485 | Jlaboparopust 11 pabGounx w™mect Ha 0a3e BBIUUCIUTEIHLHON TEXHHUKH C
3 MIPOrpPaMMHO- nojakiIoueHueM K cetu "MHTepHeT" U JOCTYNOM B 3JIEKTPOHHYIO
KOpII. | allllapaTHBIX  CPEACTB | HHPOPMAITMOHHO-00Pa30BaTEIHHYIO cpeny OpraHu3aIuiy;
obecrieyeHus MPOEKTOP, JKpaH Ha TPEHOIe, aHTUBUPYCHBIE MPOTPAMMHBIE
nH(OPMAIIMOHHOU KOMILIEKCHI, arnrapaTHbIe cpencraa ayTeHTU(UKALUN
6e30macHOCTH MOJIb30BaTeNs, MPOrpaMMHO-aNMapaTHbIe KOMIUIEKCH 3allUThI

nH(pOpMaIuy, BKIIOYAMOIINE B TOM YHCIE KpUNTOTpaduyuecKue
cpenctBa  3ammuThl  uwHGopmanuu  (AIIKII  «KonTuHEHTY,
ITAK VIPNet Coordinator, Secret Net Studio), Crenn
“IludpoBansuble  kpuntorpapuueckue  cpeacrsa’,  CreHn
“Kpuntonumo3sr”, CteHn “bIOKM HCTOYHHKOB PE3EPBHOTO
MMUTaHHA ", CreHp “CucTeMsbl TEIECBU3UOHHOT'O
BHJICOHAOMIOZICHUS, CTEHIbI Il W3y4YEHUsS TPOBOJIHBIX |
0ecIpOBOTHBIX KOMIIBIOTEPHBIX CETEH, BKIIOYAONINe aOOHEHTCKUE
YCTPOWCTBA, KOMMYTATOPBI, MapIIPyTHU3aTOPhI, CPEICTBA aHATU3a
CeTeBOro Tpaduka, MEKCETEBbIE dKPaHBI, CUCTEMbI OOHAPYKEHUS
atak (VIPNet IDS, ITAK COB), MexceTeBble 3KpaHbl, almapaTHO-
MpOrpaMMHBIE CpEJACTBA YHOPABICHHUS JOCTYNIOM K JaHHBIM,
mupposanus (KPUIITO TTPO), ap.




OcHoBHas

npodeccuoHaibHas o0pa3oBaTebHas IporpaMmma

10.03.01 UudopmanmonHast 6€30MacHOCTh

(bezonacHOCTh KOMIBIOTEPHBIX CUCTEM

(o otpacnu i B chepe npodeccrnoHaIbHOMN NeSITEeTPHOCTH))

CHEIHAIBEHO
000pyIOBaHHBIC
KaOMHETHI (kmacchl,
ayJIUTOPHH)
HH(pOpPMATHKH,
TEXHOJIOTUM W METOJ0B
IPOrpaMMHUPOBAHUS

11 pabGoumx wmecT Ha ©Oa3e BBIYUCIUTEIBHOM TEXHUKH C
MoJKIroYeHneM K cetu "MHTepHeT" W JOCTYyNOM B 3JIEKTPOHHYIO
nH(}OPMAaLIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3allNy;
MPOEKTOP, DJKpaH Ha TPEHOTe, CETeBBIM  IMPOTPAMMHBIM
obecrieueHreM, 00yJaromyM MPOrPaMMHBIM 00eCTIeueHUEeM




OcHoBHas npodeccuoHanbHas o0pazoBareibHas MporpaMMa
10.03.01 UudopmanmonHast 6€30MacHOCTh
(Be3omacHOCTh KOMIIBIOTEPHBIX CUCTEM
(o otpacnu i B chepe npodeccrnoHaIbHOMN NeSITEeTPHOCTH))

ABTOp(bI) padoueii mnporpammsl aucuuninebl: Arynosa H.C., bykun JI.A., nouent Llentpa
HOJArOTOBKH CHELMAIMCTOB B cepe MHPOPMALMOHHOM 0€3011aCHOCTH U IPOTUBOAEHCTBUS
TEXHUUYECKHUM CPEJICTBAM pa3Beaku, 3apyouH M.A., HauanbHUK LleHTpa NOArOTOBKY CHELMAIUCTOB B
cdepe MHPOPMAIMOHHON O€30I1aCHOCTH U MPOTUBOICHCTBUS TEXHUYECKUM CPEACTBAM Pa3BEIKU.

IIporpamma paccMOTpeHa U yTBEpKICHA Ha 3acefaHuu LleHTpa MoAroTOBKY CIIEHATINCTOB B cdepe
MH(POPMALMOHHOM 6€30M1aCHOCTH U MPOTUBOAEHCTBHSI TEXHUYECKUM CPEACTBAM Pa3BEIKU

« » 20 1., npoTokoa Ne

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne OT « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne 0T « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oGHOBIIEHA

npoTtokoi 3acenanus Llentpa Ne OT « » 20 1.
CornacoBaHo:

PykoBonutens OI1 E.B. MenpHuKOBa

(moamnuce)




