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OcHoBHas npodeccuoHanbHas o0pazoBareibHas MporpaMMa
10.03.01 UudopmanmonHast 6€30MacHOCTh
(Be3omacHOCTh KOMIIBIOTEPHBIX CUCTEM
(o orpacnu win B chepe npodeccuoHaIBHOMN NeSITEeTHPHOCTH))

1. Ilesin ocBOeHUsI AU CHMIIIMHBI
OCHOBHOW 1IENBI0 M3Y4YEHUs AMCLUUIUIMHBL sBiIeTCs (opMUpOBaHME 3HaHUN 00 O0BEKTAX U
3aauax 3allUThl KOMIBIOTEPHBIX CHUCTEM, CIOCO0axX W CpPEACTBAaX HAPYIICHUsS WH(GOPMAIMOHHOM
0€30I1aCHOCTH, O NPUHIMIAX M HOJAXO0JAaX K PELICHHIO 3aJad 3alluThl MHPOpPMALMH, a TaKxKe
¢dbopmMHpoBaHHE YMEHUI MO IPUMEHEHHUIO COBPEMEHHBIX TEXHOJIOTHI, BEIOOpA CPEACTB U HHCTPYMEHTOB
3alUThl HUH(OPMAIMU I IOCTPOEHUS COBPEMEHHBIX 3aIlIMIIEHHBIX NH(MOPMAIIMOHHBIX CUCTEM U CeTel
B COOTBETCTBUU C ACUCTBYIOLIUM 3aKOHOATEIbCTBOM.

2. MecTo AMCUUILIUHBI B cTpYKType OIT

Hacrosimas qucuuninuna b1.0.39 «be3onacHOCTh KOMIBIOTEPHBIX CUCTEM M CETE€H» OTHOCHUTCS K
00s13aTeNIbHON YacTh y4yeOHOTro IiaHa, uzydaercs Ha 4-m kypce B 7,8 cemectpax. Kypc ommpaercs Ha
cienyromme Kypebl: «OCHOBBI MH(OPMAIMOHHOM Oe30macHoCTH», «OpraHu3aliOHHOE U IIPaBOBOE
obecrieyenne wuHGOPMAIMOHHOK Oe3omacHocTH», «lIporpamMmHoO-anmapaTHble CpPEACTBAa  3aIlUTHI
uHpopmauun», «Metoapl M CpeAcTBa KpUNTOrpadguueckod 3amuThl HHPOpPMALUU», «3alUTa
MH(pOpMaLMU OT YTEYKU 110 TEXHUUECKUM KaHaJam».

3. IlllanupyemMble pe3yJabTaThl 00yYeHHs M0 THCHHUIIIMHE

3.1. Komnerenuuu, popMHPOBAHNIO KOTOPBIX CIIOCOOCTBYET AUCHUILINHA

[Tpu ocBOE€HMH AUCLHUILIMHBI (POPMUPYIOTCS CIEAYIOLIME KOMIIETeHIMU B cooTBeTcTBUU ¢ PI'OC
BO no nanHOMY HanpaBJIeHUIO TOJTOTOBKHU:

a) obmenpodeccuonansubie (OIIK):

OIIK-1 Crocoben oueHuBaTh poib HHGOpMAMM, HWHPOPMALMOHHBIX TEXHOJOTHH U
nH(pOpMaIMOHHOW OE€30MacHOCTH B COBPEMEHHOM OOIIECTBE, HMX 3HAUYCHHUE IS OOeCTICUeHHs
00BEKTHBHBIX OTPEOHOCTEN JTMYHOCTH, OOIIECTBA U TOCYAapCTBa

OIIK-5 CrnocoGeH npuMeHSTh HOPMAaTHBHBIE MPAaBOBBIC AKThl, HOPMATHBHBIE W METOIMYECKHUE
JIOKYMEHTBI, PErJIaMeHTHUPYIOLIME AEATeIbHOCTD 10 3aIuTe nHpopManuu B chepe npodeccnoHaabHON
JeSITEIIbBHOCTH

OIIK-6 CrocobeH mnpu pemeHud Npo(ecCHOHANbHBIX 33Jad OPraHU30BbIBATH  3ALIUTY
UHPOpPMALIUK OTPAHUYEHHOTO JOCTyNa B COOTBETCTBUM C HOPMATUBHBIMU IIPABOBBIMH aKTaMH,
HOPMAaTHBHBIMU M METOIMYECKUMHU AoKymMeHTamu dDenepanbHol ciyx0bl O6e3omacHocTH Poccuiickoit
Oenepanun, PeepanbHON CIIyKObI 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO

OIIK-9 CnocoOeH mNpUMEHATh CpeICTBA KPUNTOrpapUuecKod M TEXHUYECKOH 3alUThI
uH(pOpMaLnu AJis peleHus 3a1ad NpoecCUuOHATBLHON e TeIbHOCTH

OIIK-10 CrnocobeH B KadyecTBE TEXHHYECKOTO CIEHUAIMCTa NpPUHUMATh y4yacTue B
(GbOopMUPOBAHUM TMOJUTUKA HHOPMALIMOHHOW OE€30MacHOCTH, OPraHU30BbIBaTh M IMOJIEPKHUBATDH
BBIIIOJIHEHHE KOMIUIEKCa Mep Mo o0OecredyeHu0 HMHPOPMALMOHHOW 0e30MacHOCTH, YIpaBIATh
MIPOLIECCOM UX peanu3alii Ha 00bEKTe 3alIUThI

OIIK-11 Cnoco0eH NpPOBOAUTH SKCIEPUMEHTHl MO 3aJaHHOM METOAMKE M 00paboTKy HX
pe3yJIbTaToB

OIIK-12 Cnoco0OeH mpoBOIUTH MOATOTOBKY MCXOTHBIX JaHHBIX JJIS1 IPOSKTHUPOBAHUS MOJICUCTEM,
CpeICTB o0OecrneueHus 3alMThl HMHQOpPMAMM W IS TEXHUKO-DKOHOMHYECKOro 00OCHOBAaHHUSA
COOTBETCTBYIOLIMX MPOEKTHBIX PELICHUN

OIIK-1.1 Cnocoben pa3pabaTbiBaTh M pPEATU30BHIBATH IMOJUTUKU YIPABICHUS JOCTYIIOM B
KOMITBIOTEPHBIX CHCTEMax

OIIK-1.2 CnocobOeH aJIMUHUCTPHUPOBATH CPEACTBA 3alIUTHl WHPOPMAIUU B KOMITBIOTEPHBIX
CHCTEMax U CeTAX

OIIK-1.3 Cnocoben obecneunBaTh 3amuTy uHOpManuu mnpu padboTe ¢ 0a3aMu JaHHBIX, TIPH
nepeaaye no KOMIbIOTEPHBIM CETSIM.
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3.2. Hepeqeﬂb IVIAHUPYEMBIX PpPeE3yJabTaTOB oﬁyqe}mﬂ nmo AUCHHUIIJIMHE, COOTHECCHHbIX C

HHIMKATOPAMH JOCTHKEHHS (POPMHUPYEMBIX KOMIIETEHIH I
B pesynbrare ocBOCHUS IUCIHUILTUHBI 00YYaIOLIHIACS JOIKEH:

3HaTEh:

MPUHIUIB! (PYHKIMOHUPOBAHHS 3AIIUIIEHHBIX KOMITBIOTEPHBIX CETEH;
TpeOOBaHUA K 00ECIIEUEHUIO 3aLIUILIEHHOCTH KOMIIbIOTEPHBIX CETEH;

TpeboBanusi  3(pPeKTUBHOTO

(GyHKIMOHUPOBAHUS

KOMIIBIOTEPHBIX CUCTEMAX U CETSIX;
COBpPEMEHHBIC YTPO3bI CETEBOM OE30MACHOCTH B KOPIIOPATUBHBIX BBIUMCITHTEIBHBIX CETAX;

YMeTs:

CpENCTB

3alllUThI

IIPOBOJUTH AHAJIN3 U OLEHKY 3aIUIIEHHOCTH KOMIIBIOTEPHBIX CETEH;
aJIMUHUCTPUPOBATh CPEJCTBA 3aIUTHI HH(POPMALUU B KOMIIBIOTEPHBIX CUCTEMAX U CETSX;
MPOBOJIUTH MOHUTOPHHT YIpo3 0e30MacHOCTH WH(POpPMAUU B KOMIBIOTEPHBIX CHCTEMaxX H

CCTAX.

Nmets npakTrueckuii onbIT/MIMETh HABBIKH
BbIOOpa cpencTB obecriedeHuss UH(POPMAIMOHHONW 0€30MacHOCTH MH(DOPMALIMOHHONW CHCTEMBI

COBPCMCHHOTI'O IIPCAIIPUATHUS;

OpTaHU3aIMH 3aUIUTH HHHOPMAIIMU B JIOKAITBHOU CETH.

4. O0beM U coiepKaHKe TN CHUTITIHHBI

uHpopMauu

O0BeM AUCIUIUTMHBI COCTaBIsAeT 5 3aueTHhIX eaunuI] (180 akajgeMudeckux 4acoB), B T.4.
npaktudeckas noaroroska (I111) — 12 akamemudecknx 4acoB B 04HOM (opme.

4.1. Conep:xaHue JAUCHUNIMHBI

no pasgenam (Temam),
TPYAOEMKOCTBIO 3aHATHI JEKIIHOHHO-CEMHHAPCKOI0 THIIA

O0beM MHOW KOHTAKTHOM pabOThl U CaMOCTOSITENbHON pabOThl 0Oy4aroUIerocs 1o IUCHUILUINHE
yKa3aH B yueOHOM IJ1aHe 00pa30BaTeIbHOM MPOrpaMMBl.

B

COOTHECEHHOE€ C BHJIaAaMH H

Ne Bunsl 3anaTHA, HX @OpMBI TEKYILETO
/1 Paznenst (TeMsr) = 00BEM (B ak.uacax, Mo KOHTPOJISL yCIIEBAEMOCTH (1o
JIUCLUTUIAHBI 3 O4HOMH (opMe 00yUeHNsT) OYHOI hopme 00yUeHHs)
GE) 3aHATHA 3aHATHSA
o JEKIIAOH- ceMuHap- ®opMBbI IPOMEXYTOUHOM
HOTO TUIIA CKOT'O THUIIa aTTecranuu
1. BBoHbIN. BBenenue B 7 2 BxonHaga guarHoctuka: TECT C
npodIeMaTuKy JUCLUIIINHBI, NOCIEAYIOIMM 00CYKACHUEM
MIpeICTaBICHUE paboueii Ppe3yJIbTaTOB.
MIPOTPaMMBI, OCMEICIIEHNE Crncox BOTIPOCOB,
TpeOOBaHMIA K OpraHH3aLNN UHTEPECYIOIUX CTYJAEHTa IO
mporecca o0yd4eHus, COJIEPIKaHUIO JUCIUTLITUHBI
CaMOCTOSITEIbHOM paboTel U popm (cmaercsi B MMCbMEHHOM BUJIE)
aTTecTalun
2. | CoBpeMEeHHBIE  YIpO3bl  CETEBOU 7 2 1 Ob6cyxnenue pe3yabTaToB
0e30macHoCTH. BBINIOJTHEHUSL  J1IAOOPAaTOPHOM
paboThI
3. | ObGecrieuenue 6E30MACHOCTH CETH. 7 2 1 Ob6cyxnenue pe3yiIbTaToB
BBINIOJTHEHUSL  JIAOOPAaTOPHOM
paboThI
4, Ceressle yrpo3sl. Bpemonocuoe 110. 7 2 1 OO6cyxmenne pe3yIbTaTOB
PacnipocTpaHeHHBIE CETEBBIE aTaKH. BBINIOJTHEHUSI  JIAOOPAaTOPHOM
paboThl




OcHoBHas npodeccuoHanbHas o0pazoBareibHas MporpaMMa
10.03.01 UudopmanmonHast 6€30MacHOCTh
(Be3omacHOCTh KOMIIBIOTEPHBIX CUCTEM
(o orpacnu win B chepe npodeccuoHaIBHOMN NeSITEeTHPHOCTH))

5. | 3ammura ceru, 0O0IaCTH CETEBOI 2 1 Ob6cyxnenue pe3yIbpTaToB
0E30IaCHOCTH. Ycrpanenue BEITIOJTHCHUS ~ JTaOOpaTOPHOM
TUINYHBIX CETEBBIX aTak. paboThI

6. | ObecneueHue 0e3omacHOCTH 2 1 Ob6cyxnenue pe3yIbpTaToB
CETEBBIX YCTPOMCTB. 3ammura BBITIOJTHCHUS ~ JTaOOpaTOPHOM
JIOCTYTIa K yCTPOUCTBAM. paboTHI

7. | Ha3zHauenue AIMUHUCTPATUBHBIX 2 1 OO6cyxenue pe3yIbTaTOB
poneii. MOHHUTOPUHT YCTPOMCTB M BBHIMIOJIHCHUST  J1ab0paTOpHOU
yIpaBIeHUE UMHU. paboTHI

8. | Ucnonb3oBanue ABTOMATHUYECKUX 2 1 OO6cyxeHue pe3yIbTaTOB
¢byHKUMH o0ecrievueHusl BBINIOJTHEHUSI  JIAOOPATOPHOM
Oe3omacHOCTH. 3aluTa IUIOCKOCTH paboTsI
yTpaBJICHHS.

9. | AyreHTudukanus, aBTOpH3ALUS H 2 1 Ob6cyxnenue pe3yabTaToB
yueT (AAA). Haznauenne AAA. BHIMIONTHEHUsT ~ JabopaTopHOU

paboTHI

10. | JlokanpHas ayreHTUGUKAIHS AAA. 2 1 Ob6cyxnenue pe3yabTaToB
BBIMIOJIHGHUSL  J1ab0paTOpHOU
paboTHI

11. | CepBepHoe perreHue AAA. 2 1 O6cyxnenue pe3yIbTaToOB
CeprepHast ayreHTHUKaus AAA. BBIMIOJIHGHUSL  J1a00paTOpHOU
CepBepHasi aBTOpH3alUsl W Y4eT paboThl
AAA.

12. | Buenpenue TEXHOJIOTUI 2 1 Ob6cyxnenue pE3yIBTaTOB
MEXCETEBOTO 9KPaHUPOBAHUSI. BBINIOJTHEHUST  JIAOOPaTOPHOM
OBOJIIOLUSI  CUCTEM  MEXCETEBOIO paboTs
SKpPaHUPOBAHMS.

13. | Coucku KOHTPOJS AOCTYTIA. 2 1 O6cyxnenue pe3yIbTaTOB
BBHITMIONIHEHUsT  J1abopaTopHOU
paboThI

14. | Tunsr MEXKCETEBBIX 9KpPaHOB. 2 1 OO6cyxaenue pe3yIbTaTOB
30HaNbHBIE MEXKCETEBBIE IKPAHBI. BBITIOJIHGHUS  J1a0OpaTOPHOU

paboTHI

15. | Buenpenune CUCTEMBI 2 1 Ob6cyxnenue pE3yIBTaTOB
npenoTBpamienns BropxxeHuit (IPS). BBIMIOJIHEHNST  J1abopaTopHOU
Texnonorus IPS. Bapuantsl cereBoit paboThI
peasmzanuu IPS.

16. | Curnatypsl IPS. HeiictBust 2 1 O6cyxnenne pe3yabTaTOB
CUTHATYD. Buenpenue IPS. BBIMIOJIHEHNST  J1abopaTopHOU
[TpoBepka u MmonuTOpHHr IPS. paboThI

17. | OGecnieuenue 0e30ImacHOCTH 1 OO6cyxenue pe3yIbTaToOB
JIoOKaJIbHOM  ceTu.  beszomacHocTh BBITIOJIHCHUS ~ JIa0OpaTOPHOU
OKOHEYHBIX YCTPOMCTB. paboTHI

HWroro 3a 7 cemectp: 32 16 3ayer

1. | HeliTpanu3amus arak Ha TaOuuIly 2 3 OO6cyxeHue pe3ynbTaToOB
CAM. HeiiTpanu3anusi aTak Ha CETh BBITIOJITHEHUSI ~ MPAKTHUUYECKOH
VLAN. paboThI

2. | Heiirpamuzamnus aTak DHCP. 2 3 OO6cyxeHue pe3yiIbTaTOB
Heitrpanuzanus atak ARP. BBITIOJIHEHUSI ~ MPAKTHUYECKOH

paboThI
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3. | Heltirpanuzanmsa  atak  cmydunra 2 3 Ob6cyxnenue pe3yabTaToB
anpecoB. Hetitpammzamus arak STP. BBITIOJTHEHUSI ~ MPAKTHUYECKOH
paboThI
4. | BHengpeHue BHUPTYaJIbHBIX YaCTHBIX 2 3 Ob6cyxnenue pe3yabTaToB
cereii. Cetn VPN, TUIIBL. BBITIOJIHEHUSI ~ MPAKTHUUYECKOMH
paboTHI
5. | Komnonentst cetu IPsec u wux 2 3 OO6cyxenue pe3yIbTaTOB
(YHKIIMOHUPOBaHHE. BBINIOJIHCHUSI  TIPAKTUYECKOMN
paboTHI
6. | Peammzamus cereir IPsec wMmexny 2 3 O06cyxnenue pe3yIbTaTOB
JBYMSI ITYHKTaMH. BBINIOJIHEHUSI  TIPAKTUYECKOMN
paboThI
7. | BHenpenne MHOTO(GYHKIIMOHAIBHBIX 2 3 OO6cyxnenue pe3yIbTaToOB
YCTPOWCTB 3aILUTHI. BBIIIOJIHEHUSA  NPAKTHYECKOH
paboThI
8. | bazoBas KOH(HTYypaus. 2 3 Ob6cyxnenue pe3yabTaToB
Kondwurypanus MEKCETEBOTO BBINIOJIHEHNSI  TPAKTUYECKOMH
JKpaHa. paboThl
9. | Hacrpoiika AAA. Hacrpoiika 2 3 O6cyxnenue pe3yIbTaToOB
CEPBHCHBIX ITOJUTHUK. BBINIOJIHEHNSI  TPAKTUYECKOMH
paboThI
10. | Hacrpoiika ACL. 2 3 Ob6cyxnenue pe3yabpTaToB
BBINIOJIHEHNSI ~ TPaKTUYECKOMH
paboTHI
HUroro 3a 8 cemectp: 20 30 OKk3ameH
HTOro mno JUCHUILINHE: 52 46

4.2. Pa3BepHyTOe ONMCAHHE COAEPKAHUSA JUCHMILUIUHBI N0 pa3ienaM (TeMam)
CoBpemeHHBIE yTpo3bl ceTeBoil Oe3omacHocTH. Obecneuenne OezomacHocTU ceTdu. CeTeBble Yrpo3bl.
Bpenonocnoe I10. PacripoctpaneHHble ceTeBble aTaky. 3alluTa CeTH, 00JIaCTU CeTeBOM 0€30I1aCHOCTH.
VYcTpaHeHne TUIIMYHBIX CETEBBIX ATaK.
ObecnieueHne 0OE30MACHOCTH CETEBBIX YCTPOWMCTB. 3ammMra JocTyna K ycrpoicrtBaM. HasHauenue
aIMVHHMCTPAaTUBHBIX posied. MOHMTOPHHI yCTpOWCTB M ympaBileHHe HWMH. Vcnosb3oBaHue
aBTOMAaTUYECKUX PYHKIMHA oOecriedeHust 0€30MacHOCTH. 3alUTa II0CKOCTH YIIPaBIIECHUS.
AytenTuduxanus, aBropusanus u yuet (AAA). Haznauenue AAA. JlokanbHas ayreHTHQUKanus AAA.
CepsepHoe pemenne AAA. Cepsepras ayrentudukanus AAA. CepBepHas aBropuzanus u yaetr AAA.
Buenpenne  TEXHOJIIOTMH  MEKCETEBOIO  DKPAaHMPOBAHMUSA.  OBOJIOLUSA  CHUCTEM  MEXKCETEBOIO
sKkpaHupoBaHus. CUCKU KOHTPOJIA JOCTyna. THUIBI MEXCETEBBIX SKPAaHOB. 30HAIBbHBIE MEXKCETEBbIE
JKpaHBbl.
Buenpenue cucrembl mnpenorBpaiienus BropxeHuil (IPS). Texnomorust IPS. Bapuantel cereBoit
peanuzauuu IPS. Curnarypsi IPS. JleiictBust curnatyp. Baenpenue IPS. IIpoBepka u monutopusr IPS.
Obecnieuenne 6e30MacHOCTH JIOKaJIbHOI ceTu. be3omacHocTh okOoHEUHBIX ycTpoiicTB. HeitTpanuzanus
atak Ha Tabmuity CAM. Heirpamuzamus atak Ha cethb VLAN. Helitpanuzauus arak DHCP.
Hetitpanu3zanus arak ARP. Helrpanuzamus arak cnydunra anpecoB. Heittpanuzarus atak STP.
Buenpenne BuptyanbHbix uacTHbIX cered. Ceru VPN, tunsl. Kommonentsr cetm IPsec u ux
¢dbyHkronuposanue. Peanuzanus cereit [Psec Mexay AByMs MyHKTaMHU.
Baenpenune MHOTO(YHKIIMOHAIBHBIX YCTPOUCTB 3auThl. ba3zoBas konurypamus. Konpurypamus
MexkceTeBoro 3kpana. Hacrporika AAA. Hactpoiika cepBucHbix monutuk. Hactpoiika ACL.



OcHoBHas npodeccuoHanbHas o0pazoBareibHas MporpaMMa
10.03.01 UudopmanmonHast 6€30MacHOCTh
(Be3omacHOCTh KOMIIBIOTEPHBIX CUCTEM
(o orpacnu win B chepe npodeccuoHaIBHOMN NeSITEeTHPHOCTH))

5. O6pa3zoBare/ibHbIe TEXHOJIOTHHI
Opranu3zaius yueOHOro mpolecca OCyIecTBIseTcs B popme JIeKUUid, 1a0opaTOPHBIX 3aHATUH U
WHUBUIYAILHON CAMOCTOSITETLHOM PabOThI CTYICHTOB.
VYu4eOHblii poliecc Mo AucuuIuinHe «be3omnacHocTh KOMIBIOTEPHBIX CUCTEM U CETEH» OCHOBaH Ha
MCIIOJIb30BAaHUH CIICTYIOIINX HHHOBAIIMOHHBIX 00pa30BaTEIIbHBIX TEXHOIOTHIA:

1. Texuomorus npo6ieMHOro 00y4YeHHsI — OCHOBHBIE TEMBI Kypca Ha JICKIUSAX U J1a00paTOPHBIX
3aHATHUSAX PACKPBIBAIOTCS YEPe3 MOCTAHOBKY U MOCIEAYIOIIEE pa3pelieHue MpoOIeMbl CO31aHUs
aIropuTMa pelieHus 3a/1a4i U €€ pa3pelieHue B Biie (yHKIIMOHUPYIOIIEH TPOrpaMMBL.

2. TexHOJIOTHS TECTOBOTO KOHTPOJISI KA4eCTBa 00Pa30BaHMsI — B TIPOIECCE U IO 3aBEPIICHUN
TEOPETUUECKOr0 00YUYEHHUS BHITIOTHSAETCS KOMIIBIOTEPHOE TECTUPOBAHUE.

3. HubopMannoHHO-KOMIBIOTEPHBIC TEXHOJIIOTUN — MPUMEHSIOTCS TIPH BBITIOJTHCHUH
1ab0paTopHBIX paboT, CaMOCTOSATEIHHON BHEAYTUTOPHOM MMOATOTOBKE B BHUJIE
CaMOTECTUPOBAHUS 10 ceTH Internet u MCTIOIB30BaHUS YICOHBIX MATEPHUATIOB B AJICKTPOHHOM
dbopwme.

4. TexHoNOrUsl CMEIIAHHOTO OOyUEHHUSI.

6. YueOHO-MeTOIMYECKOe O0ecreYeHre CaMOCTOSITeIbHOM PadoThl 00y4YaIOLIUXCS
Mertoaurka npenoaBaHust yueOHOH TUCHMIIIMHBI pelaeT CIeAYIOUIMe OCHOBHBIE 3a/1a41:
— ompezenseT 3aaud 00y4eHus CTyI€HTOB 110 IUCHUILINHE;
— Hay4HO OOOCHOBBIBAaET COJEpXkaHHWE Y4eOHON mporpamMMbl, HaMe4aeT I0CIEe10BaTebHOCTh €€
U3y4YEHHsI B KOMIUIEKCE C JPYTUMH JUCHUILIMHAMY;
— ompeJeNseT MyTH pean3alii IPUHLIUIIOB 00YYEeHHs IPU U3YUYE€HUU JUCUUIUIMHBI, (GOPMBI U METObI
o0OydeHus;
— BbIpabaTbIBaeT TpeOOBaHMS K METOAMUYECKOMN MOJATOTOBKE MPEIoiaBaTeiei;
— U3Yy4aeT UCTOPHUIO0 METOJUKHU IIPEnogaBaHusl IUCIUIUINHBI;
— BHE/IPSIET NEPE0BOM OMBIT 00y4EHUS;
— BbIpa0aThIBaeT PEKOMEH AN 10 BOCIIUTAHUIO 00y4aeMbIX B MPOLIECCE U3YUEHUS TUCIUIITUHBI.
B cooTBeTcTBHM € 3TUMU 3aJladyaMU OCYILECTBISETCS 0TOOp HAYYHOTO MaTepHasa, ero cucreMaTh3alus
U nepepaboTKa B UHTEpecax pa3BUTHS U COBEPIICHCTBOBAHUS COJIEPKAHUS yUeOHONW JUCIUIUINHBL.
Mertonuka pa3paboTaHa NPUMEHUTENBHO K YTBEPXKAECHHON pabouell mporpamme JUisl CTYIEHTOB C
yuetoM TpeboBanuit PI'OC Beicmiero obpazoBaHus 1o HampasieHuto mnoaroroBku 10.03.01
NudpopmanmonHasi 06e30MacHOCTb, M BOOPYXaeT MpenojaBarenel HeoOXOAMMBIMU 3HAHUAMU,
CIOCOOCTBYET UX BHEJPEHUIO B MPAKTUKY O0yUEHHs ¥ BOCIIUTAHUS CTYACHTOB.
Brei6op MeTo0B mpoBeneHUS 3aHATUA OOYCIOBJIEH Y4EeOHBIMU IENsIMH, COJAEpKaHHEM Y4eOHOro
MarepHaia, BpeMeHeM, OTBOJUMBIM Ha 3aHATHSL.
Ha 3aHsATHSX B TECHOM COYETAaHWU MPUMEHSAETCS HECKOJIIBKO METOJIOB, OAMH W3 KOTOPHIX BBICTYHAET
BeaymuM. OH onpenesseT NOCTPOCHUE U BU 3aHATHA.
Ha nexuusix mu3nararorcs JUIIb OCHOBHBIE, HUMEIOIIME MPUHIMITUATIBLHOE 3HAUeHNEe U Hauboliee TpyAHbIe
JUIS TOHUMaHMS U YCBOCHHUS TEOPETUUECKUE U TPAKTUYECKHE BOTIPOCHI.
TeopeTnueckue 3HaHUS, MOJTYYEHHbIE CTYACHTAMU Ha JIEKIHAX U MPHU CAMOCTOSITEJIbBHOM H3y4Ye€HUU
Kypca 110 JTUTepaTypHbIM UCTOYHHUKAM, 3aKPETUISIOTCS MIPH BBIMOJIHEHUH Ja00paTOPHBIX padoT.
[ensimu mpoBeieHUs 1a00PaTOPHBIX PadOT SBIISIOTCS:
— npuoOpeTeHre TMPaKTUUECKUX HaBBIKOB BbIOOpa CpeAcTB obOecredeHuss HHGOPMAIMOHHON
0€30MacCHOCTH MH()OPMAITMOHHOW CHUCTEMBI COBPEMEHHOTO MPEANpPUSATHS W OpPraHU3alldM 3aIlIUThI
UH(pOPMALIUU B JIOKAJILHOU CETH;
— KOHTPOJIb CAMOCTOSATENBHOM pabOThI CTYJJCHTOB 110 OCBOCHUIO KYpCa;
— 00yueHure HaBbIKaM MPo(eCcCHOHATBLHOM IS TEIIbHOCTH.
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Llenu mabopaTOpHBIX pabOT JOCTUTAIOTCS HAWIYUIIMM 00pa3oM B TOM CiIydae, €ClId UM IpPEAIIeCTBYET
ornpezesieHHasl TOJArOTOBUTENbHAS BHeayquTopHas pabora. [losToMy mpernonaBarens 00si3aH JOBECTH
JI0 BCEX CTYIEHTOB rpaduK BBINOJHEHHUs Ja0OpaTOpHBIX paboT ¢ TeM, YTOOBl OHM MOTJIM 3aHHUMAThCS
1eJICHAITPABICHHOM CaMOCTOSTEIFHON pabOTOM.
Pabotbl pekoMeHayeTCs BBIOIHATH B TOM MOCIEI0BATENIbHOCTH, B KOTOPOM OHU HAIIMCAHBI, IOTOMY YTO
B HEKOTOPBIX paboTax MCIONb3YIOTCS 3JIEMEHTHI, MOJIy4YeHHbIE B Ipeblaylei padoTe.
Ha 3anaTHSAX CO CTyneHTaMu IOJDKHBI HIMPOKO MCIOJB30BAThCS pa3HOOOpasHbIe cpelncTBa OOydeHHs,
crocoOcTByrolME 0oJiee MOTHOMY U MPAaBUIBHOMY MOHHUMAHHMIO TE€Mbl JEKIUU WM JabOpaTOpHOTO
3aHATHS, a TAKKE BRIPAOOTKE MPaKTHYECKUX HaBBIKOB 1o padote ¢ [1I10.
K cpencrBam oOyueHus CTyJI€HTOB OTHOCSTCS:

— peub IpenojaBaTes;

— TEXHHYECKHE CPE/ICTBA OOyUYEHUS: NEPCOHANbHBIE KOMIBIOTEPHI C YCTAHOBICHHBIM MPHUKIAIHBIM

MPOrPaMMHBIM 00eCTIeYeHUEM;
— y4eOHUKH, y4eOHBIE TTOCOOHS, JIEKIIMU B DJIEKTPOHHOM BHJIE.
[TonHOCTBIO BEChb METOAMYECKUN MaTepuan IO OOECIEUEHHI0 CaMOCTOSTEIbHOU padoThI

cTyneHToB npuBoautcs B [lpunoxenun 1 x PIL.

7. XapaKkTepUCTHKAa OLICHOYHBIX CPeJACTB /UIA TeKYLIero KOHTPOJIsl YCIeBAeMOCTH H
NPOMEKYTOYHOM aTTecTAMU 00yYAIOIMXCS 110 N CHHUILJIMHE
JUIg KOHTpOJISL yCBOEHUSI MaTepuasla NUCUMILIMHBI «be30IacHOCTh KOMIIBIOTEPHBIX CHCTEM M CETE»
IIPEAYCMOTPEH TEKYHIIMH M INPOMEXKYTOYHBIA KOHTPOJb. TEKyIMH KOHTPOJIb OCHOBAaH Ha aHaJIU3e
pe3yJbTaTOB BBINOJHEHHs J1a0OpaTOpHBIX paboT M cobeceoBaHMM MO MX TemaM. [IpoMexyTo4HbII
KOHTPOJIb 3aKJIF0YAETCs B CJa4e 3a4eTa M K3aMeHa 110 JUCHUIIIMHE.
Jlnis mpoBeieHus 3a4eToB (9K3aMEHOB) B MUCHbMEHHOW MM TECTOBOM (hopMme pazpabaThiBaeTCsl epeyeHb
BOIIPOCOB, YTBEPKIAaEMbIl 3aBenyronuM kadeapoil. B mepeueHb BKIIOYAIOTCS BOMPOCH U3 PA3IMUYHBIX
pa3fesoB Kypca, MO3BOJIIOIINAE MTPOBEPUTh U OLIEHUTh TEOPETUYECKHE 3HAHMS CTYACHTOB U yMEHHE
NPUMEHSTh UX JUISl peLIeHUs] TPAaKTUYECKUX 3a]1a4.
3ayer (9K3aMEH) B IHUCBMEHHOM (opMe MPOBOAUTCS OJHOBPEMEHHO [UIs BCEX CTYIEHTOB
aKaJeMU4ecKol rpynnbl. Bpemsi BBHINOSHEHUS 3aJaHUsl COCTaBIseT HE OOJee OJHOro aKaJeMUYECKOTo
qaca.
[Tpu npoBeneHun 3adera (3K3aMeHa) B MUCbMEHHOW (OpME OlLIEHKa BBICTABJISIETCS HA OCHOBE IPaBHII,
OPUHATBIX  Kadeapoil, KOTOpble JOJKHBI OBITh COOOLIEHBI CTyJEHTaM [0 Hayaja 3a4eTHOM
(9K3aMEHAIMOHHOI) CecCuu.
AHaJIOTUYHBIE [TPABUIIA MOTYT OBITh 3aJI0’KEHBI B IIPOTPaMMbl KOMITBIOTEPHOT'O TECTUPOBAHMSL.
[Ipu KoHTpoJe 3HaHMM B YyCTHOM ¢opMe MpenoaaBareib HCIOIb3YET METOJl WHAMBHUIYaJIbHOTO
cobeceI0BaHus, B X0JI€ KOTOPOTo 00CYKAAeT CO CTYAEHTOM OJIMH MJIM HECKOJIBKO BOIIPOCOB U3 y4eOHOM
nporpammel. [lpu HEOOXOAMMOCTH MOTYT OBITH MPEIOKEHBI JOMOJIHUTEIbHBIE BOMPOCHI, 3aladdl U
npuMepsbl. [1o okOHYaHUM OTBETa Ha BOMPOCH! MPEMNOaBaTelb OOBABISET CTYACHTY Pe3y/bTaThl Claun
3auera (dIK3aMeHa).

8. YueOHO-MeTOIMUECKOE M HH(POPMALIMOHHOE 00ecnedeHne THCIUTITHHBI
OcHoBHasl TuTEpaTypa:

1. Hemwupos, JI. H. OcHOBBI SKCIuUTyaTaliid KOMITBIOTEPHBIX CETEH: Y4eOHHWK a1 OakaaaBpoB /
JI. H. lemunoB. — Mocksa : [Ipomereit, 2019. — 799 c. : un., 1abn., cxem. — Pexxum goctymna: mo
noanucke. — URL: https://biblioclub.ru/index.php?page=book&id=576033 (mara obGpareHus:
04.12.2022). — bubamorp.: c. 750 - 752. — ISBN 978-5-907100-01-5. — TekcT : 2J1eKTpOHHBIN.

2. Csicoes, D. B. AnMUHHCTpUpPOBAaHNE KOMITBIOTEPHBIX CeTel : yueOHoe mocodue / D. B. Cricoes,
A. B. Tepexos, E. B. Bypuea. — Tam60B : TamM00BCKHii TOCYJapCTBEHHBIN TEXHUYECKUN


https://biblioclub.ru/index.php?page=book&id=576033
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yauepcutet (TT'TY), 2017. — 80 c. : un. — Pexxum goctyma: 1no noanucke. —
URL.: https://biblioclub.ru/index.php?page=book&id=499414 (nata obpamenus: 04.12.2022). —
Bubmuorp. B ku. — ISBN 978-5-8265-1802-1. — TekcT : 371€KTPOHHBIN.

JlononuurenpHas IuTeparypa:

1. TIpoxoposa, O. B. Unpopmannonnas 6e30macHOCTh U 3amuTa nHpopmarmu : yuyeOHuk : [16+] /
O. B. IIpoxopoBa ; Camapckuii roCy/1apCTBEHHbI apXUTEKTYPHO-CTPOUTEIbHBIA YHUBEPCUTET.
— Camapa : Camapckuil rocyapCTBEHHBIM apXUTEKTYpPHO-CTPOUTENbHBIN yHUBEepcUTeT, 2014, —
113 C. : TaoII., CXEM., WL —  Pexum JIOCTyTa: 1o IMOJMHUCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=438331 (nata obpamienus: 04.12.2022). —
bubnuorp. B kH. — ISBN 978-5-9585-0603-3. — TekcT : 37€KTPOHHBIMH.

2. OCHOBBI AJIMHUHUCTPUPOBAHHUS HH()OPMAIIMOHHBIX cHCTEM : ydyeOHoe mocobme : [16+] /
. O. bobsianes, A. JI. Mapyxiuenko, JI. O. Mapyxnenko [u ap.]. — Mocksa ; bepnun : [{upekt-
Memma, 2021. — 202 ¢ : wr, Tabm. — PexwMm JgocTyma: 1O TOMANUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=598955 (nata obparuenus: 04.12.2022). —
bubauorp. B kH. — ISBN 978-5-4499-1674-7. — DOI 10.23681/598955. — TekcT : 3eKTPOHHBIH.

3. Ceru W cUCTeMbI TEIEKOMMYHHUKaIMi: yueOHOE AJIEKTPOHHOE M3/aHue : ydeOHoe mocobue :
[16+] / B.A.Iloronun, A.A.TperssikoB, W. A.Enuzapos, B. H.Ha3apoB. — TamboB
TamboBckuii rocynapcTBeHHbl TexHuueckuit yHusepcuter (TI'TY), 2018. — 197 c. : mn. —
Pexum JOCTyIIA: o MIOJIIUCKE. -
URL.: https://biblioclub.ru/index.php?page=book&id=570531 (nata obpamienus: 04.12.2022). —
bubmuorp.: c. 190-191. — ISBN 978-5-8265-1931-8. — Tekcrt : 3neKTpOHHBIHA.

Pecypcel nH(OpManOHHO-TEIEKOMMYHUKAITMOHHON ceTn «HTepHEeT»:

Cucrema 5SIEKTPOHHOM TMOAJEPKKH 00pa3oBaTeNbHOTO Tmporecca «MoH — YHHUBEPCHUTET»
https://uni.ivanovo.ac.ru

ITpodeccuonanbHbie 6a3bl JTaHHBIX U UHPOPMAIIMIOHHO-CIIPABOYHBIE CUCTEMBI:

OBC «YHuBepcuteTckas OnOiIMoTeKa onaaitH» Www.biblioclub.ru

Dnextponnas oubnuorexa MBI'Y _http://lib.ivanovo.ac.ru

Onextponnsiii katanor Hb UBI'Y  http://lib.ivanovo.ac.ru/index.php/ek

CIIC «Konucyasrantllmrocy http://www.consultant.ru/

[TporpammHoe oOecrieuenue: omepanuonHas cucrema Microsoft Windows, makeT oduCHBIX
nporpamm Microsoft Office u(unm) LibreOffice, unrepuer-opaysep Microsoft Edge u(unm) Yandex
Browser.

9. MatepunajibHO-TeXHHYeCKoOe o0ecnedeHue T CIHUTIIHHBI

VY4eOHble ayIUTOPUH:

- JUIA TIPOBEJICHMS 3aHATUH JIGKLMOHHOTO THUNA C KOMILJIEKTOM CIENHAIU3UPOBAHHONW yueOHOM
MeOenu W TEeXHMYECKHMHU CpeICTBaMu OOYyYeHHMs, CIyXallUMU JUIsl TpPeJoCTaBlIeHUs y4deOHOMU
uHpopManuu O0JIBIION ayIUTOPHH;

- JUId TPOBEICHHS 3aHATHH CEMHUHAPCKOTO THIMA, KOHCYJIbTALMM, TEKYIIEro KOHTPOJS U
IPOMEKYTOUYHOU aTTECTAIlMM ¢ KOMIUIEKTOM CHEelMaIM3UPOBAHHON yueOHON MeOenn U TeXHUYECKUMU
cpencTBamMu OOyYCHHS.

JlaGopatopus, ocHaleHHast 1a00paTOPHBIM 000PYIOBAaHHEM, KOMILJIEKTOM CIEHUAIN3UPOBAHHON
yueOHOI MeOeNr U TEXHUYECKUMH CpeCTBaMU 00yUYEeHHUSI.

[ToMerienue A caMOCTOATENBHOM pabOTHI, OCHAIIEHHOE KOMIUIEKTOM CIEeHUAIN3UPOBAHHON
yaeOHON MeOenn, KOMITBIOTEPHOW TEXHUKOW C BO3MOXKHOCTBIO TOJKIIOYEHHS K ceTn «MHTepHeT» u
obecnieuenueM nocryna B SMOC.

JleMoHCTpalMoHHOE 00OpYJOBaHUE U Yy4eOHO-HAIIAAHBIE MOCOOUsS JUIsl 3aHATHH JICKIIMOHHOTO
TUNa, 00ECIIeYNBAIOIINE TEMATHUECKUE UILTIOCTPAIIUH.
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CrenpanbHO 000pYAOBAaHHBIE KaOWMHETHI (KJIAcChl, ayJUTOPUH) - ayIUuTOpHs (3aluinaeMoe
MOMEIIEHUE) Ui NPOBEACHHS Y4eOHBIX 3aHATHI, B XOA€ KOTOPBIX /10 OOYYaroIIMUXCS JTOBOJIUTCS
uHpOpMaLKs OTPAaHUYCHHOTO JIOCTYIA, HE COJEprKallas CBEJACHUN, COCTABIISIOMINX TOCYAAPCTBEHHYIO
TallHy

CrennanbHO 000pyHIOBaHHBIE KaOWHETHI (KIACCHl, AyIUTOPHH) - CIHEIHallbHas OubImoreka
(OubnuoTeka aUTEpaTyphl OrPAaHUYEHHOIO JOCTYyIMa), MpeHa3HauYeHHas JUId XpaHeHHUsI U o0ecrieueHus
UCTIONIb30BaHUsI B 00pa30BaTEIbHOM TIPOIECCE HOPMATHUBHBIX M METOJUMYCCKUX JTOKYMEHTOB
OTPaHUYEHHOTO JIOCTYTIA.

ayn., | Ha3Banme ayauropum, [lepedeHb OCHOBHOTO HCIIOJIB3YEMOTO 000PYAOBaAHUS
nab. | mabGopaTopun

457 | JlaGoparopust cereii u | 11 paboumx ™ect Ha 0a3e BBIYUCIUTEIBHOW TEXHHKH C
3 CUCTEM nepenavyu | mogkiaoYeHneM K cetu "MHTepHeT" U JOCTYIOM B DIIEKTPOHHYIO
KopI. | mHpOpMaIH nH(OPMATMOHHO-00pa30BaTEIHLHYIO cpeny OpraHu3aIny;
MPOEKTOP, DOKpaH Ha TpPEHOore;, CTEHAbl CeTe mepeaayu
nH(OpMAIMK C KOMMYTAaIlMel TMaKeTOB M KOMMYTAlMel KaHAJIOB
(mapripytusaropsr Cisco 881, xkommyraropsr Cisco Catalist 2960),
AMYJISITOPOM (AMYJIATOpPAMH) aKTHBHOTO CETEBOTO O0OpYIOBaHUS
(ITO CPT, IIO GNS), oOyuaromiee mnporpaMMHOE oOOecreyeHue
[10 Putty nuis ynpasieHust ceTeBbIM 000py10BaHUEM, JIP.

485 | JlaGopaTopus 11 pabounx Mect Ha 0a3e BBIYHUCIUTEIBPHOM TEXHHUKH C
3 TEXHUYECKOM  3allWThl | MOJAKIOYeHHEM K ceTd "VHTepHeT" M IOCTYIOM B 3JIEKTPOHHYIO
KOpII. | H”HPOpMALUU UHGOPMAaIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3aIumy;

MIPOEKTOP, SKPaH Ha TPEHOTE, CIICIIUATM3UPOBAHHOE 000PY/IOBaHHE
Mo 3amuTe MHQOPMAIMM OT YTEUKH IO aKyCTHUECKOMY KaHaly,
KaHaIy TOOOYHBIX JJIEKTPOMArHUTHBIX M3IIyYEHHH W HABOJIOK,
TEXHUYECKHE CpeACcTBa KOHTPOJs 3(P(PEKTUBHOCTH  3aIIUTHI
nH(POPMAIMY OT YTEUKH MO YKa3aHHBIM KaHaJaM

485 | Jlaboparopus 11 pabGoumx wmect Ha 0a3e BBIYMCITUTENBHON TEXHUKHU C
3 IIPOTrpaMMHO- MoJKItoueHueM K cetd "VHTepHeT" M JOCTYNOM B 3JEKTPOHHYIO
KOPII. | almapaTtHeIX  CPeICTB | MHPOPMALMOHHO-00pa30BaTEeNbHYIO cpeny OpraHu3aIumy;
obecrieyeHus MPOEKTOP, JKpPaH Ha TPEHOTe, aHTUBUPYCHBIE IPOrPaMMHEIE
MH(OPMAaIMOHHOM KOMILJIEKCHI, anmaparHble CpeicTBa ayTeHTU(UKALUU
0€301MacHOCTH MOJTb30BATENsl, IMPOTPAMMHO-AIAPATHBIE KOMILIEKCHl 3alllUThI

nH(popManuY, BKIIOYAIOIINE B TOM YHCIE KpUOTOrpaduyueckue
cpeanctBa  3aumThl  uHGopmauuu  (AIIKII  «KonTuHeHTY,
ITAK VIPNet Coordinator, Secret Net Studio), Crenp
“Ilu¢poBanpHbie  Kpumnrorpaguueckue  cpencrsa’,  CreHa
“Kpunronunto3sr”’, Crena “bnoku HCTOYHHUKOB PE3EpPBHOIO
MMUTaHHS Crenn “CucTeMsl TEJICBU3UOHHOTO
BUJICOHAOMIOACHUS ', CTEHIBl JUISI UW3YYEHHUs TMPOBOJIHBIX U
OEeCTIPOBOHBIX KOMITBIOTEPHBIX CETEH, BKIFOUAIOIINE a00OHEHTCKHE
YCTPOMCTBA, KOMMYTATOPbI, MAPUIPYTU3aTOPhl, CPEICTBA aHATIU3A
ceTeBoro Tpaduka, MEKCETEBBbIE dKPaHbBI, CUCTEMbI OOHAPYKECHUSI
atak (VIPNet IDS, ITTAK COB), MexceTeBble 2KpaHbl, ammapaTHO-
MpOrpaMMHBIE CpEACTBAa YIPABJICHUS JOCTYIIOM K JaHHBIM,
nmdposanus (KPUIITO ITPO), np.
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CHEIHAIBEHO
000pyIOBaHHBIC
KaOMHETHI (kmacchl,
ayJIUTOPHH)
HH(pOpPMATHKH,
TEXHOJIOTUM W METOJ0B
IPOrpaMMHUPOBAHUS

11 pabGoumx wmecT Ha ©Oa3e BBIYUCIUTEIBHOM TEXHUKH C
MoJKIroYeHneM K cetu "MHTepHeT" W JOCTYyNOM B 3JIEKTPOHHYIO
nH(}OPMAaLIMOHHO-00pa30BaTENbHYIO cpeny OpraHu3allNy;
MPOEKTOP, DJKpaH Ha TPEHOTe, CETeBBIM  IMPOTPAMMHBIM
obecrieueHreM, 00yJaromyM MPOrPaMMHBIM 00eCTIeueHUEeM
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ABTOp(bI) padoueii mnporpammsl aucuuninebl: Arynosa H.C., bykun JI.A., nouent Llentpa
HOJArOTOBKH CHELMAIMCTOB B cepe MHPOPMALMOHHOM 0€3011aCHOCTH U IPOTUBOAEHCTBUS
TEXHUUYECKHUM CPEJICTBAM pa3Beaku, 3apyouH M.A., HauanbHUK LleHTpa NOArOTOBKY CHELMAIUCTOB B
cdepe MHPOPMAIMOHHON O€30I1aCHOCTH U MPOTUBOICHCTBUS TEXHUYECKUM CPEACTBAM Pa3BEIKU.

IIporpamma paccMOTpeHa U yTBEpKICHA Ha 3acefaHuu LleHTpa MoAroTOBKY CIIEHATINCTOB B cdepe
MH(POPMALMOHHOM 6€30M1aCHOCTH U MPOTUBOAEHCTBHSI TEXHUYECKUM CPEACTBAM Pa3BEIKU

« » 20 1., npoTokoa Ne

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne OT « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oOHOBIIEHA

npotokoa 3acenanus Llenrpa Ne 0T « » 20 1.
CornacoBaHo:
PykoBonutens OI1 E.B. MenpHukoBa

(moamnuce)

[Tporpamma oGHOBIIEHA

npoTtokoi 3acenanus Llentpa Ne OT « » 20 1.
CornacoBaHo:

PykoBonutens OI1 E.B. MenpHuKOBa

(moamnuce)




