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1. Ilesin ocBOeHUsI AU CHMIIIMHBI

Ilenpto AUCHMIUIMHBL SBISETCS CHOPMUPOBATH Yy CTYJIEHTOB YETKOE IIPEJCTABICHHE M
NOHMMAaHWE TEOPETHYECKHX W NPUKIAJAHBIX 3HAHUH O COBPEMEHHBIX MeToJax obecreueHus
UHPOPMALIMOHHOM 0e30MacHOCTH B MH(MOPMALMOHHBIX HMH(PACTPYKTypax TIOCYIapCTBEHHBIX U
YaCTHONPEAIPUHUMATEIbCKUX MPEANIPUATHI U OpraHu3auil.

B pesynprare u3yueHus AMCUUIUIMHBI CTYIAEHTHI JIOJDKHBI OBJIAJE€Th METOHO0JIOIMYECKHM
UHCTpYMEHTapHeM obecrieueHus: WHQPOPMAIMOHHON O€30MacHOCTH, METOJaMH M CpEACTBAMHU
IIPaBOBOI0, OPraHU3allMOHHO-aIMUHHUCTPATUBHOIO, (PU3MUECKOro, TEXHUUYECKOI'0, TEXHOJIOTHYECKOTO,
IPOTPaMMHOTO, MPOTPaAaMMHO-AIMAPATHOTO M KpUNTOrpaduyeckoro obdecredeHuss MHPOPMALUOHHOM
Oe3omacHOCTH. M3yuuTh MeXAyHapoJHbIE CTaHAAPThl HH(GOPMAIMOHHOIO OOMEHa, OIpelesIuTh
MOHSTHS MH(POPMAIIMOHHBIX YTPO3 W OCOOCHHOCTH obOecriedcHus] MHGOPMAITMOHHON OE30IMacHOCTH B
yCcIOBUAX (DYHKIIMOHMPOBaHUS B Poccuu rio0anbHBIX, pErHOHAIbHBIX, KOPIIOPATUBHBIX U JIOKAJIBHBIX
KOMITBIOTEPHBIX ceTeld. BaxxHbIM yclioBHEM B HW3y4eHHMH AucUUIUIMHBI «OcHOBBI WH(pOpManmoHHON
0e30I1acCHOCTH»  SABISETCS HU3YyYEHHE METOA0B (OPMHUPOBAHUS 3JEKTPOHHBIX JIOKYMEHTOB H
AIIEKTPOHHOTO JOKYMEHTO000POTa, HISHTH(HUKAINY U ayTeHTH(PHUKAIINY MTOJIH30BaTEICH U IOKyMEHTOB
B MH(OPMAIIMOHHBIX HHPPACTPYKTYPAaX HAa OCHOBE IEKTPOHHON LU (POBOM MOANNCH, a TAKXKE METOJIOB
yIpaBJIEHUS] KOHTPOJIEM JIOCTYyIa, HEOOXOAMMBIX JJISi IMOCTPOSHHS 3alIUIIEHHBIX HH(POPMALMOHHBIX
CHUCTEM JIOKAJIbHOTO, PErHOHaJbHOI0, KOPIOPAaTUBHOIO M TIio0aJbHOro HasHaueHui. Ilpeamerom
JUCLUIUIMHBL  SIBJISIETCS  W3JIOKEHHWE OCHOB  IIPaBOBOM, OpraHMU3allMOHHO-aIMUHUCTPATUBHOM,
¢u3nueckoil, TeXHUYECKOW, MPOrpaMMHOM M NPOrpaMMHO-alIapaTHOM 3alIUThl HH(POpPMALUU B
COBPEMEHHBIX HH(POPMALIMOHHBIX TEXHOJIOTUSIX, CPEJCTB U METO/I0B YIIPABJIEHUSI KOHTPOJIEM JOCTYIIA B
KOMITBIOTEPHBIX CHCTEMaX, METOJ0B UAECHTHU(PHUKAINY U BepU(UKALUH MOJIb30BaTeNell U TOKyMEHTOB B
OTKPBITBIX U CHELMATU3MPOBAHHBIX COBPEMEHHBIX MH()OPMAIMOHHBIX chcTeM. MecTo AMCHMILIMHBI B
00J1aCTH HAyKH, TEXHUKH U MPAKTUKH OXBAaTBIBAET COBOKYITHOCTH MPOOJIEM, CBSI3aHHBIX C TEXHOJOTHEH
Y 3alIUTON MHPOpMAIMKU B UH(POPMALIMOHHONW HHGPACTPYKTYpe NPEANPUITUN U OPTaHU3aALHM.

2. MecTo mucuuiinHbl B cTpykType OIl
JucuumumHa «OCHOBBI HHPOPMALIMOHHOM 0€30MacHOCTH U3y4yaeTcss Ha BTOPOM Kypce B 3 ceM.
JucuunnuHa «OcHOBbI HTHPOPMAIIMOHHON 0€30MacHOCTH 0a3upyeTcs Ha 3HAHUSX MOJTYYEHHbIX
CTYAGHTAaMH B IIpOLIECCE OCBOEHHUS Mporpammbl 1o mnpeameraMm: «HHpOpMalMOHHBIE CHCTEMBI,
TEXHOJIOTHH U CTaHAapTh», «IIpaBoBoe obecneuenne npopeccuoHanbHON AESITETbHOCTH.
Jli1s ocBOEHHMS JAHHOM JUCLUIUIMHBI, 00yYarOIUICs TODKEH:
3HaTh: TEOPETUYECKHUE OCHOBHI B O0JIACTH IMPaBOBBIX OCHOB HMH(OPMATUKH, MH(DOPMAIMOHHBIX
npaB U CBOOO]I YeJIOBEKa U TPaKIaHNWHA, 3alUThl HHTEJJICKTYAIbHBIX IPaB B MHPOPMALIMOHHOM cdepe;
OCHOBBI 3aKOHOaTenbcTBa Poccuiickoit @eepaiiii B 00J1acTH HHPOPMATHKHU.
YMeTh: NpPUMEHATH NPOrpaMMHBIE CPEACTBA CUCTEMHOIO, NPHUKIAJHOTO M CHELHUAIBHOIO
Ha3HAYEeHMUS.
Brnanets: HaBbIKAMU POEKTHPOBAHMS KOMITBIOTEPHOM CeTH (TPEIPUSITHSI. )
Komnerenuyu, 3HaHMs, HABBIKM U YMEHHUSI, IOJTyYEHHbIE B XOJI€ U3YUYEHUS TUCHUIUIUHBI, JOKHBI
BCECTOPOHHE HCIIOJIb30BaThCS ¥ pa3BUBATHCS CTYACHTAMHU B JAJIbHEHIIEM JUIsl U3yYEHUS IUCLHUIUINH:
«ONEeKTPOHHBIA JTOKYMEHTOOOOpPOT Ha mnpeanpustun», «MHPopManMoHHbIE CHUCTEMBI U
TEXHOJIOTUNY, «CeTH U CUCTEMBI Iiepeaayl HH(OpMAIIH.

3. [IlnanupyemMble pe3yJbTaThl 00yUeHHS M0 TUCHHUILINHE

3.1. Komnerenuuu, GopMHPOBAHNI0 KOTOPBIX CMIOCOOCTBYET AUCHUIINHA

CrocoOeH ompenensTh Kpyr 3agad B paMKax IIOCTABICHHOW LEMH U
VYK-2 BBIOMPATh ONTUMAJIbHBIE CIOCOOBI HMX pEIICHUs, HUCXOIsi W3 JACUCTBYIOIINX
MIPABOBBIX HOPM, UMEIOLIUXCSI PECYPCOB U OIPaHUYCHUN
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CrnocobeH pemiaTh CTaHJIApTHBIE 3a/1a4 NPOPECCUOHATBHON IEATEIbHOCTH
Ha OCHOBE MH(OpMAIMOHHON M OubImorpaduyeckoil KyabTypbl ¢ MPUMEHEHUEM

OTIK=3 UHPOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTMH W C YYETOM OCHOBHBIX
TpeOoBaHMI HHPOPMAIIMOHHOW 0€30IIaCHOCTH;

OITK-4 CrniocobeH y4yacTBOBaTh B pa3pabOTKe CTaHIApTOB, HOPM U MPaBHII, a TaKKe
TEXHIUYECKON TOKYMEHTAIlUH, CBSI3aHHOM C MPO(eCcCHOHATILHOM 1eSTeIbHOCTHIO;

K-10 CnocobeH crmocoOHOCTh TNpHHMMATh ydacTue B opranumsanuu  UT-

MHPACTPYKTYPHI U yIIPaBICHUU HH()OPMAITMOHHON 6€301MaCHOCTHIO

CnocobeH pemare 3agadyd B OOJIACTH PAa3BUTUSL HAYKH, TEXHUKH H
[1K-12 TEXHOJIOTUM C Y4YEeTOM HOPMAaTHBHOTO IIPAaBOBOTO pEryiMpoBaHus B cdepe
MHTEJUICKTYaJIbHOH COOCTBEHHOCTH

3.2. IlepeyeHb NJAHHPYEMBIX Pe3yJbTATOB O00y4YeHUS] MO JAMCHUILUIMHE, COOTHECEHHBIX ¢
HHAUKATOPAMHM J0CTHKEHUS (POPMHUPYEMbIX KOMIIETEH UM

3Hath: OCHOBHBIE MOHATHS U OnpeseneHust HHHOpMaAIIMOHHON 0e30IacHOCTH, 3aKOHOAaTeIbHON
¥ HOPMAaTHUBHO-TIPaBOBOK 0a3bl oOecriedeHus: MHPOPMAITMOHHONW OE30MaCHOCTH, METOABI U METOIAHMKH
OLIEHKH PUCKOB MH(OPMALMOHHOW Oe30macHOCTH, (OpMbI aTak Ha MH(GOPMALMIO; YIPO3bl, KOTOPHIM
nojiBepraercs nHGopMaIus.

YMeTh: BbIABIATh HCTOYHUKH, PUCKH U (POPMBI aTak Ha UH(OPMAIHIO, pa3padbaThiBaTh MOJUTHKY
UHPOPMALIMOHHON OE30MaCHOCTH  KOMIIAHMM B COOTBETCTBHM CO CTaHAapTaMu Oe301acHOCTH,
UCIOJIb30BaTh ~ KpUOTOrpaguuecKkue  MoOJIeNH, aNropuT™Mbl  mK(ppoBaHUS  UHPOpMALMU U
ayTeHTU(UKAIUY [10JIb30BaTEEH.

Baapers: 3HaHMAMM Ul IpUMEHEHUS cTaHaapToB ['ocynapcrBenHol Texnuueckon Komuccun
npu Ilpesunenrte Poccuiickoii @enepanuu (PenepasibHas c1yx0a 10 TEXHUYECKOMY U IKCIIOPTHOMY
KoHTpoito Poccuiickoit denepannn) no npodiemam

nH(pOpMaIMOHHOM 0€30MacCHOCTH B CBOEH MPO(PECCHOHAIIBHON e TETLHOCTH,

METOAAaMHU M CPECTBAMHU 3aLIUTHI HH(OPMAIIHH.

npuodpecTy HABBIKU:

e T10JIb30BAaHUS OMOTMOTEKAMH MPUKIAHBIX TPOrPaMM KOMIIBIOTEPHBIX CUCTEM JIJISl pEIIeHUS
3a/1a4 1o 3anure nHGopMaluu B ”HPOPMAITMOHHBIX TEXHOIOTHIX

o npuMeHeHus crannaptoB ['ocynapcrsenHol Texuuueckonr Komuccuu npu Ilpesunente
Poccuiickoit ®enepanuu (denepanbHas cinyxba Mo TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO
Poccuiickoii @eneparun) mo npobdiaemam HHGOPMAIIMOHHOM O€30MaCHOCTH B CBOEH MpodecCHOHaTbHON
JIEATEIbHOCTH;

Baanernb, UMeTh ONBIT:

e ompeseneHus TpeOOBaHUN U COCTaBa CPEICTB, METO0B U MEPONPUITUN IO OpraHU3alnun
KOMIIJIEKCA CPEJICTB 3aIUThl HHPOPMALIMU B KOMIBIOTEPHBIX TEXHOJIOTUSX;

e HCMOJb30BaHUE METO/0B OpraHU3alUH, IJITAHUPOBAHUS U KOHTPOJIS (PYHKIIMOHUPOBAHUS
KOMIIJIEKCa CPEJICTB 3alUThl HH(pOpMaIuy;

e IIPAKTUYECKOIrO MPUMEHEHHS TEXHUYECKHUX, IPOrPAMMHBIX U IPOTrPAMMHO-AIIapaTHBIX
CPEZCTB ¥ METOJIOB 3alIUTHl HH(POPMAIIMH B KOMIBIOTEPHBIX TEXHOJIOTHIX;

e OpraHU3alMH CUCTEMBI YIIPABICHUS KOHTPOJIEM JAOCTYNA B CETEBBIX KOMIIBIOTEPHBIX
TEXHOJIOTUSX U OLEHKY UX HH(POPMALIMOHHOM 6e301acHOCTH
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4. O0beM U coiepKaHMe TN CHUTITIHHbBI
OO0mmas TpyA0€MKOCTh JUCIUIUIMHBI COCTABISET /2 aK.4.), 2 3a4eTHbBIC CAMHUIIbI, JEKIUH-184.,

npakTudeckue-324. Bua arrecrauuu — 3ayer.

4.1. Conep:xaHue AUCHUNIMHBI

no pasjgenam (Temam),

TPYAOEMKOCTHI0 3aHSATHIi JTeKIHOHHO-CEMHHAPCKOI0 THIA

COOTHECEHHOE€ C BHJIaAaMH H

OO0beM MHOW KOHTAaKTHOH pabOThI M CaMOCTOSATEIBHOM pabOThl 00ydYaIOUIerocs MO TUCIMILIMHE
yKa3aH B y4eOHOM IIJ1aHe 00pa30BaTeIbHOM IPOrpaMMBl.

Ne Bunsl 3aHATHi, MX DOpPMBI TEKyIIETo
/11 Pasnensr (Tembr) 00BeM (B ak.yacax, o | KOHTPOJIA yCIEBAEMOCTH
JIMCIATUTHHBI = ouHOIi/3a0uHOM opme | (™ OqH‘;fé/;i‘g:E;’)ﬁ (opwe
§ 00y4eHus1)
3 SandTia SanATna ®DOpMBI IPOMENKYTOUHOM
JICKITHOH- CEMHHapPCKOTro
HOT'O THUIIa THIIQ arrecranin
1. Beenenwue. [lonsitue 3 2 2 Tect
nH(pOpPMAITMOHHOM 6€30MMacHOCTH
2. OOBbeKTHO- 3 2 2 Tect
OPUEHTHUPOBAHHBIHN ITOIXO0]
MH(pOPMaIMOHHOM 6€30MacHOCTH
3 OCHOBHBIE OTIpeIeTICHHS U 3 2 2 Tect
KPUTEPHUH KJIaCCU(PUKALIMU YTPO3
4. 3aKoHOIATENFHBIN YPOBEHB 3 2 2 Tect
MH(pOPMaIMOHHOM 6€30MacHOCTH
S. AJIMUHUCTPATUBHBIN 3 2 2 Tecr
YpOBEHb HH(POPMALIMOHHOM
0€30MMacHOCTH
6 YnpasiieHue puckamu 3 2 2 Tecr
7. [TponetypHbIit ypOBEHB 3 2 2 Tect
MH(pOPMAIMOHHOM 6€30MacHOCTH
8 OcHOBHBIE IPOTPaMMHO- 3 4 Tecr
TEXHUYECKHE MEPHI
9 OCHOBHBIE COCTaBIISIIOIINE 3 2 4 Tect
MH(}OPMALIMOHHON OE€30MaCHOCTH.
BaxXHOCTb U CJI0KHOCTB TIPOOIEMbI
nH(OpMalMOHHON 6€30MacHOCTH
10 | OueHovHbIE CTAHIAPTHI U 3 4 BeicTyruieHus Ha
TEXHUYECKHE CTIeU(DUKAITIH ceMHuHape
11 AKTHUBHBIN ayTUT 3 2 Tect
DKpaHUPOBaHUE, AaHAITN3 3 4 Tect
12 | 3ammieHHoCTH
13 | TynHenmupoBaHHE U YIpaBICHHAE 3 2 Tecr
Wroro 18 32 3ager
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4.2. Pa3BepHyTOe ONMCAHHE COAePKAHUA AUCHUILUIUHBI N0 pa3ienaM (TeMam)

Paszneun 1. BBenenue. [lonsiTue nHpoOpManmoHHOI 0e30I1aCHOCTH

Nudopmannonnas 0e30MacHOCTh PAacCMaTPUBAETCS B Pa3HBIX KOHTEKCTax( B JOKTPHUHE
nHpopmanmonHoit Oe3omacHocTH Poccmiickoit depepanmn , B 3akoHe P® "OO6 ywactum B
MEXIyHApOJAHOM HUHPOpMauMOHHOM oOMeHe".). PaccmaTpuBaroTcst moaxoabl K IpobiemMam
uHpOpMaLMOHHON Oe3omacHOCTU. CIIEKTp MHTEPECOB CYOBEKTOB, CBSI3aHHBIX C MCIIOJIb30BaHHEM
UHPOPMALMOHHBIX cucTeM. MHdopMaronHas 0e30MacHOCTh Ha HAIMOHAJIBHOM, OTPACIIEBOM,
KOPIIOPaTUBHOM WJIXA NIEPCOHAIIBHOM YPOBHE.

Paznen 2. O  HeoOxoamMocTH  00BbEKTHO-OPHEHTHPOBAHHOIO0  MOAXO0Aa K
HH(OPMANHMOHHOMH 0€30MACHOCTH.

BBoautcs moHsTHE Ki1acca, OOBEKTa, MHKAINCYJSIUHM, HACIEIOBAHWM M TOJMMOpdH3MA.
KomnoHeHTHbIE 00BEKTHBIE Cpelibl U UX AOCTOMHCTBA. [IprMeHeHne 00bEeKTHO-OPUEHTUPOBAHHOTO
MOJX0Ja K pAcCMOTPEHMIO 3allMIIaeMbIX cucrteM. HenmocraTku TpaJulMOHHOIO MOAXOAA K
MH(POPMALIMOHHOM 6€30MacHOCTH ¢ 0OBEKTHOM TOUKU 3pEHUSI.

Pa3jnen 3.0cHoBHBIE Onpee/ieHUs M KPUTEPUH KjaaccuPUKaIUU yrpo3.

JlatoTcsl TOHATHS: aTakd , 3J0yMBIIUIEHHUKA, UCTOYHMKa yrpo3. Kiaccuduxanus yrpos.
YTpo3bl AOCTYIHOCTH M UX Kinaccudukays. OCHOBHBIE YTPO3bI IETOCTHOCTH M UX KIACCHU(BUKAIIHSL.
VYrpo3bl KOHQUIACHIMAIBHOCTU. 3alluTa OT pa3pyLIAOUIMX HPOrpaMMHBIX BO3JeHCTBHHA. Bupycsl
KaK O0COOBIN Kiacc pa3pylIaloIIuX MPOrpaMMHBIX BO3AeicTBHA. HeoOXxomumbie W JOCTATOYHBIC
YCIJIOBUS HENONYILIEHUS Pa3pyLIAOLIETr0 BO3ACHCTBHYS.

Pa3nen 4 . 3akoHoaaTe/IbHBII YPOBeHb HH(POPMALIMOHHOM 0€3011aCHOCTH

[Tonatue u HazHaueHue JOKTpHHBI HH(OPMAIIMOHHON Oe3omacHOCTU. MIHTepechl JINYHOCTH,
oO1ecTBa U rocyaapcTBa B MHGopMalMoHHOH cepe. 3HaueHue nHPOPMaAIMOHHON O€30MaCHOCTH U
€e MECTO B CUCTeME HallMOHAIbHOM Oe30macHOCTU. 3HaYeHHe UH(OPMAIIMOHHON 0€30MacHOCTH IS
CcyOBbeKTOB MH(OPMALMOHHBIX OTHOIIEHHUH. CBS3b MEXIYy HH(POPMAIMOHHON OE€30MacHOCTBIO U
6e301acHOCThIO MH(pOpMaIUK. Mex1yHapOoaHbIe CTaHAAPTH HH(POPMALIMOHHOTO 0OOMEHa, IIPaBOBbIE
OCHOBBI  3alllUTBl  TOCYJAapCTBEHHOH,  KOMMEpPUYECKOH,  CIyXeOHOH,  MpolLeccyaabHOM,
npodeccHOHaIbHON TallHBl M HMH(pOpPMAIMM NEepcoHaNbHOTO Xxapakrepa. denepanbHble 3aKOHBI
Poccuiickoit denepanuu mo obecrieueHUI0 HHPOPMAIMOHHON 0€30MacHOCTH B MH(OPMAITHOHHBIX
texHojnorusx, Joktpuna MupopmannonHoi 6ezonacHoctu Poccuiickoii @eneparuu, Konnenmus
Hamumonansnoii  be3zonmacnoctn  Poccuiickonn  ®@epepanuyd, HOPMATUBHBIE M PYKOBOJAIIME
nokymeHTsbl, [Tocranosnenus IlpaButenscrBa Poccuiickoit deneparuu no npodiemMam odecrieyeHHs
nH(pOpMallMOHHON Oe30macHOCTH, PykoBosiie JoOKyMeHThl U HHCTpyKUnn denepanbHoil cityKObl
0 TeXHUYeCKoMy M 3kcrnopTHoMy KoHTpoiro (PCTIK) (6wiBmias ['ocynapcTBeHHast TeXHUUECKas
komuccus npu IIpesunente Poccuiickoit @enepannu (I'TK)), [Tpuxaser u pacnopsixenuss ®Ch PO,
BenomcTBeHHBIE IPUKa3bl U PACTIOPSIKEHUS.

Pa3nes 5. ATMUHHCTPATHBHBINA YPOBeHb HHGOPMAIIMOHHOI 0€301IACHOCTH

CdopmynupoBaHa riaBHas 1ejib MEp aJJMUHUCTPATUBHOTO ypoBHs. JlaeTcs moHsTHe

TepMuHa "monuTuka Oe3zomacHOCcTH". DJeMEHTHl NOJIUTUKU Oe3omacHocTd. [lonmuTHka
BEPXHEr0 YpOBHs, cpeaHero ypoBHs. [Iporpamma Oe30macHOCTM OpraHu3aluu. YTpaBieHHE
puckamu. OCHOBHBIE OHATHS. MeponpHusATHs IO YIPaBIEHUIO pUcKaMu. [loAroToBUTENBHbIE 3TalIbI
ynpaieHus puckaMu. OCHOBHBIE 3TAIlbl YIPABJICHUS PUCKaMHU.

Pa3nea 6. IIpouenypHblii ypoBeHb HH(POPMALIMOHHOM 0€30IIACHOCTH.

OcHoBHBIE KJIacChl Mep HpolLeAypHOro ypoBHs. Kiaccel Mep Ha MpoleaypHOM YpOBHE.
VYnpasnenue nepcoHanioM. Dusnueckass 3ammra. MeToAbsl M CpeACTBa 3alIUThl MH(pOpMAIUK OT
HECAaHKIIMOHMPOBAHHOTO  JocTyna. AyTeH(uKauus mojb3oBarened 1Mo  OMOMETpUYECKUM
XapaKTEepUCTHKaM, KJIAaBUATypHOMY INOJYEPKY M POCIHHMCH MBIIIM, HA OCHOBE IAapoJiell U MOAEIU

5
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«pykonoxarusi». [lognepkanue paborocmocoOHOCTH. PearnpoBanwe Ha HapyIICHHS pPEKAMA
6e3onacHocTH. [ITaHnpoBaHNE BOCCTAHOBUTEIBHBIX PabOT.

Pa3znen 7. OcHOBHBIE IPOrPAMMHO-TEXHUYECKHE MEPbI

OCHOBHBIE TOHSATHS TPOTPAMMHO-TEXHUYECKOTO YPOBHSI HMH(MOPMAIMOHHOW O€30MacHOCTH
ApxurekTypHass 0€30MacCHOCTh-TPU MPHUHIIMIIA, COACPXKAIIUECS B MPUBEICHHOM YTBEPKICHUU.
MexayHapoaHble CTaHAapThl HMH(POPMAIMOHHOTO oOMeHa. Mojenun 0e30MacHOCTH H  UX
npuMmeHeHue. be3zomacHocTs B cersax Internet m Intranet. Texnosmorus Oe3omacHocTH. Monenu
aHajm3a 0€301aCHOCTH POrPAMMHOTO O0eCTICYEHUSI.

Pasnen 8. OneHounble CTAHAAPTHI M TEXHUYECKHUE crieu(pUKAIUA

"OpanxeBas KHHATA" KaK orleHOuHbIN ctanaapt. [llects kimaccoB 6e3omacHoctu - Cl, C2, B1,
B2, B3, Al u ux ocHOBHbIE XapakTepuUCTUKH. MH(DopMaIoHHast 6€30MacHOCTh pacIpeeIeHHBIX
cucteM. Pexomenmaruun X.800. CereBbie cepBUChl Oe3omacHOCTH. CeTeBble MEXaHU3MBbI
Oe3omacHOCTH. AJMHUHUCTpUpOBaHue cpencTB 6e3onacunoctu. Cranmapt ISO/IEC 15408 "Kpurtepun
OolleHKH  Oe3omacHOCTH  WMHGOPMAIMOHHBIX  TexHoJoruil".DyHKIHMOHANbHBIE  TpeOOBaHUS.
TpeboBanus noBepust 6e3omacHocTH. PykoBomsimue nokymeHTsl [ octexkomucenu Poccun.

Pa3nen 9. AKTUBHBIN ayauT

OcHoBHable IOHATHSA. DYHKIIMOHAIBHBIE KOMITOHEHTHI U apxuTektypa. [lludposanwue.
Kontpoub nenocraoctu. [{udposeie ceprudukarel. DxpanupoBanue. OCHOBHBIC ITOHATHS. AHAIN3
3amuiieHHOCTH. Kitaccuukamust MeXCeTeBbIX SKpPaHOB. AHAIIU3 3alUIIICHHOCTH. Jl0CTYITHOCTb.
OcHoBbI Mep obOecriedeH s BBICOKOM TIOCTYITHOCTH.

Pa3nea 10. TynHenupoBaHue u ynpasJieHHe

Tynnenuposanue. Ynpasienue. OCHOBHbIE TOHATHS. BO3MOKHOCTH TUITMUHBIX CUCTEM.
OCHOBHBIE COCTaBIISAOLINE HH(POPMAIIMOHHOM 0e30macHOCTH. BaXXHOCTH U CIIOKHOCTB MPOOIEMBI
MH(pOpPMaLlMOHHON 06€30M1acCHOCTH

5. O6pa3oBare/ibHbIE TEXHOJIOTHHU
B kauecTBe 00pa3oBaTeNbHBIX TEXHOJIOTHM MCIONIB3YIOTCS MPEIMETHO-OPUEHTHPOBAHHBIE U
JMYHOCTHO-OPUEHTUPOBAHHBIE NIOIXO/IbI K OCBOCHHIO MaTepHaa !
O A KaXAO0ro pasfesa AUCLUIUIMHBL ONPEIEICHBbI LEIEBblE YCTAHOBKU, KPUTEPUH HMX
JOCTHKEHMUS;
o chopMynupoBaHbl KOHTPOJbHBIE BOIPOCHI, IOATOTOBIEHBI TECThl OOYYAIOIIEro H
KOHTPOJIMPYIOILErO TUIIOB;
O CHeNaH AakIeHT Ha pa3BUTHE WHULHATHBBI M CAMOCTOSATEIBHOCTH CTYICHTOB IpH
U3y4eHUH WH(POPMAIIMOHHBIX TEXHOJIOTHA;
O TMOArOoTOBKAa JOKJIaJa C Tpe3eHTalueldl Ha TEOPETUYECKHE TEMBI, CBSI3aHHBIE C
UH(POPMALIMOHHBIMU TEXHOJIOTHSIMU;
Jlis  opraHM3alii  CaMOCTOSITEIbHOM paboThl CTYJEHTOB Ha CEpBEpe YHHUBEpCUTETa
pasmenieHsl 3iekTpoHHble Marepuansl nanka MATEPUAJIbI(Bpecnasckas) (MudopmannonHas
0e30MmacHOCTh) Ha paboueM CToJie pabounX CTaHITHH.
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6. YueOHO-MeTOAMYECKOe 00ecTieyeHre CAaMOCTOSITeIbHOI padoThl 00y4YaroLUXCst

OneHka pe3yapTaToB OCBOCHMsI Y4eOHOW IUCLMIUIMHBI BKJIIOYAeT B ce0s: TEKYLIMH KOHTPOJIb
3HAHUHA U NPOMEKYTOUHYIO aTTECTAL[MI0 CTYAEHTOB, KOHKPETHBIE CPOKHM M IPOLEAYypa MPOBEACHUS
KOTOPBIX JOBOJATCS /10 CBEJCHUS CTYACHTOB B TEUEHHUE MEPBBIX JBYX MECALEB OT Hayasla 00y4eHUsI.

Texymmii KOHTPOJIb 3HAHUH MPOBOAUTCS B (pOpME MPOBEACHUS JTAOOPATOPHBIX M MPAKTHUECKUX
3aHATHUH, YCTHOIO UTECTOBBIX 3aJaHUMH, BBIIIOJHEHNUIO KOHTPOJIBHBIX paboT.

[IpoMexyTouHas arrectauus IO HUTOraM OCBOEGHHS IPOrpaMMbl y4e€OHOW AMCLUIUIMHBI
IPOBOJIUTCA B (hOPME IK3aMEHa.

VYcnoBueM aomycka CTyAEHTa K DK3aMEHY SBJIIETCS BBINOJIHEHHME BCEX MPAKTUYECKUX 3aJaHUU
1a00paTOpHBIX paboT, U cAaya OTYETOB MO CaAMOCTOATENbHOM padoTte. [l OLEHKH 3HAHUM CTYJEHTOB
Ha D3K3aMEHE  UCHOJB3YIOTCS TecThl. KaX7aoMy CTyAEHTY 3a OTBEAEHHOE BpeMsl INpelaraeTcs
BBIIIOJIHUTE 25 TECTOBBIX 3aJaHUU.

VYcnoBueM MONOXKUTENBHON aTTecTauuu («OTJIMYHO») siBisercs nosydeHue ot 90-100 Oamios
IIPABUJILHO BBIITOJHEHHBIX TECTOBBIX 3aJaHUN

CTymeHT, IMOJIydaeT OIEHKY «XOpOIIo», siBisiercs moiydeHue ot 80-90- OamioB mpaBHILHO
BBINOJIHEHHBIX TECTOBBIX 3a/laHU

CryneHT, NoJlydyaeT OLIEHKY «YyJOBJIETBOPUTEIBHO», 3a palOTy, BBHIIOJHEHHYIO B HE IOJIHOM
o0beme He MeHee 60 IPaBUIIbHO BBIIOJHEHHBIX 3a/1aHU .

CryneHT, noJjiydyaeT OLIEHKY «HEYJIOBIETBOPUTEILHOY SIBIISETCS MOJydeHue oT 59 u HuKe OallioB
IIPABUJILHO BBIITOJHEHHBIX TECTOBBIX 3aJaHUN

B Teuenme cemecTpa CTyHEHT OOs3aH CaMOCTOSITENFHO BBIMOJNHATH MPAKTUYECKYIO paboTy,
OTYMTHIBATHCS HA MPAKTUYECKUX 3aHATHUSAX MO3TAITHO O BBIMOJIHAEMON paboTe.

JucuuniuuHa paszesieHa Ha ps JIOTUYECKH 3aBEpUICHHBIX OJIOKOB (MOAYINEH), MO KOTOPBIM
HOPOBOJUTCS MPOMEXYTOUHBIH KOHTpoJb. [lyig obecriedeHus: TEKYLIEro KOHTPOJSA TPOXOXKIACHUS
JUCIUIUIMHBI TPUMEHSETCS TEeCTHpYIoIlasi cucreMa «AUCT», KOTOpas OCHOBaHAa Ha OaJbHOM OLEHKE
BBITNIOJIHEHHOTO TecTa. TecToBble 3ananus npeacrasieHsl B @OC no qaHHON AMCIUIIIMHE.

[To okOHYaHMU TATOrO CeMECTpa MPOBOAUTCA HK3aMeH. OLEeHMBAaHUE CTY/IEHTOB Ha JK3aMEHE
OCYILECTBIISIETCSI B COOTBETCTBUE C TpEeOOBAHMSAMU M KPUTEPUSIMH, YCTAaHOBJIEHHBIMU B BY3e€.
VYuuteiBalOTCd KaK pe3ynbTaThl TEKYHIEro KOHTPOJIA, TaK U 3HAHWS, HaBBIKU W YMEHUS,
HENOCPEICTBEHHO MOKAa3aHHbIE CTYJACHTAMU B OCBOCHHS JUCLIUIUINHEI.

7. XapakTepHCTHKA OLIEHOYHBIX CPEJICTB /ISl TEKYIEero KOHTPOJIsI yCIeBaeMOCTH U
NMPOMeKYTOUHOI aTTeCTAMU 00y4aIOMIMXCH MO JUCHUIIHHE

OrneHka pe3yabTaTOB OCBOCHUS Y4€OHOW MUCIUIUIMHBI BKJIIOYAET B ceOs: TEKyIIUNW KOHTPOJIb
3HAHUN W TPOMEXKYTOYHYIO aTTECTAIlMI0 CTYICHTOB, KOHKPETHBIE CPOKH W TMPOIEAypa MPOBEACHUS
KOTOPBIX JOBOMSTCS IO CBEJICHUS CTYJACHTOB B TEUEHHE TIEPBBIX JIBYX MECAIIEB OT Hayasia 00 y4eHusl.

Texymuit KOHTPOJIb 3HAHUW MTPOBOAUTCSA B (hOpPME MPOBEICHUS JTAOOPATOPHBIX U MPAKTUIECKUX
3aHSTHUNA, YCTHOTO UTECTOBBIX 3aJaHHIA, BHITIOJTHEHUIO KOHTPOJIBHBIX PaboT.

[IpomexxyTounast arrectamsi TO WTOTaM OCBOEHHUS TMPOTPaMMbl  YYEOHOW JTUCITUTIIMHBI
MpoOBOAKTCA B (hOopMe HK3aMEHa.

VYcnoBueM A0IMycKa CTyACHTa K dK3aMEHY SIBIISICTCSI BBIMOJTHEHUE BCEX MPAKTUYECKHUX 3aJaHUN
nabopaTopHBIX paboT, U cada OTYETOB MO CaMOCTOSITENbHOM paboTe. [ OLIEHKHM 3HAHUN CTYIACHTOB
Ha DK3aMEHE HCIOJB3YIOTCS TecThl. KaxaoMmy CTyIeHTy 3a OTBEAEHHOE BpeMs MpeiiaracTcs
BBITIOJIHUTH 25 TECTOBBIX 3aJIaHUM.

VYcnoBueM MOJOKHUTENIBHON arTecTanuu («OTIMYHOY») sBiseTcs momxydeHue ot 90-100 Gamios
MPABUIILHO BBIMIOJHEHHBIX TECTOBBIX 3aJaHUI

CryneHT, MoJy4aeT OLEHKY «XOpoIIoy», siBisercss moiaydeHue ot 80-90- GainoB mpaBHIIBHO
BBITIOJIHEHHBIX TECTOBBIX 3aJJaHUI
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CTyneHT, MOJy4aeT OICHKY «YIOBJICTBOPUTEIHLHO», 32 pa0OTy, BBHIMOJIHEHHYI B HE IOJHOM
obbeme He MeHee 60 MpaBHIIBHO BHITIOJIHCHHBIX 3aaHUH .

CTyneHT, moJy4aeT OICHKY «HEYIOBICTBOPUTEILHOY SBISETCS MOJMydeHHE OT 59 U HuxKe 0amioB
MPaBUIILHO BBITIOJHEHHBIX TECTOBBIX 3aaHUI

B tedyenne cemecTpa CTyIEHT 00513aH CAMOCTOSTEIILHO BBIIIOJIHATH MMPAKTHYECKYIO PaboTy,
OTYMUTHIBATHCS HA MPAKTHUECKUX 3aHATHUSAX TOITAITHO O BBHITOIHAEMOM padoTe.

JlucuuiuinHa paszienieHa Ha PsJl  JIOTMYECKH 3aBEpIICHHBIX OJIOKOB (MOJIyJeH), MO0 KOTOPHIM
MIPOBOJIUTCS TMPOMEKYTOUHBIH KOHTPOJb. JlJis oOecrnedeHuss TEKyIero KOHTPOJSI IMPOXOXKIACHHS
JTUCUHUIUIMHBI TPUMEHSETCS TECTHPYIOLas cucremMa «AHNCT», KOTOpas OCHOBaHA Ha OaJbHOM OlLICHKE
BBINIOJTHEHHOT0 TecTa. TecTtoBble 3aaanud npejacraricHbl B POC 1o JaHHON JUCHUIUIMHE.

[To oxoH4YaHWM MATOrO ceMecTpa MPOBOAUTCA dk3aMeH. OLIEHMBAaHUE CTYJCHTOB Ha IK3aMEHE
OCYIIECTBIISIETCSI B COOTBETCTBUE C TPEOOBAHMSIMH U KpPUTEPUSIMH, YCTAaHOBJICHHBIMH B BY3e.
VYUuThIBalOTCS Kak pe3yJabTaThl TEKYIIETO KOHTPOJs, TaK ¢ 3HAHWA, HaBBIKK M yMEHWS,
HEMOCPEJICTBEHHO MOKa3aHHbIE CTYACHTAMU B OCBOCHUS TUCIUILINHBI.

8. YueOHO-MeTOAMYeCKOe M MH(OPMALMOHHOE o0ecnevyeHne JHCIUIIIMHBI
a) OcHoBHas HUTEpaTypa:
1.Cepmok, B.A. OpraHusanuss ¥ TEXHOJOIMM 3alUThl HMHPOpPMALUU: OOHApyXEHHE U
npeoTBpalieHne NH(POPMAIIMOHHBIX aTaK B aBTOMATHU3WPOBAHHBIX CHCTEMaX MPEINpUATHI: ydeOHOe
nocobue /B.A. Ceparok; HaunonanbHbIi HcclenoBaTelnbCKUi  yHMBEpCUTET —Bbicmiasg —mikona
SKOHOMUKH. - MockBa: M3natensckuii 1oM Beiciien mkosbl skoHomuku, 2015.-574 c.: ui. - bubauorp.
B KH.-ISBN 978-5-7598-0698-1; To xe [OnekrpoHHBIi pecypc].-
URL: http://biblioclub.ru/index.php?page=book&id=440285
2Munocnasckass H. I, CenaropoB M. IO., Tomcroit A. WM. VYmnpasineHue puckamu
nH(pOpMallMOHHON Oe30macHOCTH. YueOHoe rnocodue g By30B. — M.: ['opsyast nuausi—Tenexkom, 2013.
— 130 c. URL:https:/lib.fbtuit.uz/assets/files/1.-.._-..----.pdf
3.Epemenxo, B.T. VYmpaBnenwe wuH(pOpMAIMOHHONH O€30MacCHOCTBIO: y4eOHOe mocolue uis
BeIcuiero npodeccuonansHoro obpaszosanus / B.T. Epemenko, M.IO. PwitoB, [I.LH. Ps3anues, M.H.
Opemmna. — Open: ®I'BOY BIIO «I"ocynusepcutet - YHIIK», 2015. — 265 c.
URL:http://elib.oreluniver.ru/media/attach/note/2015/Eremenko_upr_inf_bezopasn.pdf?ysclid=Im
90380ee5186036703
4 Muxaiinos, A.B. Komnerorepusie Bupycsl u 6ops6a ¢ Humu / A.B. Muxaiinos. - 4-e u3f., ucmp.
u non.-Mocksa: lnanor-MU®U, 2012. - 148 c. : un. - ISBN 978-5-86404-236-6; To xe [DnekTpoHHBIH
pecypc]. - URL: http://biblioclub.ru/index.php?page=book&id=136089 (15.03.2019).
5.UcakoBa A. U., UcakoB M. H. Uudopmanronnsie TexHogoruu: yuebHoe nocodue - Tomck: Db
Konrent, 2012 .http://biblioclub.ru
6.AcraxoB A. M.MckyccTBo ympasneHust nHGpopmarmonasiMu puckamu Mznatens: JIMK Ilpecc,
2010. http://biblioclub.ru/index.php?page=book&id=86481&sr=1
7.Ilerpenko C. A., Kypb6aros B. A. I[Tonutuku 06e3omnacHocT KOMIaHuu npu padore B laTepuer
N3narens: JIMK Ilpecc, 2011. http://biblioclub.ru/index.php?page=book&id=85101&sr=1
8. KpeomanoB B. B.Texnumyeckwme cpencTBa W METOABI 3alUThl HH(OpMAIuu: y4eOHO-
IIPaKTUYECKOE nocobue N3parens: EBpasuiickuii OTKPBITBII UHCTUTYT, 2011.
http://biblioclub.ru/index.php?page=book&id=90753&sr=1
9. Cuctemsl u cetu nepenauu uHpopmanuu - Tam60B: UznarenscrBo @I'BOY BIIO «TT'TVY»,
2012. .http://biblioclub.ru

JlonoJIHUTeIbHAS JINTepaTypa:
1. JloxTpuna nnpopmarroHHoi 6ezonacnoctu Poccuiickoit deaepanmu.


http://biblioclub.ru/index.php?page=book&id=440285
https://lib.fbtuit.uz/assets/files/1.-.._-..----.pdf
http://biblioclub.ru/index.php?page=book&id=136089
http://biblioclub.ru/index.php?page=book_red&id=208647
http://biblioclub.ru/index.php?page=book_red&id=208647
http://biblioclub.ru/
http://biblioclub.ru/index.php?page=book&id=86481&sr=1
http://biblioclub.ru/index.php?page=book&id=86481&sr=1
http://biblioclub.ru/index.php?page=book&id=85101&sr=1
http://biblioclub.ru/index.php?page=book&id=85101&sr=1
http://biblioclub.ru/index.php?page=book&id=90753&sr=1
http://biblioclub.ru/index.php?page=book&id=90753&sr=1
http://biblioclub.ru/index.php?page=book&id=90753&sr=1
http://biblioclub.ru/index.php?page=book_red&id=277938
http://biblioclub.ru/index.php?page=book_red&id=277938
http://biblioclub.ru/
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2.Qenepanbublii  3akoH  Poccuiickoir ®epepanmn  «O6 wunHpoOpManuu, HHGOPMAITMOHHBIM
TEXHOJIOTHAM U 3anute nHhopmaruny» Nel49-03 ot 27 utons 2006 roxa.

3. ®enepanbublii 3ak0H OT 4 utong 1996 r. «O6 ydyactue B MEKXAYHAPOIHOM MH(POPMALMOHHOM
oOMeHe».

4. ®@enepanbublil 3akoH ot 06 ampenst 2011 r. N 63-03 "O6 snexTpoHHO# moanucH".

5. Konnenmus HamuoHanmbHOW Oe3omacHocTH Poccuiickoit denepanuu. YTBepkiIeHa YKa3om
[Tpesunenta Poccuiickoit @enepamuu ot 17 nexadbps 1997 r. N1300. (B penakinuu Yka3za [Ipesunenta
Poccuiickoit ®enepanuu ot 10 suBaps 2000 r. N24

6. [Tpukaz ®CB PO Ne66 ot 9 derpans 2005 roga «O06 yrBepxkaeann [lomoxxenus o pazpaboTke,
MIPOM3BOJICTBE, PeaTU3alii T IKCIUTyaTallud MHU(PPOBAIBHBIX (KpUNTOTpadUUYECKNX) CPEACTB 3alIUTHI
undopmarmu ([Tonoxenune [1K3-2005)

7. Yxa3 [Ipesunenta Poccuiickoit @eaeparuu «O mepax no odecrnedeHn0 HHPOPMAIIHOHHOM
6e3omacuoctu Poccuiickoit @enepanuu mpu UCIOIb30BaHUN HHPOPMAITMOHHO-
TEJIeKOMMYHUKAIMOHHBIX CeTel MEXTyHapOIHOTO HHPopMaImoHHOTo oomeHa» Ne351 ot 17 mapra
2002 rona.

IIporpammuoe obecneuenue u UHTepHeT-pecypcebl

1. Pecypcsl nH(DOpPMALIMOHHO-TEIEKOMMYHUKAIIMOHHOMN ceTn «IHTepHEeT»:

2. Cuctema 3JIeKTPOHHOU MOIIEPIKKHA 00pa30BaTEIIBLHOTO Tporiecca « Mol YHHUBEPCUTETY
https://uni.ivanovo.ac.ru

IIpodeccnonanbabie 6236l JAHHBIX U HHPOPMAITHOHHO-CIIPABOYHbIE CHCTEMBI:

1. DBC «YHuBepcuTeTcKas OuOaroTeka onnain» Www.biblioclub.ru;
http://lib.ivanovo.ac.ru/index.php/polnotekstovye-resursy/ebs-universitetskaya-biblioteka

2. Dnexrponnas oudnmoreka MBI'Y _http://lib.ivanovo.ac.ru/index.php/polnotekstovye-
resursy/elibnew

3. DOmnekrponssiii katagor Hb UBI'Y http://lib.ivanovo.ac.ru/index.php/ek

9. MatepunajbHO-TeXHHYeCKOe o0ecnedeHue TN CIHUTIIHHBI

Y4eOHble ayIUTOPUH:

- JUId TIPOBEJCHUS 3aHATUH JIGKLMOHHOTO THUIA C KOMILJIEKTOM CHELHaIU3UPOBAHHONW yueOHOM
MeOenn W TEXHHYECKHMH CpEJCTBAMH OOYYCHHs, CIYKAIUMH JUIsl TIPEIOCTaBICHUS Y4eOHOM
uHpopManuu O0JIBIION ayIUTOPHH;

- 7S TPOBEACHUS 3aHATUH CEMHHAPCKOTO THIIA, KOHCYJBTAIMH, TEKYIIEro KOHTPONS H
POMEKYTOUHOU aTTECTAllMM ¢ KOMIUIEKTOM CHEeIMaIM3UPOBAHHON yueOHON MeOenn U TeXHUYECKUMHU
cpencTBaMu OOy4ICHUS;

- JUIA TPOBEICHHS 3aHITHA CEMHUHAPCKOTO THIA, KOHCYIbTALUNA, TEKYIIEr0 KOHTPOJIS H
NPOMEKYTOUYHOW  aTTECTAllMM, BBIOJHEHUS KYPCOBBIX pPabOT  (IPOEKTOB) C  KOMIUIEKTOM
CHEeLMATU3UPOBAHHON y4eOHOH MeOen M TEXHHUYECKUMH CpeACTBaMHU OOydeHHs (nocredHee
8bLOUPAEMCsL NPU HATUYUU KYPCOBOU pabomul (Npoekma) no oOucyuniume).

JlaGopatopus, ocHaleHHast 1a0OpaTOPHBIM 000PYIOBAaHHEM, KOMILJIEKTOM CIIEHUAIN3UPOBAHHON
yueOHOI MeOeNr U TEXHUYECKUMH CPEeICTBAMU O0YUEHHUS.

[Tomerienue A caMOCTOSATENbHOW PabOThI, OCHALIEHHOE KOMIUIEKTOM CHElHaTU3UpPOBAHHON
yaeOHON MeOenn, KOMITBIOTEPHONW TEXHUKOW C BO3MOXKHOCTHIO TOJKIIOUECHHS K cetn «MHTepHeT» u
obecnieuenuneM goctyma B DUOC.


https://uni.ivanovo.ac.ru/
https://uni.ivanovo.ac.ru/
http://www.biblioclub.ru/
http://lib.ivanovo.ac.ru/index.php/polnotekstovye-resursy/ebs-universitetskaya-biblioteka
http://lib.ivanovo.ac.ru/index.php/polnotekstovye-resursy/elibnew
http://lib.ivanovo.ac.ru/index.php/polnotekstovye-resursy/elibnew
http://lib.ivanovo.ac.ru/index.php/ek
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ABTOp paboueid mnporpammbl aAucuumIuHbl: Cr.penonaBatens kadpeapst UT u IIM
bpecnasckas U.b.

[Tporpamma paccMoTpeHa U yTBEpKJEeHa Ha 3acelaHuu Kadeapsl MHGOpMaMOHHBIX TEXHOIOIUH
u npukiagHoi mateMatuku (MUTullM) «01» centsops 2023 r., nporokon Ne 1

[Tporpamma oGHOBIIEHA

MIPOTOKOJ 3acenanus kadeapol Ne OT « » 20 T
CornacoBano:
PykoBogurens OI1 Janunosa C. B.

(moarvce)

[Tporpamma oGHOBIICHA

MIPOTOKOI 3aceanus Kadeapnl Ne OT « » 20 T
CornacoBaHo:
PykoBogurens OI1 Janunosa C. B.

(mozryce)

[Tporpamma oGHOBIIEHA

MIPOTOKOI 3aceanus kadeapsl Ne OT « » 20 T
CornacoBaHo:
PykoBogutens OIT Hanunosa C. B.

(moanuce)
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